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Manual Date Firmware Version Revision Details
V1.0.0. May 2018 Initial release.
V1.1.0 Aug 2018 Add Schedule Reboot, OpenVPN, IPSec
V11.1 Oct 2018 Add SSH, GRE, VRRP, Wi-Fi Client

Add Data Roaming, IP Passthrough, SMS, GRE
Layer2. AT Debug, APP structure

V.121 Jun 2019 v1.1.0 (ddcaac4) Add SMS Gateway, SMS Notification

V1.2.0  [Jun2019 | v1.1.0(278c6c6)

V.1.2.2 Sept 2019 | V1.1.0 (addcaac4) | Added MODBUS Slave feature — Appendix 9

V.2.3 Sept 2019 | V1.1.0 (addcaac4) | Added SMS Reboot missing from manual
V2.4 Feb 2020 V1.1.0 (addcaac4) | Added MODBUS Master Appendix F

V2.5 June 2020 | V1.1.3(e335ec6) Added Dynamic Routing and SNMP

V2.6 Sept 2020 | V1.1.3(e335ec6) Added section on testing Open VPN from PC
V2.7B Jan 2021 Added Configuration examples

V2.8 Jan 2022 1.1.7 (cf8c6al) RADIUS (802.1X) Authentication added

Trademarks and copyright
Case Communications Ltd and logo are the trademarks or registered trademarks in the United Kingdom. All
other trademarks mentioned in this document are the property of their respective owners.

@2019 Case Communications Ltd. All Rights Reserved.

Disclaimers

Information in this document is subject to change without notice and does not represent a commitment on the part
of Case Communications.

Case Communications provides this document as is, without warranty of any kind, either expressed or implied,
including, but not limited to, its particular purpose. Case Communications may make improvements and/or
changes in this manual, or in the product(s) and/or the program(s) described in this manual at any time.
Information provided in this manual is intended to be accurate and reliable. However, Case Communications
assumes no responsibility for its use, or for any infringements on the rights of third parties that may result from
its use.

Technical Support
E-mail: support@case.uk.com
Web: www.casecomms.com
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Interference Issues
Avoid possible radio frequency (RF) interference by following these guidelines:

o The use of cellular telephones or devices in aircraft is illegal. Use in aircraft may endanger operation and
disrupt the cellular network. Failure to observe this restriction may result in suspension or denial of cellular
services to the offender, legal action, or both.

¢ Do not operate in the vicinity of gasoline or diesel fuel pumps unless use has been approved or authorized.

* Do not operate in locations where medical equipment that the device could interfere with may be in use.

¢ Do not operate in fuel depots, chemical plants, or blasting areas unless use has been approved and authorized.

e Use care if operating in the vicinity of protected personal medical devices, i.e., hearing aids and pacemakers.

e Operation in the presence of other electronic equipment may cause interference if equipment is incorrectly
protected. Follow recommendations for installation from equipment manufacturers.

Declaration of Conformity

The 6944 Series products are in conformity with the essential requirements and other relevant provisions of the
CE and RoHS.

CELE
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1. PRODUCT OVERVIEW

1.1. Overview

The Case Communications 6944 series industrial cellular VPN router offers a single, flexible platform
to address a variety of wireless communications needs with over-the-air configuration and system
monitoring for optimal connectivity. This router enables wireless data connectivity over public and
private LTE cellular networks at 4G speeds.

The 6944 series router has dual SIM’s for backup, 2 or 4 LAN ports, 1 port could be changed to
Ethernet WAN connection (for fixed internet fail over to cellular). An optional 802.11 b/g/n Wi-Fi
interface access point and client operations supports connectivity to IP applications in a variety of
different connection scenarios. RS232 and RS485 interfaces are provided to support Serial to IP
communication. The 6944 series router also support 2 x digital input and 2 x Digital output for alarm
applications.

The 6944 series router supports 9 to 48 VDC wide range power inputs, designed with reverse-voltage
protection mechanism for greater reliability. It is an advanced choice for universal wireless M2M
applications with reliable features for data transmission.

1.2. Features and Benefits
Industrial internet access

e Wireless Mobile Broadband 2G / 3G / 4G Connection
¢  Remote access to SCADA System for Industrial Automation
e  Reduce high costs for on-site maintenance

Designed for industrial usage

e  Power Input Range 9 to 48 VDC
¢ Industrial designed for harsh environment
e Compact metal casing for easy mounting

Secure and reliable remote connection

¢  Connection manager ensure seamless communication
e Support Multiple VPN tunnels for data encryption
e  Firewall prevents unsafe and unauthorized access

Easy to use and easy maintenance

e User-friendly web interface for human interaction
e  Easy configuration for deployment
e Support 3rd Party remote management cloud

Section 1 Page 1
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General Specifications

Cellular Interface

Standards: FDD-LTE/TDD-LTE, WCDMA/UMTS/HSPA/HSPA+/EDGE/GPRS,

2x SMA female antenna connector

2 x SIM (3.0V & 1.8V)

Wi-Fi Interface (Optional)

Standards: 802.11b/g/n, 300Mbps

2 x RP-SMA male antenna connector
Support Wi-Fi AP and Client modes
Security: WEP, WPA and WPA2 encryption
Encryption: TKIP, CCMP

Ethernet Interface

Standard: IEEE 802.3, IEEE 802.3u
Number of Ports: 6944: 4 x 10/100 Mbps, RJ45 connector
1 x WAN interface (configurable on Web GUI)

1.5KV magnetic isolation protection

Serial Interface

1xRS232 (3 PIN): TX, RX, GND

1 x RS485 (2 PIN): Data+(A), Data-(B)
Baud rate: 300 bps to 115200 bps
Connector: terminal block

15KV ESD protection

DI/DO Interface

Type: 2 x DI+2 x DO

Connector: terminal block
Isolation: 3KVDC or 2K Vrms
Absolute maximum VDC: 36VDC
Absolute maximum ADC: 100mA

Section 1 Page 2
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DI/DO Interface

Type: 2x DI+2 x DO

Connector: terminal block
Isolation: 3KVDC or 2K Vrms
Absolute maximum VDC: 36VDC
Absolute maximum ADC: 100mA

Other Interfaces

1x RST button
LED instruction: 1 x SYS, 1 x NET, 1 x USR, 3 x RSSI

Software

Network protocols: DHCP, ICMP, PPPoE, HTTP, HTTPS, DNS, VRRP, NTP...
VPN: IPSec, GRE, OpenVPN, DMVPN

Policy: RIPv1/RIPv2/OSPF/BGP dynamic route (optional)

Firewall & Filter: Port forwarding, DMZ, anti-DoS, ACL

Serial port: TCP server and client, UDP

Management: Web, 3" party platform

Power Supply and Consumption

Connector: 3-pin 3.5 mm female socket with lock
Input voltage range: 9~48VDC

Power consumption:

Idle: 100 mA@12V

Data link: 400 mA (peak) @12V

Physical Specification

Ingress Protection: IP30
Housing & Weight: Metal, 300g
Dimension: 104mm x 104mm x 38mm (excluding antenna)

Installations: Din-rail mounting

Environmental

Operation temperature: -40~+75°C

Store temperature: -40~+85°C

Operation humidity: 5% to 95% non-condensing

Section 1 Page 3
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1.4. Mechanical Specifications

Dimension: 104mm x 104mm x 38mm (excluding antenna)

4jomm .| , |

o

40 106

1.5. Packaging Checklist

The 6944 series Router includes the parts shown in below, please verify your components.
NOTE: if any of the below items is missing or damaged, please contact your sales representative.

Equipment Included
. 1 x Case Communications 6944 Series Industrial Cellular VPN router with Wi-Fi

e 1 x 10-pin 3.5 mm male terminal
block for RS232/RS485/DI/DO

e 1 x 3-pin 3.5 mm male terminal block with lock for power supply

Section 1 Page 4
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1 x Quick Start Guide

¢ 35mm Din-rail mounting kit

e AC/DC power adapter (12VDC,
1.5A; EU/US/UK/AU plug optional)

Quecik Start Guide

Optional Accessories (sold separately)

Stubby antenna

3G/4G cellular antenna

Magnet antenna

Section 1 Page 5
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2 INSTALLATION
2.1. Product Overview

e  Front Panel
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Wi-Fi Antenna

MAIN Cellular Antenna
LED Indicator

Serial port & DIDO
Ethernet port

Wi-Fi Antenna

AUX Cellular Antenna

Left Side Panel

(1) SIM Card Slot
@ Reset Button

@
n o [FRAdY @

Sim2 RST V+ V- PGHD

@ Power Connector
@ Grounding Stud

e  Power Input I

PIN

V+ (Red line)
V- (Yellow line)
PGND

Section 2 Page 1
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LED Indicators

I T I T —

SYS Green
NET Green
USR: SIM Green
USR: Wi-Fi Green

Signal Strength

Slow Blinking (500ms duration)
Fast Blinking

Off

On

Fast Blinking (500ms duration)

Off
On

Fast Blinking (250ms duration)

Off
On

Blinking
Off
On, 3 LED light up

Operating normally
The 6944 is initialising
Power is off

Registering to Highest priority network
service (depend on Radio, e.g. Radio
support LTE as Highest priority network).
Registering to Non-Highest priority
network service (depend on Radio, e.g.
Radio support LTE as Highest priority
network, then WCDMA and GPRS is non-
highest priority network).

Registration has failed

The 6944 is trying cellular connection with
SiM1

The 6944 is trying cellular connection with
SIM2

No SIM detected

Wi-Fi is enabled but without data
transmission

Wi-Fi is enabled and data transmission
Wi-Fi is disable or initialize failed

Signal strength (21-31) is high

Indicator On, 2 LED light up Signal strength (11-20) is medium
Green On, 1 LED light up Signal strength (1-10) is low
w-uill Off No signal
2.3. Ethernet Port Indicator
On Connection is established
Link indicator Blinking Data is being transmitted
Off Connection is not established

NOTE : There are two LED indicators for each Ethernet port. Due to the chipset design the 6944
router will only light up the Green LED (Link indicator) on left side, if the right LED is Off it has no

meaning

Section 2 Page 2
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Ethernet Port Indicator

Router-->Device

- - - DO2 Router-->Device

- - -- COM -
- A - -- Router<-->Device
- B - -- Router<-->Device
- - DI1 -- Router<--Device
-- - DI2 -- Router<--Device
GND - - - -
X - - -- Router-->Device
RX - - -- Router<--Device

V+ (Red line) Positive

V- (Yellow line) Negative

PGND GND
2.5. Reset Button

oo1 on
002 Di2
COM GND
A ™
B RX

Reboot

Factory Reset

Run Normally

2.6.

el N >

the router manually.

factory reset.

Insert SIM card

Insert / Remove SIM card

Make sure the power is disconnected.

Use a Phillips-head screwdriver to remove SIM slot cover.
Insert the SIM card(s) into the SIM sockets.

Replace the SIM slot cover.

Section 2 Page 3
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2.7. Installing the Antenna

e  Connect the cellular antenna to the MAIN and AUX connector on the unit.

NOTE: The 6944 router supports dual antennas with MAIN and AUX connectors. The MAIN
connector is for receiving and transmitting data. The AUX connector is for enhancing the signal strength,
and should be used with the MAIN Antenna.

e  Connect the Wi-Fi antenna to the Wi-Fi connector on the unit.

Please follow the picture below to install the Wi-Fi antenna in the right position before testing.
The Wi-Fi connectors are clearly marked on the 6944, both should be fitted to ensure the best quality

Wi-Fi signal. The Wi-Fi antenna are, (depending on the model of antenna used), longer than the
Cellular antenna and the Wi-Fi Antenna connectors are female, i.e. they don’t have a pin.

2.8. DIN-Rail Mounting
1. Use 4 pcs of M3x6 flat head Phillips screws to fix the DIN-rail to the router.

2. Insert the upper lip of the DIN-rail into the DIN-rail mounting kit.

M3
3. Press the router towards the DIN-rail until it snaps into place. CW

1.0 £ 0.2N.M

Section 2 Page 4
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2.9. Protective Grounding Installation
1. Remove the grounding nut.

Connect the grounding ring of the cabinet’s grounding wire onto the grounding stud and screw up
the grounding nut.
NOTE: Strongly recommended the router to be grounded when deployed

s 2
Sz RST ¥+ - PGHD

2.10. Power Supply Installation

1. Remove the pluggable connector from the unit, then loosen the screws for the locking flanges as
needed.

2. Connect the wires of the power supply to the terminals.

COLOR | POLARITY

£ RED v
+

V-

PGND YELLOW V-

2.11. Powering On The 6944 Router

1. Connect one end of the Ethernet cable to the LAN port on the unit and the other end to a LAN port
on a PC.

2. Connect the AC power to a power source.

3. Router is ready when SYS LED is blinking.

Section 2 Page 5
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3. ACCESSING THE WEB CONFIGURATION
3.1 PC Configuration

The 6944 router contains a DHCP server which will automatically assign an IP address to your PC,
however in some cases the user may need to change the network settings on their PC to accept the IP
address from the 6944. or you can configure a static IP address manually.

e Obtain an IP address automatically

The process required to do this differs depending on the version of Windows you are using.
NOTE: The following steps are based on Windows 7.

£
- = _ . B
L @t.j-| &/ » Control Panel » Network and Internet » Network Connections » - | +3 |l| Search Network Connections L0 |
File Edit View Tools Advanced Help
Organize » Disable this network device Diagnose this connection Rename this connection » =~ O @ 3
. - i Y
(_.__ VMware Netwark Adapter VMnetl B VMwal [nternet Protacel Version 4 (TCR/IPv4) Properties M
T - - | -
U FEHEERE Properties 3 L
General | Alternate Configuration E
Netwarki icati | i
werdng | Authertication | Sharing You can get IP settings assigned automatically if your netwark supports
o this capability. Otherwise, you need to ask your network administrator
Connect using: | for the appropriate IP settings.
¥ IMicron PCI Express Gigabit Ethemet Adapter
— (@ Obtain an IP address automatically
() Use the following IP address:
This connection uses the following tems: 1P addrese:
% Cliert for Microsoft Metworks N .
QVMwar\e Bridge Protocol Subnet mask:
QOOS Packet Scheduler Default gateway:
gﬂle and Printer Sharing for Microsoft Networks
[ -4 intemet Protocol Version 6 (TCP/IPv6) () Obtain DNS server address automatically
i |ntemet Protocol Version 4 (TCP/IPvd) ) the followi d
- Link-Layer Topology Discovery Mapper /0 Driver ® Use the following DNS server addresses:
i link-Layer Topology Discovery Responder Preferred DNS server:
Uninstall Properties Alternate DNS server:
Description
Transmission Cortrol Protocol/Intemet Protocol. The default [ validate settings upan exit
wide area network protocol that provides communication
across diverse interconnected networks.
[ OK J [ Cancel ]
oK || Cancel
\.
1 item selected
\, 4

Select Start » Control Panel » Network Connections.

Right click Local Area Connection and select Properties to open the configuration dialog box for
Local Area Connection. Select Internet Protocol (TCP/IP) and click Properties to open the TCP/IP
configuration window.

On the General tab, select Obtain an IP address automatically and Obtain DNS server address
automatically.

Click OK to complete TCP/IP configuration.
e Set astatic IP address

Section 3 Page 1
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L — 7
L %-| &/ » Control Panel » Metwork and Internet » Metwork Connections » - | 3 |l Search Network Connections o 8=
File Edit View Tools Advanced Help
Organize * Disable this network device Diagnose this connection Rename this connection bed e S| '@' =
L VMware Network Adapter VMnetl — |™ | VMwa| [nternet Protocol Version 4 (TCB/IPvd] Properties ?
e . - - T
U 8IS Properties | |
General =
Networking | Authentication | Sharing ‘You can get IP settings assigned automatically if your network supports
o this capability. Otherwise, you need to ask your network administrator
Connect using: for the appropriate IP settings.
lj‘ JMicron PCl Express Gigabit Ethemet Adapter l
() Obtain an IP address automatically
(@) Use the following IP address:
This connection uses the following items: 1P address: 192 168 . 5 .234
o8 Client for Microsoft Networks b .
g\-’l\"lwar\e Bridgs Protocal Subnet mask: 255 ,255 .255 . 0
4=l 005 Packet Scheduler Default gateway:
.Q File and Prirter Sharing for Microsoft Networles
L - Intemet Protocol Version & (TCP/IPvE) Obtain DNS server address automatically
=i |ntemet Protocol Version 4 (TCP/IPvd) ) the followi i
& |ink-Layer Topology Discovery Mapper /0 Driver @ Use the following DN server addresses:
& Link-Layer Topology Discovery Responder Preferred DNS server:
Description
Transmission Control Protocol /Intemet Protocol. The default [[] validate settings upon exit
wide anea network protocol that provides communication
across diverse interconnected networks.
[ OK ] [ Cancel ]
v,
ok | [ Ccancel |
1 item selected
\, v

click "Use the IP Address shown in Factory Default Settings below" to assign a static IP manually
within the same subnet of the router but different so for example set 192.168.234.0.

NOTE: Default gateway and DNS server is not necessary if the PC not routing all traffic go
through the 6944 router.

3.2. Factory Default Settings

The 6944 router supports Web-based configuration interface for management. If this is the first time
you have configured the router, please refer to below default settings.

e Username: admin

e Password: admin

e LAN IP Address: 192.168.5.1 (EthO~Eth1/Eth3 bridge as LAN mode)
e DHCP Server: Enabled

3.3. Logging in to the 6944 Web Page

Step 1: Start a Web browser on your PC (Chrome and IE are recommended), enter 192.168.5.1 into
the address bar of the web browser.
Step 2: Then use the default username and password(admin/admin), to log in to the router.

Section 3 Page 2
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4, BASIC BROWSER CONFIGURATION
4.1 Web Interface Overview

The 6944 router Web interface is divided into two sections. In the left pane is the main navigation
menu. On the right is the content area for each page.

=] «ﬁ‘ Router Web Ul X |+ v - (a]

<« O @ 192.168.5.1 hd = L e

(\ Login: admin
Reboot Logout
communications L&

Overview Status
» Overview

System Information
Syslog

Device Model 6944

Link Management

System Uptime ~ 00:06:22

Industrial Interface

System Time ~ 2019-07-30 17:39:59
Network RAM Usage  24M Free/18M Shared/64M Total

Applications
VPN

Firmware Version  1.1.0 (2d7248a)
Kernel Version ~ 4.4.92
Maintenance Serial Number 1907514433006

Active Link Information |

Link Type

1P Address
Netmask

Gateway

Primary DNS Server

Secondary DNS Server

NOTE: The navigation menu may contain fewer sections than shown here depending on which
options are installed on your 6944.

4.1.1. System Settings
¢  Reboot: reset the router within power disconnect.
¢ Logout: logout to web authorization page.

Reboot Logout

e  Save: save the configuration on current page.

e Apply: apply the changes on current page immediately.

¢ Close: exit without changing the configuration on current page.

Close

4.1.2. Status
You can view the system information of the router on this page.

Status
Device Model 6944
System Uptime 00:01:48
System Time 2019-06-03 17:24:09
RAM Usage 24M Free/18M Shared/64M Total
Firmware Version 1.1.0 (278c6c6)
Kernel Version 4.4.92

Serial Number 18105144330005
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System Information
. Device Module - Displays the model name of router

. System Uptime - Displays the duration the system has been up in hours, minutes and
seconds.

. System Time - Displays the current date and time.

. RAM Usage - Displays the RAM capacity and the available RAM memory.
. Firmware Version - Displays the current firmware version of router.

. Kernel Version - Displays the current kernel version of router.

. Serial Number - Display the serial number of router.

Active Link Information

. Link Type - Current interface for internet access.
. IP Address - Displays the IP address assigned to this interface.
. Netmask - Displays the subnet mask of this interface.

. Gateway - Displays the gateway of this interface. This is used for routing packets to remote
networks.

. Primary DNS Server - Displays the primary DNS server of this interface.

. Secondary DNS Server - Displays the secondary DNS server of this interface.

4.1.3. Syslog
Syslog Information

. Download Diagnosis - Download the Diagnosis file for analysis.
. Download Syslog - Download the complete syslog since last reboot.
. Clear - Clear the current page syslog printing

. Refresh - Reload the current page with latest syslog printing.

Login: admin
communications SN

Overview Syslog Events

Overview Syslog Information
» Syslog

5 Jul 30 17:34:00 casecomms syslog.info syslogd started: BusyBox v1.25.1

Link Management Jul 30 17:34:05 casecomms daemon.info dnsmasq[1738]: started, version 2.78 cachesize 150

Industrial Interface Jul 30 17:34:05 casecomms daemon.info dnsmasq[1738]: compile time options: no-IPv6 GNU-getopt no-DBus no-i18n no-IDN DHCP no-DHCPv6 no-Lua TFTP
no-conntrack no-ipset no-auth no-DNSSEC no-ID loop-detect inotify

Network Jul 30 17:34:05 casecomms daemon.info dnsmasq-dhcp[1738]: DHCP, IP range 192.168.5.2 - 192.168.5.200, lease time 2h

Jul 30 17:34:05 casecomms daemon.info dnsmasg-dhcp[1738]: DHCP, sockets bound exclusively to interface lan0

Applications Jul 30 17:34:05 casecomms daemon.warn dnsmasq[1738]: no servers found in /etc/resolv.conf, will retry

| Jul 30 17:34:05 casecomms daemon.info dnsmasq[1738]: read /etc/hosts - 2 addresses

VPN | Jul 30 17:34:05 casecomms user.debug connection_manager[1724]: setup SIM 1 as initial SIM

| ul 30 17:34:05 casecomms user.debug connection_manager[1724]: wwan1 start connect

Jul 30 17:34:05 casecomms user.debug connection_manager[1724]: waiting for modem to initialize using SIM 1

Jul 30 17:34:06 casecomms local0.debug webserver: webserver started

Jul 30 17:34:06 casecomms user.debug modem[1789]: modem init with SIM1

Jul 30 17:34:07 casecomms user.debug modem[1789]: modem power-on successfully

Jul 30 17:34:07 casecomms user.debug modem[1789]: ATZ

Jul 30 17:34:07 casecomms user.debug modem[1789]: ATZAM

Jul 30 17:34:07 casecomms user.debug modem[1789]: OK

Jul 30 17:34:08 casecomms user.debug modem[1789]: AT+CPIN?

Jul 30 17:34:08 casecomms user.debug modem[1789]: +CME ERROR: 10

Jul 30 17:34:10 casecomms user.debug modem[1789]: AT+CPIN?

Jul 30 17:34:10 casecomms user.debug modem[1789]: +CME ERROR: 10

Jul 30 17:34:11 casecomms cron.info crond[1928]: crond (busybox 1.25.1) started, log level 8

Jul 30 17:34:12 casecomms daemon.info procd: - init complete -

Jul 30 17:34:12 casecomms user.debug modem[1789]: AT+CPIN?

Jul 30 17:34:12 casecomms user.debug modem[1789]: +CME ERROR: 10

Jul 30 17:34:14 casecomms user.debug modem[1789]: AT+CPIN?

Jul 30 17:34:14 casecomms user.debug modem[1789]: +CME ERROR: 10

Jul 30 17:34:16 casecomms user.debug modem[1789]: AT+CPIN?
Download Diagnosis Download Syslog Clear Refresh

Maintenance
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5 Link Management

This section shows you the setup of link management.

Connection Manager->Status

J Type - Displays the connection interface

. Status - Displays the connection status of this interface.
. IP Address - Displays the IP Address of this interface.
. Netmask - Displays the subnet mask of this interface.

. Gateway - Displays the gateway of this interface. This is used for routing packets to remote
networks.

5.1 Connection Manager

Status Connection

General Settings

Priority Enable Connection Type Description @
1 true WWANI F®
2 true WAN F®

®

Click to add a new priority interface.

#
Click D to edit current interface settings.

Click to delete current interface

Connection Manager->Connection

Priority - Displays the priority list of default routing selection.
. Enable - Displays the connection enable status.
. Connection Type - Displays the name of this interface.
. Description - Displays the description of this connection.

Connection Settings

General Settings
Priority =
Enable L4

Connection Type  [WwAN1 -]

Description | |

ICMP Detection Settings

Enable

Primary Server | 3388 |
Secondary Server | 114 114 114 114 |
Interval  [300 | @
Retry Interval | 5 | @
Timeout |3 | @
Retry Times | 3 | @

m Eloss
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Connection Settings

Priority
Displays current index on the priority list.

Connection Type
Select the available interface as outbound link.
NOTE: specify SIMI carrier link as WWANT1, SIM2 carrier link as WWAN2.

ICMP Detection Settings->Enable
Check this box to detect link connection status based on pings to a specified IP address.

Primary Server
Enter the primary IP address to send the pings to, to detect the link state. Recommend entering the

Secondary Server

IP address of known external reachable server or network (e.g. 8.8.8.8 (Google)).

Enter the secondary IP address to send the pings to, if the primary server ping fails, the 6944 will
try to ping the secondary server.

Interval

The duration of each ICMP detection in seconds.

Retry Interval

The interval in seconds between each ping if no packets have been received.

Timeout

Enter timeout for received ping reply to determine the ICMP detection failure.

Retry Times

Specify the retry times for ICMP detection.

5.2

5.2.1.
The 6944 Routers main function is connecting to Internet using its cellular modems.

Cellular

Cellular Configuration

Status Cellular

Operator Netwok Type IMEL st
vodafone \TE

TXByjtes  RXBytes
460015956236598 2992 2748

Index  Modem Registration csQ

EC25 Registerad 31(-51dBm) 861107038049871
Index 1
Modem  EC25
Registration  Registare
sq
Operator
Netwok Type LTE

IMEI  861107038049671
PLMNID 46001
Local Area Code 2508
Cell 1D 6016C0Z
IMSI  460015956236598
TX Bytes 2992
RX Bytes 2748

EC25EFARDGAIMAG

Modem Firmware
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Cellular->Status

e Modem - Displays the module of the modem used by this WWAN interface.

e Registration - Displays the registration status of SIM card.

e CSQ - Displays the signal strength of the carrier network.

e Operator - Displays the wireless network provider.

¢ Network Type - Displays the RF technology currently active. Example: LTE, UMTS, or CDMA.

e IMEI - International Mobile Electronic Identifier. Depending on the carrier and technology used, this
may be required for the carrier when activating the data contract. In some cases this will be blank.

e PLMN ID - Displays the current PLMN ID, including MCC, MNC, LAC and Cell ID.
¢ Local Area Code - Displays the location area code of the SIM card.
e Cell ID - Displays the Cell ID of the SIM card location.

e IMSI - International Mobile Subscriber Identity, as read from the SIM. This is the user’s network
subscription.

e TX Bytes - Displays the total bytes transmitted since the time the unit was connected. The 6944 router
would record this data with same SIM card, reboot would not erase this data.

¢ RX Bytes - Displays the total bytes received since the time the unit was connected. The 6944 router
would record this data with same SIM card, reboot would not erase this data.

¢  Modem Firmware - Displays firmware version of the module used by the WWAN interface.

Status Cellular

Index  SIMCard  Auto APN
1 SIM1 true &4
2 SIMz true Ed

Cellular

. SIM Card - Displays the SIM card support on this unit.
° Auto APN - Displays the Enable status of auto APN function.

SIM Card Settings

. SIM Card - Displays the current SIM card settings
. Auto APN - Check this box enable auto checking the Access Point Name provided by the

carrier.
. Dial Number - Enter the dial number of the carrier.
) Authentication Type - Authentication method used by the carrier. Possible selections are

Auto, PAP, CHAP.
. PIN Cod - Enter a 4-8 characters PIN code to unlock the SIM.

) Monthly Data Limitation - Enter the data total amount for SIM card, SIM card switchover
when data reach limitation.
) Override Primary DNS - Enter the primary DNS server will override the automatically

obtained DNS.

° Network Type - Select the mode of operation of the cell module (Auto, 4G Firstly, 4G
Only, etc.).

o Use All Bands - Check this box to enable all bands selection or choose specified bands.
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SIM Card Settings
Modem General Settings
Index 1

SIM Card  [sIML ]
Auto APN ¢
Dial Number |*99#

|
Authentication Type | Auto v |
PIN Code | |
|
|

Monthly Data Limitation |O

Monthly Billing Day |1

Data Roaming ¢
Override Primary DNS | |
Override Secondary DNS | |

Modem Network Settings

Network Type Auto v
Use All Bands ¢

5.2.2. Cellular Configuration Example
Topology for the cellular connection test

k\v

e Specify WWANL as primary link and the 6944 access cellular network via SIM card(wwan1l).
e ETHO works as a LAN interface and enable DHCP server, allocate IP to the end PC

6944 Cellular Configuration
Step 1: Go to Link Management>Cellular>Cellular, Click the Edit button of SIM1

Overview Status Cellular

Unk Management Modem General Settings

Corvecton Marager Index  SMCad  Asto AN

. llee 1 @y e
. 5

o0 true

Step 2: Setup the APN, Username and Password of the SIM card, please also setup the PIN if the SIM
work with the PIN code. And left the other parameters as default.
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Index [t ]
SIMCard  [sIM |
Auto APN

APN  [internet ]

Username lVod.ﬂono J

Password

Authentication Type Auto v

PIN Code

3)
&

e
&

Monthly Data Limitation

'O

J
l
] ®
J
J

Override Primary DNS

(

(
Monthly Bliling Day  [1

(
Override Secondary DNS [

Modem Network Settings

Network Type Auto v

e Eem

Use All Bands v

Step 3: Click Save>Apply.
Step 4: Go to Link Management>Connection Manager>Connection, Click the Edit button of
WWANI.

Status  Cellular

Index  SMCad Ao AN

o0 true ¢
Step 5: Setup the parameters of WWANT1 as below:

Connection Settings

Connection Information
Priority 1

Enable Ld

Connection Type  |WWAN1 ] @

Description I I

ICMP Detection Settings

Enable v

Primary Server |8.8.8.8

Secondary Server | 114.114.114.114

|

|
Interval | 300 | @
Retry Interval | 5 | @
Timeout | 3 | @
Retry Times (3 | @

Step 6: Click Save>Apply.

6944 Testing the Cellular Connection

Step 1: Go to Overview>Overview>Active Link Information, the router had been got the IP
information for ISP.

Active Link Information

Link Type  WWAN1

IP Address 10.164.172.139
Netmask 255.255.255.248
Gateway 10.164.172.140
Primary DNS Server 120.80.80.80
Secondary DNS Server  221.5.88.88

Step 2: Go to Link Management>Cellular>Status, to check the registration information.
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5.3. Configuring Ethernet Ports
5.3.1. Ethernet port status

Status Port Assignment WAN LAN VLAN
Ethernet Port Information
Index Name Status
1 ETHO Up
ETH1 Up
3 ETH2 Up
4 ETH3 Up
Index Name MAC Address
1 wan
2 lan0 A8:3F:AL:E0:A2:FA
Index MAC Address IP Address Lease Expires Hostname
1 30:59:b7:16:3b:66 192.168.111.40 2019-06-05 16:01:58 KEN-COMPUTER

Ethernet->Status

¢  Ethernet Port Information - Displays the port physical connected states.

¢ Interface Information - Displays the name and MAC address of Ethernet interface.
e DHCP Lease Table

Ethernet->Port Assignment

e Port - Displays the port states and numbers of this unit

e Interface - Displays the port states of belong subnet

Port Settings

General Settings

Index |1 |

Port | Eth0 .

Interface | WAN

Ethernet->Port Settings

e  Port - Indicates the current configuration of the port.

e Interface - Select this option to configure the port

Status Port Assignment WAN LAN VLAN

General Settings

Connection Type DHCP v

Advanced Settings

NAT Enable ¢

MTU  [1500 |
Override Primary DNS | |
Override Secandary DNS I |
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5.3.2. Configuring an Ethernet LAN port

Interface - Select the configurate LAN port of this subnet.
IP Address - Enter LAN IP address for this interface.
Netmask - Enter subnet mask for this subnet.

MTU
Maximum Transmission Unit, maximum packet size allowed to be transmitted. Should be
left as default value of 1500 in most cases.

Enable - Check this box to enable DHCP feature on current LAN port.
Mode - Select the DHCP working mode from “Server” or “Relay”.

Relay Server - Enter the IP address of DHCP relay server.

IP Pool Start
External LAN devices connected to this unit will be assigned IP address in this range when
DHCP is enabled. This is the beginning of the pool of IP addresses.

IP Pool End - This is the end of the pool of IP addresses.

Netmask
Subnet mask of the IP address obtained by DHCP clients from DHCP server.

Lease Time
The lease time of the IP address obtained by DHCP clients from DHCP server.

Gateway
The gateway address obtained by DHCP clients from DHCP server.

Primary DNS
Primary DNS server address obtained by DHCP clients from DHCP server.

Secondary DNS
Secondary DNS server address obtained by DHCP clients from DHCP server.

WINS Server
Windows Internet Naming Service obtained by DHCP clients from DHCP server.

5.3.3. Configuring and Ethernet WAN Port
The 6944 also supports WAN connections for example set to Static IP and PPPoE mode.

Ethernet->WAN

Connection Type - If you select DHCP Client, external DHCP server will assign an IP
address to this unit.

NAT Enable - Enable or Disable NAT (Network Address Translation).

MTU - Maximum Transmission Unit, maximum packet size allowed to be transmitted.
Should be left as default value of 1500 in most cases.

Override Primary DNS - Enter the primary DNS server will override the automatically
obtained DNS.

Override Secondary DNS - Enter the secondary DNS server will override the
automatically obtained DNS.
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Status Port Assignment WAN LAN VLAN
Connection Type  |Static IP v
IP Address | |
Netmask | |
Gateway | |
Primary DNS | |
I I

Secondary DNS

Status Port Assignment WAN LAN VLAN
General Settings
Connection Type PPPoE v
Authentication Type IAuto v }

Username | 1

Password | ]

Ethernet->WAN->Static |IP or PPPoE

e TP Address - Static address for this interface. It must be on the same subnet as the gateway.
¢ Netmask - Will be assigned by the gateway.

e Gateway - IP address of the Gateway (DHCP Host). If not known this can be left as all
Zeros.

e Primary DNS - IP address of the primary DNS server.
e Secondary DNS - IP address of the secondary DNS server.

e Authentication Type - Authentication method used by the carrier. Possible selections are
Auto, PAP, CHAP.

e Username - Username to provide when connecting.

e Password - Password to provide when connecting.

Status Port Assignment WAN LAN VLAN

General Settings

Index Interface IP Address Netmask @
1 LANO 192.168.5.1 255.255.255.0 ™ ®

Multiple IP Settings
Index Interface IP Address Netmask

H

Ethernet->LAN

e Interface - Displays current name of LAN subnet.

e IP Address - Displays LAN IP address of this subnet.
e  Netmask - Displays subnet mask for this subnet.
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LAN Settings

General Settings

Index | 1 |

Interface | LAND v |

IP Address |192.1sa.5_1 |

Netmask | 255255 2550 |

MTU  [1500 |
Enable ¢
Mode | Server v |

1P Pool Start |192.168.5.2

IP Pool End |192.163.5.200

Netmask | 255255 2550

Lease Time | 120

Primary DNS |
Secondary DNS |
|

|
|
|
|
Gateway | |
|
|
WINS Server |

DHCP Settings
Enable |#

Mode | Relay v |

Relay Server | |

5.34. ANO021 - Configuring PPPoE
Configuration Topology

Ethl EthO

LAN:192.168.5.0/24

o Set EthO on the 6944 as a WAN Port and connect to the internet using PPPoE

e ETHI1 works as a LAN Interface, enable the 6944 DHCP Server, and connect your PC allowing
the 6944 to give it an IP Address.
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Configuration Steps

Ethernet Configuration
Step 1. Go to Link Management>Ethernet>Port Assignment, Click the Eth 0 Edit button.

munications

Overview

Link Management

Step 3: Click Save>Apply.
Step 4: Go to Industrial Interface>Ethernet>Status>WAN, specify the Connection Type as
“PPPoE”, enter “username” and “password” provided by ISP. Setting like below:

Port Assignment WAN LAN

General Settings

Connection Type

PpPot "]
Authentication Type _
Username

NAT Enable ¥

Note: “Connection Type” also support “DHCP” and “Static IP”, please configure accordingly. Here
take “PPPoE” as an example.

Step 5: Click Save>Apply.

Primary Link configuration
Step 1. Go to Link Management>Connection Manager>Connection, delete the WWAN1 and
WWAN?2 then click “Save>Apply”. After that please add the “WAN” link follow below picture:
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Step 2: Configure the WAN parameters as shown below:

Priority [1—]
Enable L4
Connection Type  [WAN ] @

Description | |

ICMP Detection Settings

Enable L4

Primary Server |8‘8.8,8

|

Secondary Server |114.114.114A114 |
Interval | 300 | @
Retry Interval | 5 | @
Timeout | 3 | @
Retry Times [3 | @

| save [N  Close |
Testing
Step 1. Go to Overview>Overview>Active Link Information, to display the WAN (PPPOE) status
as shown below:

Active Link Information

Link Type ~ WAN
IP Address  10.8.151.39
Netmask  255.255.255.255
Gateway  10.8.128.1
Primary DNS Server  116.116.116.116
Secondary DNS Server ~ 221.5.88.88

Step 2. Make sure the Router can ping Google “8.8.8.8” successfully.

Overview ‘ Ping Traceroute
Unk Management | Ping Settings |

Industrial Interface Host Address _ |8.8.8.8

Network Pog Caun
Applications local IPAddress [ |

VPN PING 8.8.8.8 (8.8.8.8): 56 data bytes

i 64 bytes from 8.8.8.8: seq=0 ttI=39 time=21.422 ms

Maintenance 64 bytes from 8.8.8.8: seq=1 ttl=39 time=21.083 ms
Upgrade 64 bytes from 8.8.8.8: seq=3 ttI=39 time=20.962 ms

64 bytes from 8.8.8.8: seq=4 ttI=39 time=21.033 ms

System

Config

--- 8.8.8.8 ping statistics ---
» Debug Tools S packets transmitted, 4 packets received, 20% packet loss
round-trip min/avg/max = 20.962/21.125/21.422 ms

Step 3. Test successful.

. Mul e IP Settings
General Settings

Index [1 |
Interface ‘ LAND v |
IP Address ‘ |
Metmask ‘ |

Close

Ethernet->LAN->Multiple IP Settings

e Interface - Select the configurate LAN port of this subnet.
e [P Address - Enter multiple IP address for this interface.
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54 VLAN Trunk Settings

Trunk Settings
VLAN Trunk Settings
Index |1

Interface | LANO v |
viD |10 |

IP Address | |
Netmask | |

Ethernet->VLAN->VLAN Trunk Settings

e Interface - Select the LAN port for VLAN trunk.

e VID - Specify the VLAN ID for VLAN trunk.

e IP Address - Enter IP address for this VLAN trunk.
e Netmask - Enter subnet mask for this VLAN trunk.

o

HTTP FILE SERVER WAN:113.65.208.66  Base Station [
LAN:192.168.5.2/24  LAN:192.168.5.1/24 Host

55 Port Forwarding
Testing Topology

e The Case Communications 6944 works with a fixed public IP address.
e A remote host works with a PC, which can communicate with the Internet and reach the 6944
e The remote host access HTTP FILE SERVER behind 6944 via Port Mapping.

HTTP File Server Configuration
Step 1. Set up an IP address on a PC connected to the 6944 and make sure it can ping the 6944
successfully.

= Tthermet Network Connection Details ><
[~] ‘-—'.-- Network 110
T e T TS (et Network Connection Details:
Property Value
.:_ Wi-Fi Connection-specific DNS
—.:—(m Not connected Description Realtek USB GbE Family Controller
~ Marvell AVASTAR Wirel... Physical Address 00-E0-4C-68-0B-0B

DHCP Enabled Yes
1IPva4 Address 192 16852
1Pva4 Subnet Mask 255.255 2550
Lease Obtained Saturday, September 15, 2018 11:10:10 A
Lease Expires Saturday, September 15, 2018 1:10:11 PN
1Pv4 Defaull Gateway 19216851
IPv4 DHCP Server 192.168 5.1
IPv4 DNS Server 192168 5.1
IPv4 WINS Server
NetBIOS over Tepip Enab Yes
Link-local IPv6 Address fe80.:7927:12f6.fbc9.976e% 10
IPv6 Default Gateway
IPv6 DNS Server
< >
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Step 2. Enable HTTP FILE SERVER on the PC.

#2 HFS ~ HTTP File Server 2.3m Build 300 — ] x

& Menu '? Port: 8080 | @3 You are in Easy mode

@ Open in browser [http://192.168.5.2:8080/ | Copy to clipboard
Virtual File System Log

37
+-|.J Port Mapping Test

i IP address 1 File Status Speed Time.. P..

Out: 0.0 KB/s In: 0.0 KB/s

Port Mapping Configuration
Stepl: Go to Network>Firewall>Port Mapping, and configure as shown below

Port Mapping Settings

Port Mapping rule Settings

Local Address 192 ] 2
Local Port 8080

Testing
Stepl: Access the HTTP FILE SERVER from remote host with: http:// 113.65.208.66:8080

#2 HFS/ x

& C 0| 113.65.208.66:8080
_b User

Port Mappmg Test | folder | 9/15/2018 10:33:27 AM

™ Folder

* Home

1 folders, O files, 0 Bytes

¥ search

Step 2: Test successful
Note: Please turn off the Firewall on the PC behind 6944
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5.6 RADIUS Authentication (IEEE 802.1x)
RADIUS - IEEE 802.1x

The 6944 can be configured to allow external authentication of management access using an external
RADIUS server. This document will only cover configuration of the 6944, please see the
documentation of the RADIUS server for configuration details of the server.

RADIUS (Remote Authentication Dial-In User Service)is a networking protocol that provides
centralized authentication, authorization, and accounting (AAA) management for users who connect
and use a network service. RADIUS is now a part of the IEEE 802 and IETF standards.

RADIUS is a client/server protocol that runs in the application layer and can use either TCP or UDP.
The 6944 uses UDP for authentication requests to a RADIUS server.

RADIUS uses two types of packets to manage the full AAA process: Access-Request, which manages
authentication and authorization; and Accounting-Request, which manages accounting. Authentication
and authorization are defined in RFC 2865 while accounting is described by RFC 2866.

5.6.1 How RADIUS Works on the 6944

The 6944 acts as a facilitator for RADIUS authentication. Equipment connected to the Ethernet ports
of the 6944 must be authenticated by the external RADIUS server before access to the 6944 network
and WAN.

The equipment that is to be connected to the 6944 must be capable of being configured to request
802.1X/RADIUS authentication, without this the equipment will never be allowed access to the
6944’s network or WAN.

The 6944 is configured with the RADIUS Server details. When equipment is connected to the 6944,
they begin their authentication sequence. The 6944 receives this and sends the RADIUS credentials
from the equipment to the RADIUS server. The RADIUS server will either authenticate the
equipment or reject it. The 6944 receives the reply from the RADIUS server, if the credentials are
authenticated then the equipment is allowed access to the 6944’s LAN and WAN. If the credentials are
rejected, then the 6944 will block access to it’s LAN and WAN by the equipment.

Note: On the 6944 EthO is currently excluded from RADIUS authentication as it is often used as an
ethernet WAN to an external device like DSL router. This means that if EthO is not configured as a
WAN port then any equipment connected will gain access to the 6944’s LAN and Wireless WAN
without authentication.

5.6.2 RADIUS Configuration

Go to Link Management>Ethernet>LAN, to view the LAN General Settings. Select the required

F
LAN interface and click the [:I icon to edit the interface. Under IEEE 802.1X Authenticator
Settings select Enable with a tick to expand all RADIUS settings.
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IEEE 802.1X Authenticator Settings

Enable

Reauthentication Period |35Uﬂ

=
| @

Use PAE Group Address O

Authentication Server Settings

Radius Server Address

Radius Server Port | 1812 |

Radius Secret | |

Enable Verbose Log O]

IEEE 802.1X Authenticator Settings

e Enable
Enables or disables the RADIUS server settings

¢ Reauthentication Period
Number of seconds to pass before equipment has to reauthenticate with the RADIUS server.
Value 0 — 86400 and 0 disables reauthentication.

e Use PAE Group Address
Port Access Entity (PAE) group address. This MAC address is set within 802.1X as
0180.¢200.0003. When enabled the 6944 will use this MAC address as its own in
communications with the RADIUS server.

Authentication Server Settings

e RADIUS Server Address
IP address of the RADIUS server

e RADIUS Server Port
UDP port that the RADIUS Server uses for authentication, default value is 1812

e RADIUS Secret
Private/Client Shared Key. This is the alphanumeric string shared with the RADIUS Server and
6944.

e Enable Verbose Log
When enabled the RADIUS application on the 6944 will provide more detailed logs in the 6944’s
Syslog, including authentication logs. When disabled only a general status of the RADIUS
application will be shown.
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6 Wi-Fi
6.1 Wi-Fi Access Point

The 6944 Router can only be set to function as either a Wi-Fi Client or a Wi-Fi Access Point, but not
both simultaneously. Select Wi-Fi (Access Point) from the main, menu and Wi-Fi (the default setting
is the Access Point page) which contains the configuration for the Wi-Fi Access Point interface.

You can review the 6944 Wi-Fi connection status as shown below.

Status Basic WiFi AP
Status
SSID
MAC Address

Current Channel

WiFi Status

»

cady
6944 WAN

a8:3f:a1:e0:ab:81

Running Mode
Country Code

Wi-Fi->Basic

Channel Width 40 MHz
TX Power  20.00 dBm
Associated Station
Index MAC Address Signal Station Name
1 30:59:b7:16:3b:66 -55 dBm KEN-COMPUTER
2 98:10:€8:67:dd:35 54 dBm iPhone
Status Basic WiFi AP

Basic Settings

| ap v|

| UK

¢ Running Mode - Select the Wi-Fi configuration mode either AP or Client.

¢ Country Code - Enter the country where the AP is located.

5.7Configuring the Wi-Fi Access Point
Follow the Wi-Fi Access Point settings using the menu page shown below

Status Basic WiFi AP
" .
Enable
SSID
Enable Broadcast SSID
Security Mode
WPA Type
Encryption Type

Password

Channel

Wireless Mode

Channel Width

Beacon TX Rate HT MCS Index
TX Power

Beacon Interval

DTIM Period

Max Client Support

Enable Short GI

Enable AP Isolate

WiFi AP Settings

Advanced Settings

04
. o
e o
rd
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Wi-Fi->Wi-Fi AP

Enable - Select this box to enable the Wireless interface.

SSID
The SSID is the name of the wireless local network. Devices connecting to the 6944 router WiFi
access will identify the Access Point by this SSID.

Enable Broadcast SSID
‘When the checkbox is not checked, SSID broadcast is disabled, other wireless devices cannot find
the SSID, and users have to enter the SSID manually to access to the wireless network.

Security Mode - Select security mode from “None”, “WEP” or “WPA PSK”.
WPA Type - Select WPA Type from “Auto”,“WPA” and “WPA2”.

Encryption Type
Select the encryption method. Options are “Auto”, “TKIP”, or “CCMP”. Because these options
depend on the authentication method selected, some options will not be available.

Password - Enter the pre-shared key of WEP/WPA encryption.

Channel

Select the Wi-Fi channel the module will transmit on. If there are other Wi-Fi devices in the area
the 6944 router should be set to a different channel than the other access points. Channels available
for selection depend on the selected Band.

Wireless Mode
Select the Wi-Fi 802.11 mode: B, G, or N. Available selections depend on the selected Band.

Channel Width
Select the width of the Wi-Fi channel. 20 MHz will limit the channel to 20 MHz wide; 20/40 MHz
will enable the use of a 40 MHz wide channel when available.

Beacon TX Rate HT MCS Index

Modulation and Coding Scheme, The MCS modulation coding table is a representation proposed
by 802.11n to characterize the communication rate of the WLAN. The MCS takes the factors
affecting the communication rate as the columns of the table and uses the MCS index as a row to
form a rate table.

TX power
Select the transmission power for the AP from “High”, “Medium” and “Low”.

Beacon Interval
Enter the interval of time in which the router AP broadcasts a beacon which is used for wireless
network authentication.

DTIM Period
Enter the delivery traffic indication message period and the router AP will multicast the data
according to this period.

Max Client Support
Enter the maximum number of clients to access when the router is configured as AP.

Enable Short GI
Check this box to enable Short GI (guard interval), Short Gl is a blank time between two symbols,
providing a long buffer time for signal delay.

Enable AP Isolate
Check this box to enable AP isolate, the route will isolate all connected wireless devices.
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5.8Configuring the Wi-Fi Access Point
The 6944 Wi-Fi Client settings are configured using the menu options

Status Basic WiFi Client
Enable ¥
Connect to Hidden SSID
ssip | |

Password | |

IP Address Settings
Connection Type  |DHCP v

Wi-Fi->Wi-Fi Client

¢ Enable - Checking this box will enable the Wireless interface.

¢  Connect to Hidden SSID - Check this box will enable a connection toa hidden SSID.

e SSID - The SSID of the external access point.

e Password - Enter the password of the external access point.

¢ Connection Type - Select from DHCP Client or Static IP address.

e P Address - Static address for this interface. It must be on the same subnet as the gateway.
¢ Netmask - Will be assigned by the gateway.

e Gateway - IP address of the Gateway.

e  Primary DNS - Enter the primary DNS server to override the automatically obtained DNS.

¢ Secondary DNS - Enter the secondary DNS server to override the DNS being assigned
automatically.

5.9Wireless Access Configuration Example

Testing Topology

Ethernet
LAN
Port
\ @
Wireless
DHCP |Pool \69“ < Access Pomt
192,168 5.2 192.168.5.1
To

192.168.5.200
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Configuring Wi-Fi

Step 1: Click on Link Management >Wi-Fi > Basic

Status Basic WiFi Client

WiFi Client Settings
Enable ¥

Connect to Hidden SSID

Connection Type
IP Address |:]
Gateway [ ]
pimayoNs [ ]

Secondary DNS :}

IP Address Settings

Overview Status Basic WiFi Client

Link Management

Connection Manager Running Mode | Client v|

Cellular

Ethemet
» WiFi

Country Code | UK |

Step 2: Select Running Mode as Client and set the correct Country code.
Step 3: Click on Save and then Apply.
Step 4: Click on Wi-Fi Client

Overview Status Basic WiFi Client

Link Management WiFi Client Settings

Connection Manager Enable
Cellular

Ethemnet
» WiFi SSID | Case_Guest_Engineering |

Connect to Hidden ssID [

Industrial Interface Password

IP Address Settings
Connection Type DHCP h

Step 5: Click ‘Enable’ and if required click ‘Connect to Hidden SSID’ if the router or access point
hides the SSID.

Step 6: Enter the SSID name and Password

Select the required Connection Type, Probably DHCP or a Static IP Address can be used, but only if a
known, free IP address is available on the router or access point.

Step 7: Click on Save and then Apply.

Step 8: Click on Status and after a little time the 6944 should connect.

Network

Applications

Overview Status Basic WiFi Client
Link Management WiFi Status
Connection Manager Status Connected

Cellular . .
ESSID Case_Guest_Engineering

Ethernet
» WhFi Current Channel &

Industrial Interface Signal  -56 dBm

TX Power 20 dBm
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Configuring the Ethernet Ports

If the LAN Address needs to be different t the default of 192.168.5.1 use the following configuration.
Please note that the 6944 LAN ports must be in a different IP range than the 3 party Wireless router
or access point.

Step 1: Click Link Management — Ethernet — LAN - Click to edit LANO

LAM Settings

General Settings

Index Il.—l
Interface |L.-'-'ANIJ v|
1P Address  [192.168.5.1 |
Metmask |255.255.255.0 |
MTU  [1s00 |

Enable
Mode  |Server ~

1P Pool Start [ 132.188.5.2

IP Pool End | 192.168.5.200

Metmask |255.255.255.0

Lease Time

Gateway |

Primary DNS

|
|
|
[120 |
|
|
|
|

I
Secondary DNS |
I

WIMNS Server

Step 2: Edit the LAN settings as required.

Step 3: Click Save and then Apply.

Please note that if the LAN is changed then you may need to reconnect.
Configuring the WAN Ports

Step 1: Click Link Management — Connection Manager — Connection
Step 2: Click to edit the Priority 1 entry.

D connection Settings

{omertsorings
Priority 1
Enable

[wan v

Connection Type

Industrial Interface

Description | WLAN

NAT Enable
ICMP Detection Settings
Enable

Primary Server

VPN

Maintenance [s8.8.8

Secondary Server | 114.114.114.114

.

=)

Retry Intarval | 5

9

Timeout | 3

)

|

|
Interval |300 | 2

|

|

|

Retry Times | 3

Step 3: Set Connection Type to WLAN (Wi-Fi LAN)
Step 4: Give it a description.

Step 5: Edit the ICMP Detection Settings as required.
Step 6: Click on Save and then Apply.
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General Settings
Step 1: Either click to delete the Priority 2 entry or edit it to Disable.

Overview Status Connection
Link Management General Settings
» Comnection Manager Priority Enable Connection Type Description
Cellular 1 true VWILAN WLAN
Ethernet
) 2 false WIWANZ
Wik
Checking WAN Status
Click Status to view the WAN status.
werview Status Connection
Link Management Connection Information
» Comnection Manager Index Type Status 1P Address Netmask Gateway
Cellular 1 WLAN Connected 192.168.2.13 255,255.255.0 192.168.2.1

Ethemet

As can be seen from above the 6944 Wireless LAN has connected to the external Wi-Fi router.
Testing Wi-Fi

Connect a PC to one of the 6944’s Ethernet ports. Ensure that the PC is either a DHCP client or has
been configured with a static IP address that is in the IP range of the 6944’s LAN.

Open a command prompt and type ping 8.8.8.8 (Google)

Command Prompt

C:\>ping 8.8.8.8

Pinging 8.8.8.8. with 32 bytes of data

Reply from 8.8.8.8: bytes=32 time-16ms TTL=120
Reply from 8.8.8.8: bytes=32 time-16ms TTL=120
Reply from 8.8.8.8: bytes=32 time-16ms TTL=120

Ping statistics for 8.8.8.8:

Packets: sent = 4, Received = 4, Lost=0 (0% loss)
Approximate round trip times in milli seconds
Minimum = 16ms, Maximum = 16ms, Average = 16ms

As can be seen a ping to one of Google’s DNS servers is working.
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7 Configuring Resilient Links

7.1 ANO0O01 Dual SIM Configuration

Testing Topology

The 6944 Router has the ability to use one of two Cellular Connections, its Ethernet WAN or its Wi-Fi
as possible routes out of the 6944, this part of the manual explains how to configure two SIMs for
resilience.

Dual SIM

"m ((.

P

Base Station

e Two SIMs cards are inserted into Case Communications 6944 router, SIM1 as the main SIM
and SIM2 as the backup SIM.

e [f SIMI fails to connect to Internet, then Case Communications 6944 will switch to SIM2 to
provide continual network connection.

Internet Configuration
Step 1: Insert your SIM card to allow the 6944 to gain internet access.
Check the active link information

Active Link Information

Link Type ~ WWAN1
IP Address  10.148.30.147
Netmask  255.255.255.248
Gateway  10.148.30.148

Dual SIMs Strategy Configuration
Step 1: Go to Link Management>Connection Manager>Connection, Click the Edit button of
WWAN1 and WWANZ2.

Step 2: Specify WWANT1 as Priorityl, which means that the WWANI1 is primary link. Enable ICMP
detection. Click Save
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Connection Settings

General Settings

Priority 1
Enable ¢
Connection Type |WWAN1 v |
Description | |

Enable
Primary Server |8.8.8.8 |

Secondary Server | 114.114.114.114

Interval 300

Retry Interval | 5

Timeout | 3

Retry Times | 3

Close

Step 3: Specify WWAN?2 with a link Priority2, which means that the WWAN?2 is the backup link.
Enable ICMP detection. Click Save.

Connection Settings

General Settings
Priority 2
Enable &

Connection Type WWAN2

Description
ICMP Detection Settings
Enable

:

Primary Server 8.8.8.8

Secondary Server | 114.114.114.114

Interval {300

Retry Interval

Timeout

H@@@@

Retry Times

Close

Step 4: Click Save>Apply.

Testing
Checking the Internet Connection Status

Go to Overview>Overview>Active Link Information, the current Link should be WWAN1.

Active Link Information

Link Type ~ WWAN1
IP Address  10.148.30.147
Netmask  255.255.255.248
Gateway  10.148.30.148

Go to Link Management>Connection Manager>Status, only show the information of WWANL1.

Overview Status Connection

> C tion Manager Inchen Type Status 1P Address Y
b WAWANI Connectod 10.148.30.147 255.255.255.248 10.148._30.148 l

Ethernet
2 WAWAN2 Disconnected

Industrial Interface
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Test Results
When WWANI fails to connect to the Internet (detected by an ICMP ping fail), WWAN2 will be active
and connect to the Internet. Check the Internet status after switching the SIM card.

Active Link Information

Link Type ~ WWAN2
IP Address  10.148.236.23

Netmask  255.255.255.240
Gateway  10.148.236.24

Overview Status Connection

Link Management Connection Information

» Connection Manager Index Type Status IP Address Notmask Gateway
e 1 WWANI  Disconnected
Ethernet
12 WWAN2 Connected 10.148.236.23 255.255.255.240 10.148.2%6.24 |
Checking the 6944 Syslog
Syslog shows the SIM card switch process, only the information relevant above configuration will be
explain below:

Jun 12 08:00:27 casecomms daemon.err udhcpc[1575]: lease of 10.44.201.229 obtained, lease
time 7200

Jun 12 08:00:27 casecomms user.debug udhcpc: dhcpe get configuration of wwanl

Jun 12 08:00:27 casecomms user.debug connection_manager[1115]: connection of wwanl is
connected

Jun 12 08:00:27 casecomms user.debug connection_manager[1115]: setup active link wwanl

Jun 12 08:00:27 casecomms user.debug connection_manager[1115]: start ICMP
detecting(wwan1->8.8.8.8/114.114.114.114)

Jul 29 11:18:40 casecomms user.debug modem[1185]: +CGREG: 2,1,"2508","6016C02",7

Jul 29 11:18:40 casecomms user.debug modem[1185]: OK

Jul 29 11:18:40 casecomms user.debug connection_manager[1115]: WWAN1 ICMP detecting failed (1/3)
Jul 29 11:18:43 casecomms user.debug connection_manager[1115]: timer proc status = 2

Jul 29 11:18:43 casecomms user.debug connection_manager[1115]: start ICMP
detecting(wwan1->8.8.8.8/114.114.114.114)

Jul 29 11:18:49 casecomms user.debug connection_manager[1115]: connection_manager
proc_icmp_detection

Jul 29 11:18:49 casecomms user.debug connection_manager[1115]: WWAN1 ICMP detecting failed (2/3)
Jul 29 11:18:50 casecomms user.debug modem[1185]: OK

Jul 29 11:18:52 casecomms user.debug connection_manager[1115]: start ICMP
detecting(wwanl1->8.8.8.8/114.114.114.114)

Jul 29 11:18:55 casecomms user daemon.info urandom_seed[1338]: Seed saved (/etc/urandom.seed)
Jul 29 11:18:58 casecomms user.debug connection_manager[1115]: WWAN1 ICMP detecting failed (3/3)
Jul 29 11:18:59 casecomms user.debug modem([1185]: link wwan1l disconnected

Jul 29 11:18:59 casecomms user daemon.err udhcpc[1593]: entering released state

Jul 29 11:18:59 casecomms user.debug connection_manager[1115]: SIM switch from SIM1 to
SIM2, reload modem with SIM?2

Jul 29 11:18:59 casecomms user.debug connection_manager[1115]: 1l wwan2

modem[1185]: modemd exit

Jul 29 11:19:09 casecomms user.debug modem[2360]: modem init with SIM2

Jul 29 11:19:41 casecomms daemon.err udhcpc[3000]: lease of 10.148.236.23 obtained, lease
time 7200
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7.2 Link Back Up WAN to Cellular
This part of the manual explains how to back up an Ethernet WAN Port using the 6944’s Cellular
Links

Testing Topology

Ethernet WAN(Primary)

o Specify Eth0 as Primary WAN interface and cellular (wwanl) as the backup interface.

o [fthe 6944 detects the primary WAN is down, the 6944 will switch to the cellular network to provide
continual network connection.

o The 6944 will keep using the WAN link to ping the ICMP address, if it succeeds in getting a reply
then the 6944 will switch back from the backup link(cellular) to primary link(WAN)

Eth0 Configuration

Step 1: Insert your SIM card to allow the 6944 to gain internet access. Check the active link information
Step 2: Go to Link Management>Ethernet>Port Assignment, click the Edit Button of Eth0.

General Settings

Index 1
Port  [Etho v
|Interface  |waAN v

|
(oo
Step 4: Go to Link Management>Ethernet>WAN, enter the relevant information of the WAN port to
make sure the 6944connects to Internet.

Step 5: Click Save>Apply.
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Cellular Configuration
Step 1: Go to Link Management>Cellular>Cellular, click the Edit button for SIM1

Step 2: Enter the correct APN, Username, Password for SIM, to make sure the 6944connects to the
Internet. Click Save.

SIM Card Settings
Modem General Settings

Index
SIM Card |k\r1 -]
Auto APN [

Username

}H

Password

2l

Authentication Type IAutc
PIN Code

Monthly Data Limitation

CNCRC]

Monthly Bliling Day
Override Primary DNS

HHIHH

Override Secondary DNS

Modem Network Settings

Network Type Auto
Use All Bands L4

Step 3: Click Save>Apply.

Link Backup Strateqy Configuration
Step 1: Go to Link Management>Connection Manager>Connection, delete the WWANL1 and

WWAN?2 interface. Click Save>Apply.

[ratie

Corvecton Type Dew rgten

Prorey
v WWAN)

v WA

N LQ

Step 2: Add the WAN link and configure it as priority 1, enable ICMP detection for link detection.
Click Save.

communications

Overview

Link Management

»Connection Manager
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Connection Settings
I General Settings
‘ Priority 1

Enable ¢
|Connection Type |WAN v|]
Description |
Enable ¢

Primary Server |8.8.8.8

Secondary Server | 114.114.114.114

Interval | 300

Timeout | 3

CECECRS,

|
|
|
Retry Interval | 5 |
|
|

Retry Times | 3

Step 3: Add WWANL link and configure it as priority 2, and enable ICMP detection used for link
detection. Click Save.

Overview

Unk Managoment

Connection Settings

General Settings
Priority 2

Enable ¢
IConnection Type  |WwAN1 |
Description | |

ICMP Detection Settings

Enable ¢
Primary Server |8.8.8.8

Secondary Server |114.114.114.114

Interval | 300

Timeout |3

|
|
|
Retry Interval | 5 |
|
|

Retry Times | 3

Q)

@

@

@
Step 4: Click Save>Apply.

Testing
e Currently both the WAN and Cellular connections are online, the 6944 will connect to the

Internet using primary link(WAN).

o If the 6944 detects the primary link (WAN) is down, then it will switch to the backup
link(wwanl) for the Internet connection.

e If the Primary link (WAN) comes up again, then 6944 will switch back from backup link
(WWAN1) to its primary WAN Link
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Internet Status

Step 1: Go to Overview>Overview>Active Link Information, the 6944 is using the primary

link(WAN) for Internet access.

Active Link Information

Link Type
IP Address
Netmask

Gateway

WAN
192.168.111.111
255.255.255.0
192.168.111.1

Step 2: Remove the Ethernet Cable from the WAN port, to make the primary link go down. The 6944
will switch to WWANL to establish communications with Internet.

Step 3: Go to Overview>Overview>Active Link Information to check again, the 6944 is now using

the backup link for Internet access.

Active Link Information

Link Type ~ WWAN1
IP Address  10.162.9.151
Netmask  255.255.255.240
Gateway  10.162.9.152

Step 4: Insert the 6944 Ethernet Cable, and the 6944 will switch from the backup link to primary link.
Step 5: Go to Overview>Overview>Active Link Information to check the status, the 6944 is now

using the primary link to gain Internet access.

Active Link Information

Link Type ~ WAN
IP Address  192.168.111.111
Netmask  255.255.255.0
Gateway  192.168.111.1

Checking the 6944 Syslog
Syslog shows the switch process of link, please check below:

Jun 12 08:00:04 casecomms syslog.info syslogd started: BusyBox v1.25.1

Jun 12 08:00:07 casecomms user.debug connection_manager[1148]: setup active link wan

Jun 12 08:00:07 casecomms user.debug connection_manager[1148]: start ICMP detecting(wan-
>8.8.8.8/114.114.114.114)

Jun 12 08:00:08 casecomms user.debug connection_manager[1148]: connection_manager proc_icmp_detection

Jun 12 08:00:08 casecomms user.debug connection_manager[1148]: WAN ICMP detecting success

Jun 12 08:00:08 casecomms user.debug connection_manager: connection wan, active link 1, health state 0

Jul 29 16:08:20 casecomms user.debug connection_manager[1148]: start ICMP detecting(wan-
>8.8.8.8/114.114.114.114)

Jul 29 16:08:23 casecomms user.debug connection_manager[1148]: connection_manager proc_icmp_detection
Jul 29 16:08:23 casecomms user.debug connection_manager[1148]: WAN ICMP detecting failed (1/3)

Jul 29 16:08:29 casecomms user.debug connection_manager[1148]: connection_manager proc_icmp_detection

Jul 29 16:08:35 casecomms user.debug connection_manager[1148]: WAN ICMP detecting failed (3/3)
Jul 29 16:08:40 casecomms user.debug connection_manager[1148]: connection_manager proc_icmp_detection

Jul 29 16:08:40 casecomms user.debug connection_manager[1148]: WWAN1 ICMP detecting success

Jul 29 16:08:40 casecomms user.debug connection_manager[1148]: connection wwan1, active link 1,
health state 0

Jul 29 16:08:46 casecomms user.debug connection_manager[1148]: start ICMP detecting(wan

Jul 29 16:08:46 casecomms user.debug connection_manager[1148]: connection_manager proc_icmp_detection
Jul 29 16:08:46 casecomms user.debug connection_manager[1148]: WAN ICMP detecting success
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7.3 ANO003 - 3 Link back up WAN, WWAN1 & WWAN 2
This part of the manual covers the 6944°s triple alternate routes, Ethernet WAN, Wireless WAN 1 and

Wireless WAN 2
Testing Topology

Ethernet WAN(Primary)

EthO Dual SIM

M
..... WWAN2(Backup2) ((lao)

WWAN1(Backupl)

e Specify EthO as the Primary WAN interface and wwanl as the secondary backup interface, and
wwan?2 as third backup interface.

o [fthe 6944 detects the primary WAN is down, it will switch to wwan1 (Wireless WAN 1) to provide
an instant network connection.

o [If the 6944 detects both WAN and wwan1 is down, it will switch to wwan2 to restore the network
connection.

o The 6944 will keep trying an ICMP Ping on the WAN to ping the address, if it succeeds then it will
switch back from backup link (wwanl or wwan2) to primary link (WAN)

Configuring Ethernet 0

Step 1: Insert your SIM card to allow the 6944 to gain internet access. Check the active link information

Step 2: Go to Link Management>Ethernet>Port Assignment, click the Edit Button for Eth0.

Step 3: Specify the interface and set it as WAN, Click Save.

Port Settings

General Settings

Index 1

Port EthO v
|Interface  [waN vl

Step 4: Go to Link Management>Ethernet>WAN, enter the relevant information for the WAN port to
make sure it can connect to the Internet.
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Overview

Unk Management

Cornecton Mansger

Industrial Interface
Network
Applications

VPN

NAT Enable
Mru [ ]

Override Primacy ONS | ]

Override Secondacy ONS |

Maintenance

Step 5: Click Save>Apply.

Cellular Configuration
Step 1: Go to Link Management>Cellular>Cellular, click the Edit button of SIM 1 and SIM 2.

SIM Card Settings
Modem General Settings

Index
SIM Card |w -]
Auto APN [
APN  [internet

Lsername |

Authentication Type Auto
PIN Code
Monthly Data Limitation |o

J

|
|
Password |
v
I
|

0ee

Monthly Bliling Day [

Override Primary DNS |

Override Secondary DNS |

Modem Network Settings

Network Type Auto

Use All Bands L

[
Step 2: Click Save>Apply.

Link Backup Strategy Configuration
Step 1: Go to Link Management>Connection Manager>Connection, delete the WWANL1 and

WWAN?2 interfaces. Click Save>Apply.

Step 2: Add the WAN link and make it’s priority 1, and enable ICMP detection for link detection.
Click Save.

munications

Ovenview

Unk Maragement
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Connection Settings
I General Settings
‘ Priority 1

Enable ¢
|Connection Type |WAN vll
Description |
Enable ¢

Primary Server |8.8.8.8

Secondary Server | 114.114.114.114

Retry Interval | 5

Timeout | 3

|
|
Interval | 300 |
|
|
|

QOO

Retry Times | 3

Step 3: Add the WWANL link and set it to priority 2, enable ICMP detection used for link detection.
Click Save

communications

Overvew

Unk Management

General Settings
Priority 2

Enable ¢
|Connection Type |WWwWAN1 -|

Description | |
Enable ¢
Primary Server |8.8.8.8
Secondary Server | 114.114.114.114

Interval | 300

Timeout |3

®EEO

|
|
|
Retry Interval | 5 |
|
|

Retry Times | 3

Step 4: Add the WWAN2 link and make it’s priority 3, also enable ICMP detection for link detection.
Click Save

Overview

Uink Managerment
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Connection Settings

General Settings

|Priority 3 |

Enable ¢

ICcnnection Type WWAN2

4

Description

|

ICMP Detection Settings
Enable ¢

Primary Server  [8.8.8.38

Secondary Server

|114.114.114.114

Interval |3oo

Retry Interval |5

Timeout |3

Retry Times | 3

Step 5: Click Save>Apply.
Testing

H@@@@

e  To Start make sure both WAN and WWANT1 are online, the 6944 will connect to Internet via the

primary WAN.

o |f the 6944 detects the primary WAN is down, then it will switch to the backup interface which is

WWANL1 to access the Internet.

e |f the 6944 detects both WAN and WWAN1 are down, then it will switch to WWANZ2 to access

the Internet

e |f the Primary WAN link comes up again, then the 6944 will switch back to the primary WAN.

Internet Status

Step 1: Go to Overview>Overview>Active Link Information, 6944 is using primary WAN for

Internet access.

Active Link Information

Link Type
IP Address
Netmask

Gateway

WAN
192.168.111.111
255.255.255.0
192.168.111.1

Step 2: Remove the Ethernet Cable connected to the Ethernet WAN, to force the primary link down.
The 6944 will switch to WWANL1 to connect to the Internet.

Step 3: Go to Overview>Overview>Active Link Information to check the 6944 is now using

WWANL to access the Internet.

Active Link Information
Link Type
IP Address
Netmask

Gateway

WWAN1
10.162.9.151
255.255.255.240
10.162.9.152

Step 4: When the 6944 detects WWANL is down, it will switch to WWANZ2 for Internet access.
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Active Link Information

Link Type ~ WWAN2
IP Address  10.132.13.31
Netmask  255.255.255.192
Gateway  10.132,13.32

Step 5: Insert again the 6944 Ethernet Cable, and the 6944 will switch back from WWANZ2 to the
primary WAN again.

Step 6: Go to Overview>Overview>Active Link Information to check the status, 6944 is now using
its primary link for Internet access again.

Active Link Information

Link Type ~ WAN
IP Address  192.168.111.111
Netmask  255.255.255.0
Gateway  192.168.111.1

Checking the Syslog
Syslog shows the switch process of link, please check below:

Jun 12 08:00:07 casecomms user.debug connection_manager[1126]: setup active link wan

Jun 12 08:00:07 casecomms user.debug connection_manager[1126]: start ICMP detecting(wan-
>8.8.8.8/114.114.114.114)

Jun 12 08:00:07 casecomms daemon.info dnsmasq[1139]: reading /etc/resolv.conf

Jun 12 08:00:11 casecomms user.debug connection_manager[1126]: WAN ICMP detecting failed (1/3)
Jun 12 08:00:12 casecomms user.debug modem[1294]: AT+CGDCONT=L1,"IP"

Jun 12 08:00:12 casecomms user.debug modem[1294]: OK

Jun 12 08:00:12 casecomms user.debug modem[1294]: AT+CMGF=0

Jun 12 08:00:12 casecomms user.debug modem[1294]: OK

Jun 12 08:00:12 casecomms user.debug modem[1294]: AT+CNMI=2,1

Jun 12 08:00:12 casecomms user.debug modem[1294]: OK

Jun 12 08:00:12 casecomms user.debug modem[1294]: AT+CGREG?

Jun 12 08:00:12 casecomms user.debug modem[1294]: +CGREG: 2,1,"2508","6016C02",7

Jun 12 08:00:13 casecomms user.debug modem[1294]: OK

Jun 12 08:00:13 casecomms user.debug modem[1294]: modem is ready

Jun 12 08:00:14 casecomms daemon.notice procd: /etc/rc.d/S96led: /etc/rc.common: line 165: uci_load: not
found

Jun 12 08:00:14 casecomms user.debug connection_manager[1126]: timer proc status = 2

Jun 12 08:00:14 casecomms user.debug connection_manager[1126]: start ICMP detecting(wan-
>8.8.8.8/114.114.114.114)

Jun 12 08:00:14 casecomms user.debug modem[1294]: OK

Jun 12 08:00:14 casecomms user.err modem[1294]: stopping quectel_cm failed

Jun 12 08:00:14 casecomms user.debug modem[1294]: set apn(3gnet) interface(wwanl)

Jun 12 08:00:17 casecomms user.debug connection_manager[1126]: connection_manager proc_icmp_detection
Jun 12 08:00:17 casecomms user.debug connection_manager[1126]: WAN ICMP detecting failed (2/3)
Jun 12 08:00:20 casecomms user.debug connection_manager[1126]: timer proc status = 2

Jun 12 08:00:20 casecomms user.debug connection_manager[1126]: start ICMP detecting(wan-
>8.8.8.8/114.114.114.114)

Jun 12 08:00:23 casecomms user.debug connection_manager[1126]: connection_manager proc_icmp_detection
Jun 12 08:00:23 casecomms user.debug connection_manager[1126]: WAN ICMP detecting failed (3/3)
Jun 12 08:00:23 casecomms user.debug connection_manager[1126]:

Jun 12 08:00:28 casecomms daemon.err udhcpc[1955]: started, v1.25.1

Jun 12 08:00:28 casecomms daemon.err udhcpc[1955]: sending discover

Jun 12 08:00:28 casecomms daemon.err udhcpc[1955]: sending select for 10.169.103.152

Jun 12 08:00:28 casecomms daemon.err udhcpc[1955]: lease of 10.169.103.152 obtained, lease time 7200
Jun 12 08:00:29 casecomms user.debug udhcpc: dhcpe get configuration of wwanl

Jun 12 08:00:29 casecomms user.debug connection_manager[1126]: connection_manager proc_connected
Jun 12 08:00:29 casecomms user.debug connection_manager[1126]: connection_manager proc_icmp_detection
Jun 12 08:00:29 casecomms user.debug connection_manager[1126]: WWAN1 ICMP detecting success
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8 Network Security
8.1. Firewall and ACL

Firewall rules are security rule-sets used to implement control over users, applications or network
objects in an organisation. Using the firewall rule, you can create blanket or specialized traffic transit
rules based on the requirement.

AcL Port Mapping DMZ
Default Policy
Index Description Protocol Source Address Source Port Destination Address Destination Port @

Router Configuration
Firewall->ACL
e Default Policy

Select the “Accept” or “Drop” from the list, the packets which are not included in the access control
list will be processed by the default filter policy.

e Access Control List.
An Access Control List (ACL), with respect to a computer file system, is a list

of permissions attached to an object. An ACL specifies which users or system processes are granted
access to objects, as well as what operations are allowed on given objects.

ACL Settings

Index | 1 |
Description | |
Protocol [ Al v
Source Address | | @
Destination Address | | @
== =]

Firewall->ACL

e Description - Add a description for this rule.

e Protocol All: Any protocol such as;
TCP: The TCP protocol.
UDP: The UDP protocol.
TCP & DUP: both TCP and UDP protocol
ICMP: The ICMP protocol.

¢ Source Address - A specific host IP address can also be specified, or a range of IP addresses
via a bitmask (in the box following the /).

¢ Destination Address - A specific IP address can also be specified, or a range of IP addresses
via a bitmask (in the box following the /).
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Port Mapping Settings

index |1

Description |

Protocol |AII v

Remote Port

|
|
|
Remote Address | |
|
|
|

|
Local Address |
|

Local Port

Firewall->Port Mapping

e Description - Add a description for this rule.

e Protocol: - All: Selects any protocol. TCP protocol, UDP protocol.

¢ Remote Address - Enter a WAN [P address that is allowed to access the unit.
¢ Remote Port - Enter the external port number range for incoming requests.

¢ Local Address - Sets the LAN address of a device connected to one of the 6944°s LAN
interfaces. Inbound requests will be forwarded to this IP address.

e Local Port: - Sets the LAN port number range used when forwarding to the destination IP

address.
ACL Port Mapping DMZ
General Settings

Enable |

Remole Address | 0.0.0.0/0 0)
OMZ Host Address :

Firewall->DMZ

e Enable
Check this box to enable DMZ function.

¢ Remote Address
Optionally restricts DMZ access to only the specified WAN IP address.
NOTE: If set to 0.0.0.0/0, the DMZ is open to all incoming WAN IP addresses.

e DMZ Host Address
The WAN IP address which has all ports exposed except ports defined in the Port Forwarding
configuration.
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8.2. ANO028-Configuring SSH with a Public Key

Router Configuration

Step 1: Go to Maintenance>System>SSH/Security, to specify the SSH port and enable Remote SSH
Access, as shown below.

communications

Ovenview General Accounts Syslog Web Server Telnet SSH Security

Unk Management
Industrial Interface SHPot 2

Network Now Password Athentication ¥

Public Koy

Overview General Accounts Syslog Web Server Telnet SSH Security
Uk Mmoo
Industrial Interface Romote HTTP Access
Network Remote HTTPS Access
Applications Remcte Tolowt Accoss
v

r 1
Romote SSH Access

Step 2: Click Save>Apply.

Public/Private Key Generated
Step 1: Run the software “puttygen.exe” to build the public key, as shown below:

E PUTTY Key Generator X
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(®) RSA ) Dsa () ECDSA () ED25519 () SSH-1(RSA)
Number of bits in a generated key: 2048

Step 2: Copy the public key string to Maintenance>System>SSH, click Save>Apply.

Alow Passeoed Authertication
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Step 3: Save the Private Key, as shown below:

g

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

+ipaxTo30CjgrabMAVEfxX/reVco3kgnlFw/tM5aPUxim6APPHGKREXI4j2ehSUnNIrRdgx] A
Zr2zCQuwgVIXAmg7+LwyWEzOrmBkAPSdDg7+CKQaiyuzgrxXk

+MMMguOsBynL2L 7sh4SUDnnFXcomgOLFDvHGER/mvVHga4yGho/zQ/PoCEmuJVF
Z2q7926vrlJsgIN/Meg9KZvsLuyoOApBaysDICxo2Ux41q7MHIdGGpnfavmNv+

Confirm passphrase: ‘

+KQeEEFLOylp8mw==rsa-key-20181008 v
Key fingerprint: ‘ ssh-rsa 2048 73:a7:0f:6d-e7-c9:ad:c8:a0:39:3d:ad-2f-ce:76:e3 ‘
Key comment: ‘rsa-key-20181008 ‘
Key passphrase: ‘ ‘
|

Actions

Save the generated key

Parameters
Type of key to generate:
(®)RSA () DsA

Number of bits in a generated

Generate a public/private key pair

Load an existing private key file

Generate

Load

Save public key Save private key

(C)SSH-1 (RSA)

2048

(O ECDSA () ED25519

key:

Note: we now need to import the private key to the SSH tool, so that it can provide SSH to the router

successfully.

Testing SSH

Step 1: Enable an SSH tool “putty.exe” and import the private key, as shown below:

& PuTTY Configuration

Category:
=] S_esswon ~

.~ Logging
= Terminal
- Keyboard
Bell
Features
= Window
- Appearance
- Behaviour
Translation
Selection
Colours
= Connection
- Data

Proxy

Telnet

Rlogin
=+ SSH

- Kex
Host keys

L Tunnels

About

Options controlling SSH authentication

Display pre-authentication banner (SSH-2 only)
[ ] Bypass authentication entirely (SSH-2 only)

Authentication methods
Attempt authentication using Pageant
I:l Attempt TIS or CryptoCard auth (SSH-1)
[»] Attempt "keyboard-interactive" auth (SSH-2)

Authentication parameters

[ ] Allow agent forwarding
[ ] Allow attempted changes of username in SSH-2

>

Private key file for authentication:

Browse.

Cancel

Step 2: Enter the host name and port to SSH to the router.
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& rutTy Confige
Category:
= Session Basic options for your PuTTY session
. Logging
£ Terminal Specify the destination you want to connect to
Keyboard Host Name (or IP address) Port
- Bell ||192,1sa5,2 [[22 |
- Features
£} Window Connection type:
Appearance (JRaw () Telnet () Riogin (®SSH () Serial
- Behaviour Load, save or delete a stored session
- Translation
- Selection Saved Sessions
-~ Colours | |
= Connection
Data Default Settings Load
- Proxy
~Telnet Save
Rlogin
£ SSH Delste
- Kex
- Host keys
--Ciph
A\Ether Close window an exit:
STTY () Aways ()Never  (®) Onlyon clean exit
=X
- Tunnals
About Open Cancel
Step 3: Test successful.
192.168.5.2 - Putty O X
Login as: admin
Authenticating with public Key “rsa-key-20181008”
>
> O
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9 Routing

9.1. Static Routing
Static Routing refers to a manual method of setting up routing between networks. Select the Static
Routing tab to add static routes to the Static Route Table.

Please refer current route table as below.

Status Static Route

Route Table Information

Index Destination Netmask Gateway Metric Interface
1 192.168.5.0 255.255.255.0 0.0.0.0 0 lan0

Route->Route Table Information
¢ Destination - Displays the destination of routing traffic.
e Netmask - Displays the subnet mask of this routing.

e Gateway - Displays the gateway for the 6944. This is used for routing packets to remote
networks.
e Maetric - Displays the metric value of this interface.

e Interface - Displays the outbound interface of this route.

Static Route Settings

Route Table Information
Index 1

Description
IP Address

Gateway

@

B i

|
|
Netmask |
|
Interface |

Route->Static Route Settings

e Description - Enter the description of current static route rule.

IP Address - Enter the IP address of the destination network.

Netmask - Enter the subnet mask of the destination network.
e Gateway - Enter the IP address of the local gateway.

e Interface - Please refer to the Network->Route->Status interface.

how ip route
- connected, S - sta

D' 'ETGRP, EX - E
N1 - OSPF NSSA extert ty - SS
El - OSPF external type 1, - OSPF external 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS 1inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

N?
NZ

Gateway of last resort is not set
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Step 2: Checking the 6944 Routing table for reference

Status Static Route Lt osey P

Route Tabde Lo mation

nbes Detnstow Metresra

m
2

1e8%6

INIeiile

Testing
Step 1: Ping from the CISCO router to the 6944 Router

CISC07200#ping 192.168.5.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos

Success rate is 100 percent (5/5
CISC07200#}

Step 2: Test successful.

9.2. Dynamic Routing Using RIP

Introduction.
In order to run dynamic routing on the 6944 it’s necessary to ensure you have the dynamic routing
software installed. This can be obtained from Case Communications and is shown below

Release Date | Doc Version | Firmware Version | Additional Software Change Description
2018/12/12 V1.1 V1.1.4 (0cOc09fa) Dynamic Routing First release
Software V1.0.1 642848

Dynamic Routing Topology

Area0
csco
WAN:192.168.111.199/24 WAN:192.168.111.200/24
LAN:192.168.5.1/24 Loopback0: 192.168.10.1/24

e Check both the 6944 and CISCO are running RIP.
e Check both the 6944 and CISCO declare an IP of LAN and loopbackO.

Section 9 Page 2 Rev 2.8



boot-end-marker

!

no aaa new-model

no ip icmp rate-limit unreachable
ip cef

|

no ip domain lookup

ip auth-proxy max-nodata-conns 3
ip admission max-nodata-conns 3

!

multilink bundle-name authenticated
!

archive

log config

hidekeys

|

ip tcp synwait-time 5
I

interface LoopbackO0
ip address 192.168.10.1 255.255.255.0
I

6944 Configuration

Step 1: Go to Network>Route>RIP, enable RIP and configure RIP as below picture.

Ca Se - Section Nine 6944 Manual
cummunications(& ROUtIng ReV 28

Configuration

CISCO _Configuration

CISCO7200#show running-config interface FastEthernet0/0

Building configuration... ip address 192.168.111.200 255.255.255.0

Current configuration : 1165 bytes duplex auto

! speed auto

upgrade fpd auto !

version 12.4 interface FastEthernet0/1

service timestamps debug datetime msec no ip address

service timestamps log datetime msec shutdown

no service password-encryption duplex auto

! speed auto

hostname CISCO7200 !

! router rip

boot-start-marker version 2

network 192.168.10.0
network 192.168.111.0
no auto-summary

|

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line vty 0 4

login

!

!

end

CISCO7200#

Bebes Itertace  Drable Passve  Spln oo
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Check the Routing Tables
Step 1: Ceck the Routing Table on the CISCO 7200 router for reference.

CI ip route

El - OSPF extern p - OSPF external

i - IS-IS, su - IS-IS sunm y, L1 - IS-IS level-1, L2

ja - IS-IS inter area, * candidate default, U - per-user
0 - ODR, P - periodic downloaded static route

ay of last resort is not set

Status Static Route RIP OsPF "GP

Route Table Informatson
.

Dt

Testing
Step 1: Ping from CISCO to 6944 Step 2: Test successful.
CISCO07200#ping 192.168.5.1

Type escape sequence to abort.
sending 5, 100-byte ICMP Echos

9.3. Dynamic Routing Using OSPF

Introduction.
In order to run dynamic routing and OSPF on the 6944 its necessary to ensure you have the dynamic
routing software installed. This can be obtained from Case Communications and is shown below

Doc Version | Firmware Version | Additional Software Change Description
2018/12/12 V1.1 V1.1.4 (0cOc09fa) Dynamic Routing First release
Software V1.0.1 642848

Dynamic Routing Topology

Area0
cIsco
WAN:192.168.111.199/24 WAN:192.168.111.200/24
LAN:192.168.5.1/24 Loopback0: 192.168.10.1/24

e The 6944 and CISCO 7200 Router run OSPF and under the same single Area 0.
e The 6944 and CISCO 7200 Router set the [P LAN to loopback 0.
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Configuration

CISCO 7200 OSPF Configuration
CISCO7200#show running-config
Building configuration...

Current configuration : 1218 bytes

|

upgrade fpd auto

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname CISCO7200

|

boot-start-marker
boot-end-marker

no ip domain lookup

ip auth-proxy max-nodata-conns 3
ip admission max-nodata-conns 3
|

hultilink bundle-name authenticated
!
archive
log config
hidekeys
|

ip tcp synwait-time 5
|

interface Loopback0
ip address 192.168.10.1 255.255.255.0
|

interface FastEthernet0/0

ip address 192.168.111.200 255.255.255.0
duplex auto

speed auto

6944 OSPF Configuration

interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto

|

router ospf 110
router-id 2.2.2.2
log-adjacency-changes
network 192.168.10.0 0.0.0.255 area 0
network 192.168.111.0 0.0.0.255 area 0
|

ip forward-protocol nd
no ip http server

no ip http secure-server
|

line con 0

exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line aux 0

exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line vty 0 4

login

|

end

CISCO7200

Stepl. Go to Network>Route>OSPF, enable OSPF and configure OSPF as below picture.

Lagin

Step 2: Click Save>Apply.

Section 9 Page 5 Rev 2.8




Ca Se - Section Nine 6944 Manual
communications (& ROUting Rev 2.8

Checking the Routing Tables
Check the Cisco 7200 routing table for reference

CLS 20 g route
’

OSPF er
su - IS-IS summary, L1 - IS-IS Tleve - IS-IS level-2
ia - IS-IS inter area, * - candidate default, per-user static route
© - ODR, P - periodic downloaded static route

Gateway of last resort is not set

Overvaew Status Static Rowte i ospr 14

Unic Management

Irtertace Inden Destruton Ireertace
Testing
Ping from CISCO to the 6944 Test Successful

CISCO7200#ping 192.168.5.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.16¢

ite is 80 percent (4/5), round-t

9.4. Dynamic Routing Using BGP

Introduction

This document shows how to configure BGP on a 6944 to a Cisco 7200 Router

In order to run dynamic routing and OSPF on the 6944 its necessary to ensure you have the dynamic
routing software installed. This can be obtained from Case Communications and is shown below

Release Date | Doc Version | Firmware Version | Additional Software Change Description
2018/12/12 V1.1 V1.1.4 (0cOc09fa) Dynamic Routing First release
Software V1.0.1 642848

AS123

Topology 6944 C15€0
WAN:192.168.111.199/24 WAN:192.168.111.254/24
LAN:192.168.5.1/24 Loopback0: 192.168.50.1/24
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Configuration

Cisco 7200 Configuration.

CISCO7200#show run

Building configuration...

Current configuration : 1293 bytes
I

upgrade fpd auto

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname CISCO7200

!

boot-start-marker
boot-end-marker

!

no aaa new-model

no ip icmp rate-limit unreachable
ip cef

|

no ip domain lookup

ip auth-proxy max-nodata-conns 3
ip admission max-nodata-conns 3
|

multilink bundle-name authenticated
|

érchive
log config

hidekeys
|

ip tcp synwait-time 5
I

interface LoopbackO0
ip address 192.168.50.1 255.255.255.0
I

interface FastEthernet0/0

Configuration Continued

duplex auto

speed auto

|

interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto

|

router bgp 123

no synchronization
bgp router-id 3.3.3.3
bgp log-neighbor-changes
network 192.168.50.0

neighbor 192.168.111.199 remote-as 123

no auto-summary

|

ip forward-protocol nd
no ip http server

no ip http secure-server
|

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line vty 0 4

login

end

CISCO7200

ip address 192.168.111.254 255.255.255.0

#
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6944 BGP Configuration
Step 1: Go to Network>Route>BGP, enable BGP and configure BGP as below picture.

Checking the Routing Tables
Step 1: Check the 7200 Routing Table for reference

CISCO7200#show 1ip route
C - connected, S -
DY EEGRPS T EX
N1l - OSPF NSSA

E1l - OSPF external typ

Step 2: Click Save>Apply.
;wmgm, 192,163,024 ] ug
| s |

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, 2 - IS-IS level-2
ija - IS-IS inter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

.111.0/24 His directlv co
via

Overvew
Unk Masagement
Industrial Interface

Network

Testing

Ping from the CISCO router to the 6944 Router: Test Successful

C15C07200#ping 192.168.5.1

ype escape sequence to abort.
nding 5, 100-byte ICMP Echos to 192.: 1, timeout is

Success rate is 100 percent (5/5), round-trip min/avg/max =

-

C15C072004§
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10

V.R.R.P

The Virtual Router Redundancy Protocol (VRRP) is a computer networking protocol that provides
automatic assignment of available Internet Protocol (IP) routers for participating hosts. The VRRP
router that has the highest number will become the virtual master router. The VRRP router number
ranges from 1 to 255 and usually we use 255 for the highest priority and 100 for backup. If the current
virtual master router receives an announcement from a group member (Router ID) with a higher
priority, then the latter will pre-empt and become the virtual master router.

Confiiuration Oitions

VRRP Network Settings

Index | 1 |
Enable ¢
Interface | LANO v

Virtual Router ID | 1

Authentication Type | None | @
Priority | 100
Interval | 1

Virtual IP Address |

Network->VRRP

Enable
Select this box will enable VRRP.

Interface
Select the interface of Virtual Router.

Virtual Router ID
User-defined Virtual Router ID. Range: 1-255.

Authentication Type
Select the authentication type for VRRP.

Priority
Enter the VRRP priority range is 1-254 (a bigger number indicates a higher priority).

Interval
Heartbeat package transmission time interval between routers in the virtual IP group. Range:
1-255.

Virtual IP Address
Enter the virtual IP address of virtual gateway.
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10.1.

Overview

Configuring VRRP between Two 6944 Routers

This part of the manual shows how to configure VRRP between two 6944 Routers

Testing Topology

1P:192.168.5.0/24
GW:192.168.5.1
DNS:192.168.5.1

M

(D)

Master Router
LAN:192.168.5.2/24
VIP:192.168.5.1

N =

Backup Router
LAN:192.168.5.3/24
VIP:192.168.5.1

T

o The 6944 runs as VRRP Master router and Backup router and connects to the Internet via a SIM

card.

e A PC connects to the Internet via the Master 6944 router under normal running Conditions.
o [f the Master 6944 router goes down, the PC will switchover to Backup 6944 router to access the

Internet.

e  When the Master router comes up, then PC will switch back to Master 6944 router to access the

Internet.

Confiquring the Master 6944

Step 1: Go to Link Management>Ethernet>LAN, to specify the LAN information as shown below.

General Settings

Index

L

Interface
IP Address
Netmask

MTU

[Lano v
[192.168.5.2

[255.255.255.0
[1500

DHCP Settings

Enable
Mode

IP Pool Start
IP Pool End
Netmask
Lease Time
Gateway

Primary DNS

v

| Server v

[192.168.5.4

[192.168.5.10

[255.255.255.0

[192.168.5.1

[192.168.5.1

Secondary DNS
WINS Server

|
|
|
|
[120 |
|
|
|
|

Step 2: Go to Network>VRRP>VRRP, Click the VRRP Edit button, as shown below.
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Overview
Link Manaox

Industrial Interface

Step 3: Configure VRRP as shown below:
Index 1

Enable &

Interface | LANO v |

Virtual Router ID |1 |

Authentication Type | None v | @
| Priority |120 ||
Interval | 1 |

|Virtua| IP Address |192.168.5.1 ||

Step 4: Click Save>Apply.

Configuring the Backup Router
Step 1. Go to Link Management>Ethernet>LAN, to specify the LAN information like below.

General Settings

Index 1

Interface | LANO v

IP Address  (192.168.5.3

|
|
Netmask ~ [255.255.255.0 |
|

MTU (1500
Enable ¢
Mode |Server v

IP Pool Start  [192.168.5.11

IP Pool End  [192.168.5.20

Netmask ~ [255.255.255.0

Gateway [192.168.5.1

Primary DNS  [192.168.5.1

Secondary DNS |

|
|
|
|
Lease Time |120 |
|
|
|
|

WINS Server |

Step 2: Go to Network>VRRP>VRRP, Click the VRRP Edit button as shown below:
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Step 3: Configure VRRP on the 6944 as shown below. Then Click Save> Apply

VRRP
VRRP Network Settings
Index |1

Enable ¢
Interface | LANO v |
Virtual Router ID |1 |
Authentication Type |None '| ®
‘ Priority |100 ||
Interval |1 |

‘Virtual IP Address |192.168.5.1 ||

PC Configuration

Step 1: Enable DHCP on your PC or configure the static IP on PC as shown here:
Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(®) Use the following IP address:

IP address: ‘ 192 .168 . 5 . 20 ‘
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: ‘ 192 168 . 5 . 1 ‘

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: ‘ 192 168 . 5 . 1 ‘

Alternate DNS server: ‘ . . . ‘

[ ] validate settings upon exit Advanced...
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Section Ten 6944 Manual

Casen

communications

Testing VRRP between 6944°s
Now the PCs communicate with the Internet via Master Router;

Administrator Command prompt — tracert 8.8.8.8

C:\Users \ Administrator ping 8.8.8.8
Pinging 8.8.8.8. with 32 bytes of data
Reply from 8.8.8.8: bytes=32 time-16ms TTL=120
Reply from 8.8.8.8: bytes=32 time-16ms TTL=120
Reply from 8.8.8.8: bytes=32 time-16ms TTL=120

Ping statistics for 8.8.8.8:

Packets: sent = 4, Received = 4, Lost=0 (0% loss)
Approximate round trip times in milli seconds
Minimum = 51ms, Maximum = 98ms, Average = 64ms

C:\Users \ Administrator tracert 8.8.8.8

Tracing route to google public dns-a-google.com (8.8.8.8)
Over a maximum of 30 hops

1. Ims Ims Ims (192.168.5.2)
2. 8ms 89ms 130ms logon (172.29.5.17)

Remove the Ethernet cable between the 6944 Master router and Switch, the PC will access the Internet
via the 6944 Backup Router.

B Administrator: Command Prompt - tracert 8.8.8.8 — O X

Put the Ethernet cable back, the PC will access the Internet via the 6944 Master Router.

Test Successful
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Configuring VRRP Between 6944 and Cisco Routers

Overview
This document contains information regarding configuring VRRP between 6944 Series Routers and a
Cisco router

Testing Topology

1P:192.168.5.0/24

GW:192.168.5.1
DNS:192.168.5.1

Configuration

Master Router Configuration

Master Router

LAN:192.168.5.2/24

VIP:192.168.5.1

@

Backup Router(CISCO)
LAN:192.168.5.3/24

VIP:192.168.5.1

The 6944 runs as the VRRP Master router and the CISCO router runs as the Backup router.

A PC communicates with the Internet via the 6944 Master router under normal circumstances.
If the 6944 master router fails the, PC will switch over to the Cisco Backup router

If the 6944master router recovers, then PC will switch back to the 6944 master router to access
the Internet.

Step 1: Go to Link Management>Ethernet>LAN, to specify the LAN configuration as shown below

General Settings

Index

1

Interface
IP Address
Netmask

MTU

LANO

[192.168.5.2

[255.255.255.0

[1500

DHCP Settings

Enable
Mode

IP Pool Start
IP Pool End
Netmask
Lease Time
Gateway

Primary DNS

R

|Server

[192.168.5.4

[192.168.5.10

[255.255.255.0

[120

[192.168.5.1

192.168.5.1

Secondary DNS
WINS Server

Section 10 Page 6
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Step 3: Configure VRRP as shown below and then click Save > Apply
vere ]
T
Index 1

VRRP Network Settings

Enable &

Interface | LANO

Virtual Router ID |1

Authentication Type None | ®
Priority 120 |
Interval 1
| Virtual IP Address  |192.168.5.1 [
| save [ Close

Backup Router (CISCO) Configuration
The configuration on CISCO router as shown below

cisco2811#

cisco2811#show run

Building configuration...

Current configuration : 3316 bytes
|

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

Hostname cisco2811

!

boot-start-marker

boot-end-marker

!

logging message-counter syslog

enable secret 5
$1$tw/d$UQQ3Xh06n.2HHFeAVIgXJ.
|

no aaa new-model
!
ip name-server 192.168.111.1
ip address-pool local
no ipve6 cef
!
multilink bundle-name authenticated
I
username admin password 0 admin
archive
log config
hidekeys
!
track 1 interface FastEthernet0/0 line-protocol
!
interface Loopback0
ip address 192.168.50.1 255.255.255.0
!

interface FastEthernet0/0

ip address 192.168.111.254 255.255.255.0
ip nat outside

ip nat enable

ip virtual-reassembly

duplex full

speed auto

no mop enabled

crypto map MAP

I

interface FastEthernet0/1

ip address 192.168.5.3 255.255.255.0
ip nat inside

ip nat enable

ip virtual-reassembly

duplex auto

speed auto

vrrp 1ip 192.168.5.1

vrrp 1 timers advertise 10

vrrp 1 priority 110

vrrp 1 track 1 decrement 50

|

ip route 0.0.0.0 0.0.0.0 192.168.111.1
no ip http server

no ip http secure-server

|

ip nat inside source list 10 interface
FastEthernet0/0 overload

|

access-list 10 permit 192.168.5.0 0.0.0.255
snmp-server community public RO

|

ccm-manager fax protocol cisco
!

scheduler allocate 20000 1000
end

cisco2811#
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PC Configuration
Step 1: Please enable the DHCP on your PC or configure a static IP address as shown below:

Internet Protocol Version 4 (TCP/IPv4) Properties >

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 192 168 . 5 . 20 |
Subnet mask: [255 .255 . 255 . 0 |
Default gateway: | 192 . 168 . 5 . 1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 192 . 168 . 5 . 1 |

Alternate DNS server: | . . . |

[] validate settings upon exit Advanced...

Testing VRRP Between the 6944 and Cisco
The PC should be able to communicate with the Internet via the 6944 Master Router.

Adm inistrator Command prompt — tracert 8.8.8.8 Administrator Command prompt —tracert 8.3.8.8

C:\Users \ Administrator ping 8.8.8.8 C:\Users | Administrator ping 8.8.8.8

Pinging 8.8.8.8. with 32 bytes of data

Reply from §.8.8.8: bytes=32 time-16msTIL=40
Reply from 8.8.8.8: bytes=32 time-16ms TIL=40
Reply from 8.8.8.8: bytes=32 time-16msTIL=40

Ping statistics for $.8.8.8:

Packets: sent = 4. Received =4. Lost=0 (0% loss)
Approximate round frip tim esin milli seconds
Minimum = 51ms. Maximum = 98ms. Average = 64ms

C:\Users \ Administrator tracert §.8.8.8

Tracing route fo google public dns-a-google.com (8.8.8.8)
Over amaximum of 30 hops

Ims Ims Ims (192.16852
85ms 89ms 130ms logon(172.29.5.17)
*

L

Pinging 8.8.8.8. with 32 bytes of data

Reply from 8.8.8.8: bytes=32 time-16ms TIL=40
Reply from 8.8.8 8: byte=32 time-16ms TIL=40
Replv from 8.8.8.8: bytes=32 time-16msTIL=40

Ping statistics for §.8.8.8:

Packets: sent = 4. Received =4. Lost=0 (0% loss)
Approximate round frip tim esin milli seconds
Minimum = 53ms. Maximum = 71ms. Average = 60ms

C:\Users \ Administrator tracert §.8.8.8

Tracing route to google public dns-a-google.com (8.8.8.8)
Over amaximum of 30 hops

1 dms # Ims  (192.168.5.3)
2 230ms 227ms 130ms logon (10.241.157.57)
3

1. Remove the Ethernet cable between the
6944 master router and the Switch, the
PC will access the Internet via the
Cisco Backup Router.

2. Replace the Ethernet cable, the PC will then
access the Internet via the 6944 Master Router.

Section 10 Page 8
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10.3. VRRP Between Multiple 6944 Routers

Overview
This part of the manual shows how to configure VRRP between multiple 6944 Routers

Testing Topology

D)

Group ID:1 Master Router
©8) | An:192.168.5.2/24

1]
VIP:192.168.5.1
IP:192.168.5.0/24 LANO  Rl:Master
GW:192.168.5.1 D N
DNS:192.168.5.1 el N
pPC1 5 —LANO. E" Backup Router —_—
— (G LAND:192.168.5.3/24
—ANT B An1-192.168. 63124

1P:192.168.6.0/24 SwW R2:Backup
GW:192.168.6.1 D
DNS:192.168.6.1 e LAN1

PC2 ’\‘\

Group ID:10 %@ (0gn) Master Router
E LAN:192.168.6.2/24

i®
R3:Master VIP:192.168.6.1

e 6944 R1 and 6944 R3 run as 6944 VRRP Master routers.

e 6944 R2 runs as a VRRP Backup router.

e Both of the 6944 routers connect to Internet with their SIM cards.

e 6944 R1 establishes VRRP with 6944 R2 via its LANO interface.

e 6944 R3 establish VRRP with R2 via its LANI1 interface.

e PCI1 communicates with Internet via the 6944 R1 Master router under normal operation.

e Ifthe 6944 R1 master router fails, PC1 will switch over to 6944 R2 the Backup router.

e [fthe 6944 R1 master router recovers, then PC1 will switch back to R1 to access the Internet.
e PC2 communicates with the Internet via the 6944 R3 master router under normal conditions.
o Ifthe 6944 R3 master router fails, then PC2 will switch over to the 6944 R2 Backup router.

e If the 6944 R3 master router recovers, then PC2 will switch back to the 6944 R3 master router
to access the Internet
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Configuration

R1 Master Router Configuration

Step 1: Go to Link Management>Ethernet>LAN, to specify the LANO information like below.

General Settings

Index Il—l
Interface  [LANO v
IP Address  [192.168.5.2 |
Netmask [255.255.255.0 |
MTU  [1500 |
Enable &

Mode |Server V|
IP Pool Start  [192.168.5.4 |
IP Pool End  [192.168.5.10 |
Netmask [255.255.255.0 |
Lease Time |120 |
Gateway [192.1685.1 |

Primary DNS 192.168.5.1

Secondary DNS
WINS Server |

Step 2: Go to Network>VRRP>VRRP, Click the Edit button of VRRP, as shown below:

Overview VRRP

Link Management VRRP Network Settings

Industrial Interface [ SIS Vadloaw D Moty ew

Step 3: Configure VRRP like as shown below then click Save > Apply

VRRP Network Settings

Index | 1 |
Enable ¥
Interface | LANO v |

Virtual Router ID |1 |

Authentication Type |N0ne '| ®
| Priority |120 ||
Interval |1 |

|Virtua| IP Address |192.168.5.1 ||
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R3 Master Router Configuration
Step 1: Go to Link Management>Ethernet>Port Assignment, click Index2 to assign the LANL1 to
ETHL, click Save>Apply.

nagement

Ter Mo ger

2

Index lz—l

Port | Ethl v

Interface | | LAN1 v |

Step 2: Go to Link Management>Ethernet>LAN, to specify LANL1 information as shown below.

General Settings
Index | 2

Interface |LAN1 v

Netmask  [255.255.255.0

|
IP Address  [192.168.6.2 |
|
|

MTU  [1500
Enable ¢
Mode |Server v

IP Pool Start  [192.168.6.4

IP Pool End  [192.168.6.20

Netmask  [255.255.255.0

Gateway  [192.168.6.1

Primary DNS  [192.168.6.1

Secondary DNS |
WINS Server |

|
|
|
|
Lease Time | 120 |
|
|
|
|

Step 3: Go to Network>VRRP>VRRP, Click the Edit button of VRRP, as shown below

communications
Overview

Link Managoment

Industrial Interface e Dbl boetce Voulloaw D Moty  ewl Ve P Mivs
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Step 4: Configure VRRP as shown below. Then click Save> Apply
I
Index 2

Enable ¢
Interface LAN1 M
R2 Backup _ | Router
Virtual Router ID | 10 —_—
Authentication Type |None | @

Interval | 1

|
|
|
Priority IIZD I
|
I

Virtual 1P Address  [192.168.6.1

Configuration
Step 1. Go to Link Management>Ethernet>Port Assignment, click the Index2 to assign the LAN1

to ETH1, click Save>Apply.

Port Settings

General Settings

Index 2

Port |Eth1

Interface ||LAN1

Step 2: Go to Link Management>Ethernet>LAN, click the Edit button to add one more LAN1
interface, to specify the LANO and LAN1 as shown below. Then Click Apply > Save

LAN Settings

General Settings

Index 1

Interface |LANO v
IP Address  [192.168.5.3
Netmask  [255.255.255.0

MTU  [1500

DHCP Settings
Enable L4

Mode IServer v

IP Pool Start  [192.168.5.21

IP Pool End  [192.168.5.200

Netmask  [255.255.255.0

Lease Time | 120

Gateway [192.168.5.1

Primary DNS |192.168.5.1

Secondary DNS I
WINS Server |
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General Settings

Index |2

Interface |LAN1 v

Netmask ~ |255.255.255.0

|
IP Address  [192.168.6.3 |
|
|

MTU  [1500

DHCP Settings

Enable ¢

Mode |Server v

IP Pool Start  [192.168.6.21

IP Pool End  |192.168.5.200

Netmask [255.255.255.0

Gateway |192.168.6.1

Primary DNS  [192.168.6.1

Secondary DNS |
WINS Server |

|
|
|
|
Lease Time |120 |
|
|
|
|

Step 3: Go to Network>VRRP>VRRP, Click the Edit button on VRRP to add two VRRP’s routers
as shown below.

Industrial Interface e Db etne Vel hosw © Moty el Vol P Médes

Step 4: Configure VRRP on LANO and LANL1 as shown below. Then click Apply > Save

VRRP Network Settings

Index 1

Enable ¢
Interface |LANO v

Virtual Router ID | 1

Authentication Type |None @
Interval |1

|
|
|
Priority | 100 |
|
|

Virtual IP Address |192.168.5.1
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VRRP Network Se

Index 2
Enable &
Interface |LAN1 v

Virtual Router ID |10

|
|
Authentication Type |None '| @
Priority |100 |
Interval |1 |
Virtual IP Address ~ [192.168.6.1 |

PC Configuration
Step 1: Enable the DHCP on PC1 or configure a static IP address on PC1 as shown below.

Internet Protocol Version 4 (TCP/IPv4) Properties =
General
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an 1P address automatically

@ Use the following IP address:
IP address: | 192 . 168 . 5 20 |
Subnet mask: [ 255 .255 255 . 0 |
Default gateway: | 192 .168 . 5 1 |

Obtain DNS server address automatically

(@) Use the following DNS server addresses:
Preferred DNS server: | 192 . 168 . 5 1 |
Alternate DNS server: | . . . |
[ ] validate settings upon exit Advanced...

Cancel

Step 2: Enable the DHCP on PC2 or configure a static IP on PC2 as shown below

Internet Protocol Version 4 (TCP/IPv4) Properties >

General

You can get IP settings assigned automatically if yvour network supports
this capability. Othernwise, yvou need to ask your network administrator
for the appropriate IP settings.

_» Obtain an IP address automatically

(®) Use the following IP address:
IP address: | 192 . 168 . ©6 19 |
Subnet mask: | 255 . 255 . 255 o |
Default gateway: | 192 . 168 . © .1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:
Preferred DMNS server: | 192 . 168 . 8 . 1 |
Alternate DNS server: | . . . |
[1 walidate settings upon exit Advanced.__

Cancel
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Testing VRRP between multiple 6944°s

Test on PC1: - Make sure
PC1 can communicate
with Internet via the 6944
Master Router

Replace the Ethernet cable,
PC1 will access to Internet
via the 6944 Master Router.

A Reply to your ping shows
the link is successful.

Section 10 Page 15

Remove the Ethernet cable
between the 6944 Master
router and Switch. PC1
will access the Internet via
the 6944 Backup Router
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VPN (Virtual Private Networks)
OpenVPN Introduction

OpenVPN is an ‘Open Source’ virtual private network (VPN) piece of software that offers a
simplified security framework, modular network design, and cross-platform portability.

It can be quite difficult to configure as it has so many variables even different versions of Linux can
be configured differently. You can review all OpenVVPN connections on the 6944 as shown below.

Status OpenVPN X.509 Certificate

OpenVPN Information

Index Enable Description Status Uptime

Virtual IP

VPN->0penVPN->Status

Enable - Displays current OpenVPN settings is enable or disable.
Status - Displays the current VPN connection status.
Uptime - Displays the connection time since VPN is established.

Virtual IP - Displays the virtual IP address obtain from remote side.

OpenVPN Settings

Enable

Description

Mode

Protocol

Connection Type
Server Address
Server Port
Authentication Method
Encryption Type
Renegotiate Interval
Keepalive Interval
Keepalive Timeout
Fragment

Private Key Password

Output Verbosity Level

Enable NAT

General Settings
Index 1

L4

[ Client

[uoP

[TuN

[ 1194

[ x509

[sF-cBC

3800

[20

[0

E

[3

Advanced Seftings
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VPN > Open VPN

Enable - Check this box to enable OpenVPN tunnel.

Description - Enter a description for this OpenVPN tunnel.

Mode - Select from “Client” or “P2P”.

Protocol - Select from “UDP” or “TCP Client”.

Connection Type - Select from “TUN”, “TAP” which are two different kinds of device interface
for OpenVPN. The difference between TUN and TAP device is that a TUN device is a point-to-
point virtual device on network while a TAP device is a virtual device on Ethernet.

Server Address - Enter the IP address or domain of remote server.

Server Port - Enter the negotiate port on OpenVPN server.

Authentication Method - Select from "X.509", "Pre-shared", "Password", and "X.509 And
Password".

Encryption Type - Select from "BF-CBC", "DES-CBC", "DES-EDE-CBC", "DES-EDE3-CBC",
"AES-128-CBC", "AES-192-CBC" and "AES-256-CBC".

Username - Enter the username for authentication when selection from “Password” or “X.509 And
Password”.

Local IP Address - Enter the local virtual IP address when select “P2P”” mode.

Password - Enter the password for authentication when selection from “Password” or “X.509 And
Password”

Local IP Address - Enter the local virtual IP address when select “P2P” mode.

Remote IP Address - Enter the remote virtual IP address when select “P2P”” mode

Local Netmask - Enter the local netmask when select “TAP” connection type

Renegotiate Interval - Enter the renegotiate interval if connection is failed.

Keepalive Interval - Enter the keepalive interval to check the tunnel is active or not.

Keepalive Timeout - Enter the keepalive timeout, once connection is failed it will trigger the
OpenVPN reconnect

Fragment - Enter the fragment size, 0 means disable

Private Key Password - Enter the private key password for authentication when selection from
“X.509” or “X.509 And Password”.

Output Verbosity Level - Enter the level of the output log and values.

Advanced Settings

Enable NAT

Enable PKCS#12

Enable X_.509 Attribute nsCertType
Enable HMAC Firewall

Enable Compression LZ0 L

Additional Configurations | @

VPN->0OpenVPN->Advanced Settings

Enable NAT - Check this box to enable NAT, the source IP of host behind router will be
disguised before accessing the remote end.

Enable PKCS#12 - It is an exchange of digital certificate encryption standard, used to
describe personal identity information.

Enable X.509 Attribute nsCertType - Require that peer certificate was signed with an
explicit nsCertType designation of “server”.

Enable Compression LZO - Compress the data.

Additional Configurations - Enter some other options of OpenVPN in this field. Each
expression can be separated by a ;.
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Status OpenVPN  X.509 Certificate

X.509 Certificate Import
Connection Index |1 v

CA Certificate ‘ Choose File | No file chosen

Local Certificate File | Choose File | No file chosen

Local Private Key ‘ Choose File | No file chosen

HMAC firewall Key ‘ Choose File | No file chosen

Pre-shared Key ‘ Choose File | No file chosen

PKCS#12 Certificate ‘ Choose File | No file chosen

X.509 Certificate Files
Index File Name File Size Date Modified

VPN->0penVPN->X.509 Certificate

. Connection Index
Displays the current connection index for OpenVPN channel.

. CA Certificate
Import CA certificate file.

. Local Certificate File
Import Local Certificate file.

. Local Private Key
Import Local Private Key file.

. HMAC Firewall Key
Import HMAC Firewall Key file.

. Pre-shared Key
Import the pre-shared key file.

. PKCS#12 Certificate
Import PKCS#12 Certificate
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11.2. Example Configuration VPN a 6944 Client and PC running as an
Open VPN Server

This section of the manual shows how to configure a 6944 running an Open VPN to a PC

Configuration
Step 1 - Install OpenVPN software on your PC and copy the related certifications and configuration
as shown below:

v > This PC > Windows (C:) > Program Files > OpenVPN > config
[J Name Date modified Type Size
# Quick access
m Desktop 0 cd
n ca.crt
& Downloads
dh2048.pem 1/2018 6:44 PM PEM
Documents 5
ipp.txt
= Pictures openvpn-status.log
config N server.ovpn [ 1 PM OpenVPN Config File
config a serverO1.crt
OpenVPN Client wit server01.key

Note: a) Download OpenVPN software from: https://openvpn.net/
b) Install and run OpenVPN software with administrator authority.

Step 2 - Add a “ccd” folder, and create a new notepad, rename it without suffix, configure it like
below:

|This PC » Windows (C:) * Program Files > OpenVPN > config > ccdl
o |:| Name

| | client01

p

| client01 - Notepad

File Edit Format View Help
|[iroute 192.168.5.0 255.255.255.0 |

Note: clientO1 is the common name; 192.168.5.0/24 is the subnet behind the Case Communications

6944

Step 3 - Configure the server.ovpn as shown below:

local 59.41.92.241 ifconfig-pool-persist ipp.txt
mode server push "route 192.168.10.0 255.255.255.0"
port 1194 client-config-dir ccd

proto udp route 192.168.5.0 255.255.255.0
dev tun keepalive 10 120

tun-mtu 1500 cipher BF-CBC

fragment 1500 comp-lzo

caca.crt max-clients 100

cert serverQl.crt persist-key

key serverOl.key # This file should be kept persist-tun

secret status openvpn-status.log

dh dh2048.pem verb 3

server 10.8.0.0 255.255.255.0

Configure the Client
Step 1: Go to VPN>OpenVPN>0OpenVPN>General Settings, click the Edit Button and configure
OpenVPN as below picture. Click Save > Apply
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OpenVPN Settings
General Settings

Index [1 ]
Enable v

Description | |

Mode |[Client v
Protocol  [upP v
Connection Type [TUN -]
Server Address  [59.41.92 241 |
Server Port  [1194 |
Authentication Method [x 509 v | @)
Encryption Type I BF-CBC . |
Renegotiate Interval  [3600 |
Keepalive Interval |20 ]
Keepalive Timeout |60 |
Fragment  [1500 ] &
Private Key Password [ 123456 ]
Output Verbosity Level [3 ]
Enable NAT
Enable PKCS#12
Enable X.509 Attribute nsCertType
Enable HMAC Firewall
Enable Compression LZ0 L
Additional Configurations ] (©)

Step 5 - Go to VPN>OpenVPN>X.509 Certificate, to import the related certification, Click Apply.

OpanVPN X509 Cartificate

G ¢ 040 O 0Oy

(RO

Step 6 - The Route has connected to the OpenVPN server. Go to VPN>OpenVPN>Status to check
the connection status.

Overview ‘ Status OpenVPN  X.509 Certificate

Industrial Interface Index Enable Description Status Uptime Virtual 1P
[l true Coanected 00:00:24 10.8.0.6 l

Network

Step 7 - Check the Routing Table on the OpenVPN Server for reference.
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Step 8 — Check the Routing Table on the OpenVPN Client for reference.

Route Table Information

Index Destination Netmask Gateway Interface
1 0.0.0.0 0.0.0.0 192.168.111.1 wan
12 10.8.0.1 255.255.255.255 10.8.0.5 tunt |
3 10.8.0.5 255.255.255.255 0.0.0.0 tunl
4 192.168.5.0 255.255.255.0 0.0.0.0 lan0
[5 192.168.10.0 255.255.255.0 10.8.0.5 tunl |
6 192.168.111.0 255.255.255.0 0.0.0.0 wan

Step 9 Testing - Enable CMD and Ping from the OpenVPN Server to the OpenVPN client LAN.

.1

} ent = 4, Rec
imate round trip t
Minimum = Z2ms, Maximum = ¢

Step 10 - Go to Maintenance>Debug Tool>Ping and Ping from the OpenVPN client to the
OpenVPN Server.

Overview Ping Traceroute
Ping Settings
Industrial Interface Host Address  [192.168.10.10 ]

Network Ping Count I 1
Local IP Address [

Link Management

Applications

VPN PING 192.168.10.10 (192.168.10.18): S6 data bytes
64 bytes from 192.168.10.19: segw® ttle127 time=2.740 ms
Maintenance 64 bytes from 192.168.10.10: seg=1 ttl=127 time=2.413 ms
Firrware Upgrade 64 bytes from 192.168.12.12: seqg=2 ttl=127 time=3.849 ns

64 bytes from 192.168.10.10: seq=3 ttle=127 time=3.481 ms

System
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11.3. ANO006 — 6944 Open VPN Client with X.509 Certificate.

Introduction
This section contains information regarding the configuration and use of an Open VPN Client using

an X.509 certificate.

Testing Topology

i

I
OpenVPN Server 192.168.10.0/24
192.168.5.0/24 OpenVPN Client  Base Station IP:59.41.92,.241

Configuration

Server Configuration
Step 1: Install OpenVPN software on the PC and copy the relevant certificates and configure the PC as

shown below:
PC > Windows (C ) > Program Files > Open VPN > Config

ccd File Folder

Ca.crt Security Certificate
Dh2048.pem PEM File

Ipp.txt Text Document
Openvpn-status.log Text document
Server.ovpn Open VPN Config File
ServerQl.crt Security Certificate
Server01.key Key File

Step 2: Add a “ccd” folder, and create a new notepad, rename it without suffix, configure as shown
below

This PC » Windows (C) » Program Files » OpenVPN > config » ccd

A |:| Name

\j client01

N

' client01 - Note pad

File Edit Format View Help
iroute 192.168.5.08 255.255.255.9

Note: client01 is the common name; 192.168.5.0/24 is the subnet behind the 6944
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Step3: The configuration for the Server should be as shown below server.ovpn

local 59.41.92.241
mode server

port 1194

proto udp

dev tun

tun-mtu 1500
fragment 1500
caca.crt

cert serverOl.crt
key serverOl.key # This file should be kept
secret

dh dh2048.pem

server 10.8.0.0 255.255.255.0

6944 Client Configuration

ifconfig-pool-persist ipp.txt
push "route 192.168.10.0 255.255.255.0"
client-config-dir ccd

route 192.168.5.0 255.255.255.0
keepalive 10 120

cipher BF-CBC

comp-lzo

max-clients 100

persist-key

persist-tun

status openvpn-status.log

verb 3

Step 1: Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure
the OpenVPN as shown below. Click Save>

Apply

OpenVPN Settings

Index

Enable

Description

Mode

Protocol

Connection Type
Server Address

Server Port
Authentication Method
Encryption Type
Renegotiate Interval
Keepalive Interval
Keepalive Timeout
Fragment

Private Key Password

Output Verbosity Level

Enable NAT

Enable PKCS#12

Enable X.509 Attribute nsCertType
Enable HMAC Firewall

Enable Compression LZO

Additional Configurations

General Settings

]‘.

-

[
irf‘ll-ﬁ’\l
[uor

[Tun

[59 4192 241

[F1sa

| x s0s

| BF-C8B«¢

[3s00

Advanced Settings

|
I
|
1)) o
|
|

lose

,

. Step 2: Go to VPN>OpenVPN>X.509 Certificate, to import the related certification, Click Apply.

Status OpenVPN X.%09 Cectificate

X509 Certificate Import
Comrecton Index L) -
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Step 3: To ensure the Route has connected to the OpenVPN server. Go to VPN>OpenVVPN>Status
to check the connection status.

communications

Overview Status OpenVPN  X.509 Certificate

OpenVPN Information

Industrial Interface Index Enable Description Status Uptime Virtual 1P

Link Management

Network h true Connected 00:00:24 10.8.0.6 ]

Step 4: Go to Network>Route>Static Route and add a new Static Route.

Static Route Settings
Static Route Settings
Index 1

Description |D|:en'\.-'Pr'1

IF Address |192.155.10.u

Gateway |10.S.n.1

Metric [0

|
|
Netmask [255.255.255.0 |
|
|
|

Interface |tun].

|_save [ Close |

Step 5: Enter the remote IP range details and set the Gateway as the virtual IP address, that the
OpenVPN server will assign itself, in this case 10.8.0.1. Set the Interface as tunl which is the
OpenVPN tunnel. Click Save>Apply

Checking the Routing Table on the Open VPN Server

Check the Routing Table on the OpenVPN Server for reference.

On—1link
On—link
On—1link
On—1link

Or in
On—-1link
On—1link

Check the Routing Table on the OpenVPN Client for reference.

Route Table Information

Index Destination Netmask Gateway Interface
1 0.0.0.0 0.0.0.0 192.168.111.1 wan
[2 10.8.0.1 255.255.255.255 10.8.0.5 tunt |
3 10.8.0.5 255.255.255.255 0.0.0.0 tunl
4 192.168.5.0 255.255.255.0 0.0.0.0 lan0
5 192.168.10.0 255.255.255.0 10.8.0.5 tuni |
6 192.168.111.0 255.255.255.0 0.0.0.0 wan
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Setting NAT
It may be necessary to enable NAT VPN>OpenVPN>Advanced Settings

Advanced Settings

Enable NAT []

Enable PKCS#12 LJ
Enable X.509 Attribute nsCertType J
Enable HMAC Firewall LJ

Enable Compression LZ0 J

®

Additional Configurations

Testing the VPN
Step 1: Enable CMD and Ping from OpenVPN Server to LAN of OpenVPN client.

CcY t Windo Vers 1 10.0.17134. 16

ed 4,
in milli-se

Av

Step 2: Go to Maintenance>Debug Tool>Ping and Ping from the OpenVPN client to OpenVPN
Server.

communications

Overview Ping Traceroute

Link Management Ping Settings

Industrial Interface Host Address [s 168.10.10 ]
Network Ping Count [t’. J
Applications Local IP Address | ]
VPN PING 192.168.10.10 (192.168.19.10): S6 data bytes

$ 64 bytes from 192.168.10.19: seqe® ttle127 time=2,740 ms
Maintenance 64 bytes from 192.168.10.10: seg=1 ttl=127 time=2.413 ns

Firmware Upgrade 64 bytes from 192.168.10.10: seq=2 ttl=127 time=3.849 ns

64 bytes from 192.168.12.10: seqe3 ttle=127 time=3.481 ms

System

Test successful.
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11.4. ANO016- How to generate the certificates for OpenVPN on
Windows OS.

Introduction
This document contains information on how to generate certificates for an Open VPN for Windows.

Configuration

Installing OpenVPN Software
Please download OpenVPN software and install onto a Windows PC: http://openvpn.net/index.php

Generating Certificates
Step 1 Open the command line with Administrator authority on Windows and cd to C:\Program

Files\OpenVPN\easy-rsa

B Administrator: Command Prompt - O X

Step 2 - Run the init-config.bat to copy configuration files to vars.bat (this command would
overwrite the previous vars.bat and openssl.cnf files).

B Administrator; Command Prompt - O X

Step 3 - Edit the vars.bat and set the KEY_COUNTRY, KEY_PROVINCE, KEY_CITY,
KEY_ORG, KEY_EMAIL parameters and so on.

Note: The parameters enter without any space between them.
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L
1 Gecho off
2 rem i
3 rem

4 rem w

6 rem Automatically set PATH to openssl.exe
7 FOR /F "tokens=2*%" IN ('REG QUERY "HKEY LOCAL MACHINE\SOFTWARE\OpenVEN"') DO set "PATH= ; \bin"

9 rem Alternatively defin
10 rem set "PATH=%PATH%

Program Files\OpenVPN\bin"

12 set HOME= \OpenVPN\easy-rsa
13 set KEY CONFIG=openssl-1.0.0.cnf

rem WARNING: clean-all will do
20 rem a rm -rf on this directory
» make sure you define

22 rem it correctly!

23 set KEY_DIR=keys

rem Increase this if you
Th

will slow
performance
28 en well as the one-time DH parms
29 rem generation process.

set DH KEY SIZE=2048

32 rem Private key size

set KEY SIZE=4096

rem These are the default wvalues for fields
which will be placed in the ce ficate.
Change these refle your

t leave any of these parms

rem Do

40 set KEY COUNTRY=CN

4 set KEY_PROVINCE=GD

2| set KEY CITY=Guangzhou

set KEY_ ORG=CpenVPN

set KEY EMATL=mail@navigateworx.domain
set KEY CN=OpenVPN

set KEY NAME=0OpenVFPN

set KEY_OU=OpenVPN

set PKCS11l MODULE_ PATH=changeme

set PKCsll PIN=1234

Step 5 - The command (build-ca.bat) will build the certificate authority(CA) certificate and the
private key by invoking the interactive openssl command.

B Administrator: Command Prompt

UK

Wycombe

support@case.uk.com
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Note: In the above sequence, most of queried parameters were defaulted to the values set in the
vars.bat file. The only parameter which must be explicitly entered is the Common Name.

Step 6. Generate a certificate and private key for the server by using build-key-server.bat server01.
Enter server01 when the Common Name is queried.

Note: server01 in “build-key-server.bat serverQl” is the file name of the certificate(the name of
public key and private key).

Step 7 - Generate a certificate and a private key for client by using build-key-pass.bat client01.
Note: that pass phrase is generated as following. It will be necessary to help the key authentication
in the OpenVPN client setting. Enter client01 when the Common Name is queried.
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Note: client01 in “build-key-pass.bat client0l1 ” is the file name of the certificate(the name of public
key and private key). Always use a unique common name for each client.

Step 8. Generate Diffie Hellman parameters.

:\Program Files\OpenVPN\easy-rsa

Step 9. Make sure Certificates have been generated, go to the path to check : C:\Program
Files\OpenVPN\easy-rsa\keys

This PC » Windows (C) » Program Files » OpenVPN » easy-rsa » keys v U | Search
A
L] Name ¥ Date modified Type Size

| 01.pem 9/14/2018 7:55 PM PEM File 8 KB
| 02.pem 9/14/2018 8:05 PM PEM File 8KB
p cacrt 9/14/2018 7:48 PM Security Certificate 3 KB
| cakay 9/14/2018 7:48 PM KEY File 4 KB
a client01.crt 9/14/2018 8:05 PM Security Certificate 8 KB

Ans | client01.csr 9/14/2018 8:05 PM CSR File 2 KB

1sh | client01.key 9/14/2018 8:05 PM KEY File A KB
| dh4096.pem 9/14/2018 8:15 PM PEM File 1KB

aral - index.txt 9/14/2018 8:05 PM Text Document 1KB
| index.txt.attr 9/14/2018 8:05 PM ATTR File 1KB
| serial 9/14/2018 8:05 PM File 1KB
p! server01.crt 9/14/2018 7:55 PM Security Certificate 8 KB
| serverO1.csr 9/14/2018 7:54 PM CSR File 2 KB
| server01.key 9/14/2018 7:54 PM KEY File 4 KB
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11.5. ANO007-Configuring an Open -VPN Client with a Pre-shared Key

Overview
This part of the document explains how to configure and use an Open VPN Client on a 6944 with a
Pre-Shared Key talking to an Open VPN Server.

y @

(('EI))

Testing Topology

[ ]

OpenVPN Server
OpenVPN Client Base Station IP:59.41.92.241

Virtual IP:10.8.0.1 Virtual IP:10.8.0.1

e The 6944 runs as an OpenVPN Client on an [P Network capable of pinging an IP OpenVPN server
successfully.
e A PC runs as an OpenVPN Server with a static public IP address and opens a specified listening
port for OpenVPN.
e An OpenVPN tunnel is established between the Server and Client, allowing the devices to PING
each other successfully. This is a point-to-point application.
Configuring an Open VPN Client with a pre-shared key
Server Configuration
Install OpenVPN software on a PC and copy the related certifications and configuration to the PC as
shown below:

|This PC » Windows (C) » Program Files » OpenVPN » configl v D Searchcon P
A [ Name Date modified Type Size

pre-shared.key 8/1/2018 11:18 AM KEY File 1KB

: () Server.ovpn 8/7/2018 9:59 AM OpenVPN Config File 11 KB

Note: Install and run OpenVPN software with administrator authority

Step 1 - Configure the server.ovpn as shown below:

local 59.41.92.241 cipher BF-CBC

proto udp comp-1zo

dev tun max-clients 100

tun-mtu 1500 persist-key

fragment 1500 persist-tun

ifconfig 10.8.0.1 10.8.0.2 status openvpn-status.log
keepalive 10 120 verb 3

secret pre-shared.key

Client Configuration
Step 1. Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure
OpenVPN as below picture. Click Save.
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OpenVPN Settings
General Settings

Index [1 ]
Enable L4

Description [

|
Mode [PzpP -]

Protocol  [UDP -]
Connection Type  [TUN -]
Server Address  [59.41.92.241| ]
Server Port  [1194 |
Authentication Method  [Pre-shared Key ] @
Encryption Type  [BF-CBC v
Local IP Address [ 10.8.0.2 |
Remote IP Address  [10.8.0.1 |
Renegotiate Interval  [3600 |
Keepalive Interval ~ [20 |
Keepalive Timeout |60 |
Fragment I 1500 | @
Output Verbosity Level (3 |

Enable NAT Cd
Enable HMAC Firewall
Enable Compression LZ0 L4

Additional Configurations | @

“ ==

Step 2. Click Save>Apply.
Step 3. Go to VPN>OpenVPN>X.509 Certificate, to import the related certification, Click Apply.

Overview Status OpenVPN X.S09 Certificate

Link Management X.509 Certificate Import

Industrial Interface Connection Index

Network CA Certificate Choose Fe  No fle choser <
Applications Local Certificate File Choose Fle  No e choser S
VPN Local Private Key | Choose Fle  No fe chose <
> OpeaVIN HMAC firewall Koy | Choose File  No e chosen <&
Maintenance lP.'("'J\.vod Key Choose Fe  No fie chose q

PKCS#12 Certficate Choose File  No e chose <&

Index File Name Fle Size Dote Modfied
¢ preshared key €36 Toe Ag 7 09:57-59 2018

Step 4: Check the Route has connected to the OpenVPN server. Go to VPN>OpenVPN>Status to check
the connection status.

communications

Overview Status OpenVPN X.509 Certificate

Industrial Interface Index  Enable Description Status Uptime Virtual IP
Network I true Connected 00:00:10 10.8.0.2 |

Step 5: Go to Network>Route>Static Route and add a new Static Route.

Section 11 Page 16



C a S e ((SW Section Eleven 6944 Manual

communications Open VPN Rev 2.8

Static Route Settings
Static Route Settings
Index 1

Description | Open'VPMN |
IF Address  [192.168.10.0 |
Metmask  |255.255.255.0 |
Gateway [10.8.0.1 |
Metric [0 |
Interface |tun 1 | &

[_save N close |

Step 6: Enter the required remote IP range details and set the Gateway as the virtual IP address the
OpenVPN server will assign to itself, in this case 10.8.0.1 and set Interface as tunl which is the OpenVPN
tunnel. Click Save

Step7: Click Save>Apply

Checking the Routing Table
Step 1: Check the Routing Table on the PC for reference.

J111. 1
10.10
shlaall

On—1link
On—1link

Step 2: Check the 6944 Routing Table on the Router for reference.

Index Destination Netmask Gateway Interface
1 0.0.0.0 0.0.0.0 192.168.111.1 wan
2 [10.8.0.1 255.255.255.255 0.0.0.0 tunt]
3 192.168.5.0 255.255.255.0 0.0.0.0 lanO
4 192.168.111.0 255.255.255.0 0.0.0.0 wan

Testing the Open VPN with a Pre-Shared Key
Step 1: Enable CMD and Ping the virtual IP from PC to router.

C er dmin ra b 10.8.0.2

Step 2: Go to Maintenance>Debug Tool>Ping and Ping the virtual IP from router to PC.

Overview Ping Traceroute

Link Management Ping Settings

Industrial Interface
Network
Applications

VPN

Maintenance

Firmware Upgrade
Sy=tem
Configuraton

> Debug Tools

Host Address
Ping Count
Local IP Address

PING 10.8.0.1 (10.8.90.1) S6 data bytes

64 bytes from TT1=128 Time=3 077 ms

63 bytes from tTTlw128 timew

64 bytes from TT1e128 timew
63 bytes from TLlwl28 time=
64 bytes from TT1=128 time=3
- 10.8.0.1 ping statistics ---
S packets transmitted, S packets received, @X packet loss
round-trip min/avg/max = 2.571/3.163/3.567 ms
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11.6. ANO008-Open VPN Client with Username and Password

Overview

This section relates to the configuration of an Open VPN Client with a Username and Password on the
Case Communications 6944 Industrial Router

Testing Topology

192.168.5.0/24 Client01

192.168.6.0/24 Client02

OpenVPN Server
1P:59.41.92.241

192.168.10.0/24

e Two 6944s run as OpenVPN Clients, ClientOl and Client02 on an IP network, which can ping an
OpenVPN server IP successfully.

e A PC runs as an OpenVPN Server with a static public IP and opens a specified port for listening for the

OpenVPN.

e The OpenVPN tunnel is established between the Server and the Client. ClientOl can ping Client02
successfully and vice versa.

Configuration
Server Configuration

Stepl. Install OpenVVPN software on your PC and copy the related certificates and configuration to the PC

as shown below:

IThis PC > Windows (C:) > Program Files > OpenVPN > config]

& D Name

A

ccd
[ auth.exe
s ca.crt
| | dh2048.pem

ipp.txt

—| openvpn-status.log

| password.txt
(?) server.ovpn

# serverO1.crt

| server01.key

Date modified

8/7/2018 2:30 PM
8/1/2018 2:51 PM
/31/2018 5:53 PM
31/2018 6:44 PM
/7/2018 2:57 PM
/7/2018 3:46 PM
/7/2018 1:57 PM
/7/2018 2:57 PM
/31/2018 5:54 PM
/31/2018 5:54 PM

® © O N N O

e

Note: a) Download OpenVPN software with: https://openvpn.net/
b) Install and run OpenVPN software logged on with administrator authority.

v ®» Searchcon L

Type Size

File folder

Application 55 KB
Security Certificate 2 KB
PEM File 1KB
Text Document 1 KB
Text Document 1 KB
Text Document 1 KB
OpenVPN Config File 12 KB
Security Certificate 5 KB
KEY File 2 KB

Step 2. Add a “ccd” folder, and create a new notepad, rename it without a suffix, configure as shown

below:
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[ Name [~

File Edit Format WView Help
iroute 192.168.5.8 255.255.255.09
push "route 192.168.6.8 255.255.255.0"

;| clientO2 |- Notepad

File Edit Format Wiew Help
iroute 192.168.6.8 255.255.255.0
push "route 192.168.5.8 255.255.255.8"

|| clientD1
| | client02

Note: client01 and client02 are the common name.
Step 3.Create a “password.txt” file, which including below content:

—| openvpn-status.log 8/7/2018 3:46 PM Text Document
v : password.txt 8/7/2018 1:57 PM Text Document

0 server.ovpn
| password.txt - Notepad
n serverO1.crt

File Edit Format View Help
|c1ient01 123456789 1
client@2 12345678 1

| server01.key

The format would be: common name password lor 0(1=enable,0=disable)
Step 4: Configure the server.ovpn as shown below:

local 59.41.92.241
mode server

port 1194

proto udp
client-cert-not-required
username-as-common-name
auth-user-pass-verify auth.exe via-env
script-security 3 system

dev tun

tun-mtu 1500

fragment 1500

caca.crt

cert serverQl.crt

key serverOl.key # This file should be kept secret
dh dh2048.pem

server 10.8.0.0 255.255.255.0
ifconfig-pool-persist ipp.txt

push "route 192.168.10.0 255.255.255.0"
client-config-dir ccd

route 192.168.5.0 255.255.255.0

route 192.168.6.0 255.255.255.0
client-to-client

keepalive 10 120

cipher BF-CBC

comp-lzo

max-clients 100

persist-key

persist-tun

status openvpn-status.log

verb 3

Section 11 Page 19



Case ((SW Section Eleven 6944 Manual

communications Open VPN Rev 2.8

Client01 Configuration
Step 1. Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure
OpenVPN as below picture. Click Save > Apply.

OpenVPN Settings

General Settings

Index [1 ]
Enable L4

Description |

|
Mode [Gliem - l

Protocol |LJDP v |

Connection Type |TUN - |
Server Address  [59.41.92.241 |
Server Port | 1194 |

Authentication Method |Password v | @

Encryption Type |BF~CBC - |
Username  [cliento |
Password | 123456789 |
Renegotiate Interval |3600 |
Keepalive Interval |20 |
Keepalive Timeout IGU I

Fragment  [1500 | @

|

Output Verbosity Level | 3

Enable NAT Cd

Enable HMAC Firewall
Enable Compression LZ0 v
Additional Configurations [ I @

Step 2: Go to VPN>OpenVPN>X.509 Certificate, to import the related certification, Click Save >Apply.

OpenVPN X509 Certificate

Unk Management X.509 Certificate Import

Industrial Interface Connection Index
Notwork [CA Certificane Chcose The | NoThe Churson 153
Local Cortificate Fie Crocne Fie  No e Chiomen <&
Local Privane Key TN <&
HMAL Mrenall Koy Cacone Fie  No e Charan <&
Pre-sharod Koy CAacone Fie  No e chovex é
PRCS# 12 Certificate =ns <

Index Fie Nyme Fie SQe Cuyve Mod Nnd
[ o ot 1183 Tue Auxy 7 14:17:06 2018

Step 3: If the Route has connected to OpenVPN server. Go to VPN>OpenVPN>Status to check the
connection status.

communications

Overview Status OpenVPN X.509 Certificate

Industrial Interface Enable Virtual 1P
2 o r22:1 .8,
Network l‘ true 1 Connected 00:22:10 10.8.0.6 ]

Step 4: Go to Network>Route>Static Route and add a new Static Route.
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Static Route Settings
Static Route Settings

Index

Description OpenVPN
1P Address 192.168.10.0
Netmask 255.255.255.0
Gateway 10.8.0.1
Metric

Interface  |tuni

i

EE

Step 5: Enter the required remote IP range details and set the Gateway as the virtual IP address the
OpenVPN server will assign to itself, in this case 10.8.0.1 and set Interface as tunl which is the OpenVPN
tunnel. Click Save > Apply

Client02 Configuration

Step 1: Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure
OpenVPN as shown below. Click Save > Apply.

OpenVPN Settings

Index 1

Enable T

Description

Mode Client -

|
Protocol |uoP - ]
Connection Type TUN - |
Server Address 59.41.92.241 |
Server Port 1194 |
Authentication Method Password -] @
Encryption Type BF-CBC - |
Usermname client02 |
Password [12345674 |
Renegotiate Interval 3600 |
Keepalive Interval 20 |
Keepalive Timeout |60 |
Fragment [1s00 ] @
Output Verbosity Level 3 |

Enable NAT sd
Enable HMAC Firewall
Enable Compression LZ0 L4
Additional Configurations [ @

=1 [==]
Step 2. Go to VPN>OpenVPN>X.509 Certificate, to import the related certification, Click Save > Apply.

communications

Overveew Status OpenVPN X.509 Certificate
Link Management X.509 Certificate Import

Industrial Interface Connection Index

Network [CA Certficate I <
Applications Local Certificate Fle - - &S
VPN Local Private Key ” ” S
» OpeaVIN HMAC firewall Key - S
Pre-shared Key o g')

PKCS#12 Certificate S

X.509 Certificate Files

Index Fle Name Fle Sze Date Modfed

I cacnt 1168 Tue Aug 7 14:17:06 2018

Step 3: If the Route has connected to OpenVPN server. Go to VPN>OpenVPN>Status to check the
connection status.
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cat s

Overview Status OpenVPN X.509 Certificate

Link Management OpenVPN Information

Industrial Interface Index  Ensble Description Status Uptime Virtual 1P

Network I! true user-pass Connected 00:13:00 10.8.0.10 |

Step 4: Go to Network>Route>Static Route and add a new Static Route.

Static Route Settings
Static Route Settings
Index 1

Description | OpenVPN |
IF Address |192.1Ea.10.n |
Metmask  [255.255.255.0 |
Gateway |ln.3.n.1 |
Metric [ | @
Interface |tun1 | @

[__save [ Close

Step 5: Enter the required remote IP range details and set the Gateway as the virtual IP address the
OpenVPN server will assign to itself, in this case 10.8.0.1 and set Interface as tunl which is the OpenVPN
tunnel. Click Save > Apply

Checking the Routing Tables

Step 1: Open the Routing Table on the OpenVPN Server for reference.

UOn—link
On—1link
On—1link
On—1link
On—1link
On—1lin

On—1link

Step 2: Check the Routing Table on ClientO1 for reference.

Route Table Information

Index Destination Netmask Gateway Interface
1 0.0.0.0 0.0.0.0 192.168.111.1 wan
2 10.8.0.0 255.255.255.0 10.8.0.5 tunl
g 10.8.0.5 255.255.255.255 0.0.0.0 tunl
4 192.168.5.0 255.255.255.0 0.0.0.0 lan0
5 192.168.6.0 255.255.255.0 10.8.0.5 tunl
6 192.168.10.0 255.255.255.0 10.8.0.5 tunl
7 192.168.111.0 255.255.255.0 0.0.0.0 wan

Step 3: Check the Routing Table on Client02 for reference.
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Index Destination Netmask Gateway Interface
1 0.0.0.0 0.0.0.0 192.168.111.1 wan
2 10.8.0.0 255.255.255.0 10.8.0.9 tunl
B 10.8.0.9 255.255.255.255 0.0.0.0 tunl
4 192.168.5.0 255.255.255.0 10.8.0.9 tunl
5 192.168.6.0 255.255.255.0 0.0.0.0 lan0
| 6 192.168.10.0 255.255.255.0 10.8.0.9 tunl
7 192.168.111.0 255.255.255.0 0.0.0.0 wan

Testing
Step 1: Ping from ClientO1 to Client02 and check the result as shown below:

communications

Overview

Industrial Interface Host Address | 192.1686.1
Network Ping Count |5

Local IP Address

Link Management

Applications

VPN PING 192.168.6.1 (192.168.6.1): 56 data bytes
64 bytes from 192.168.6.1: s¢qe0 ttls64 times5.255 ms

Maintenance 64 bytes from 192.168.6.1: seqel ttle64 times6.237 ms
Firmware Upgrade 64 bytes from 192.168.6.1: seqe2 ttle64 times5.052 ms
6.1

64 bytes from 192.168.6.1: seqe3 ttle64 time=6.026 ms

S

Step 2 and 3: Repeat the Ping test from Client 02 to client 01
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Overview
This section covers the use of an Open VPN running TAP with a pre-shared key and running in P2Pmode on
a Case Communications 6944 Industrial Router.

oD
= \

[ ]
OpenVPN Server
IP:59.41.92.241

Virtual 1P:10.1.0.1

ANO009-Open VPN Client Running TAP Pre-shared key P2P Mode

Testing Topology

(('EO)

OpenVPN Client
Virtual 1P:10.1.0.2

Base Station

10.1.0.0/24

o The 6944 runs as an OpenVPN Client which can ping the OpenVPN IP servers.

e A PC runs as an OpenVPN Server with a static public IP and opens a specified port a listening for an
OpenVPN.

e An OpenVPN tunnel is established between the Server and Client, the virtual IP can PING each other
successfully. The Server can ping the LAN PC and vice versa.
Configuration

Server Configuration
Step 1: Install OpenVPN software on a PC and copy the related certifications and configuration to the PC as

shown below:

This PC » Windows (C:) » Program Files » OpenVPN » config v
~
~ [ Name ~ Date modified Type Size
|= openvpn-status.log 8/8/2018 10:02 AM Text Document 1KB
("- 2p-server-tap-pre-shared.ovpn 8/8/2018 9:18 AM OpenVPN Config File 1KB
pP<p P-p p P g
U pre-shared.key 8/1/2018 11:18 AM KEY File 1 KB

Note: Install and run OpenVPN software logged on with administrator authority.

Step2: The configure the “p2p-server-tap-pre-shared.ovpn” as shown below:

mode p2p

persist-tun
port 1194 secret pre-shared.key # None TLS Mode
proto udp cipher BF-CBC
dev tap comp-1zo
#tap status openvpn-status.log
ifconfig 10.1.0.1 255.255.255.0 verb 3
keepalive 20 120 tun-mtu 1500
persist-key fragment 1500
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Client Configuration
Step 1: Go to VPN>OpenVPN>0OpenVPN>General Settings, click the Edit Button and configure

OpenVPN as shown below. Click Save > Apply.

OpenVPN Settings

General Settings

Index

Enable

Description

Mode

Protocol

Connection Type
Server Address
Server Port
Authentication Method
Encryption Type
Local IP Address
Local Netmask

TAP Bridge
Renegotiate Interval
Keepalive Interval
Keepalive Timeout

Fragment

Output Verbosity Level

[1

[ |

== "]

[uoP v

[Tar |
|

[59 41.92.241

[1194 |

[Pre—shared Key

[ BF-CBC

[10102

[255.255.255.0

[3600

[20

[s0

@

|
I
ILAND VI
|
|
I

l1500

E |

Advanced Settings

Enable NAT
Enable HMAC Firewall
Enable Compression LZ0

Additional Configurations

Step 2: Click Save>Apply.

L

L

Step 3: Go to VPN>OpenVPN>X.509 Certificate, to import the related certification, Click Apply.

Overview Status
Link Management
Industrial Interface
Network

Applications

Maintenance

Index Fle Name

OpenVPN

X. 509 Certificate Import

X.509 Certificate

Connection Index

CA Certificate Choose Fle No © S

Local Certificate File Choone Fie  No fie chonen PY
Local Private Key :Vx,r xose File  No fle chosen S
HMAC firewall Key [[Choose File No fie chosen &S
l Pre-shared Key | Choose File  No fle chose q
PKCS#12 Certificate | Choose Fiie No # S

X.509 Certificate Files

Flo Sixe

Date Modfod

I: pre-shared key

636 Wed Aug 8 05:22:45 2018]

Step 4: Route had connected to OpenVPN server. Go to VPN>OpenVPN>Status to check the

connection status.

communications

Overview Status

Link Management

Enable

Industrial Interface

OpenVPN

OpenVPN Information

X.509 Certificate

Virtual IP

Network D

Connected 00:15:58 10.1.0.2 |

Step 5: Go to Network>Route>Static Route and add a new Static Route.
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Static Route Settings
Static Route Settings
Index 1

Description |C-:e-1'-.-'='r1

IP Address  [59.41.92.241

Metmask |255.155.255.255

|
|
|
Gateway | 10.1.0.1] |
|
|

Metric [0 @
Interface |-_u-11 @

Step 6: Enter the required remote IP range details and set the Gateway as the virtual IP address the
OpenVPN server will assign to itself, in this case 10.8.0.1 and set Interface as tunl which is the
OpenVPN tunnel. Click Save

Step 7: Click Save>Apply

Routing Table
Step 1: Check the Routing Table on the PC for reference.

e

On—link
On—1link
On—1link
) 0.( On—1link

Step 2: Check the Routing Table on the Router for reference.

Route Table Information

Index Destination Netmask Gateway Interface
1 0.0.0.0 0.0.0.0 192.168.111.1 wan
(2 10.1.0.0 255.255.255.0 0.0.0.0 lano |
3 192.168.5.0 255.255.255.0 0.0.0.0 lan0
4 192.168.111.0 255.255.255.0 0.0.0.0 wan
Testing

Step 1: Enable CMD and Ping from the PC on the 6944 to the virtual LAN on the Server.

ol

C 4, L
in milli—

Minimum
Step 2: Ping from LAN device of the router to PC.
Step 3: Receive the Ping Reply to for success.
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11.8.
Overview
This document contains information regarding the configuration and use of a 6944 Industrial router
running OpenVPN with TAP running under P2P mode,

ANO010- OpenVPN Client_with_ TAP_under_P2P_mode

Software Version
Updates between document versions are cumulative. Therefore, the latest document will
include all the content of previous versions.

Release Date Doc. Version  Firmware Version Additional Software  Change Description
3.8.2018 V1.1 V1.1.1.4 (OcOc9fa) Std Software First released
Testing Topology
L] L]
g
_— [
10.1.0.0/24 OpenVPN Client  Base Station OpenVPN Server
Virtual 1P:10.1.0.2 IP:59.41.92.241
Virtual 1P:10.1.0.1

o The 6944 runs as an OpenVPN Client with any kind of IP, which can ping an OpenVPN IP server
successfully.

e A PC runs as an OpenVPN Server with a static public IP and opens a specified a port listening for
an OpenVPN.

e An OpenVPN tunnel is established between the Server and Client, the virtual IP can PING each
other successfully. The Server should be able to ping the LAN PC device and vice versa.

Configuration
Server Configuration
1. Install OpenVPN software on PC and copy the related certifications and configuration to the PC

as shown below:

This PC » Windows (C) * Program Files * OpenVPN » config

~

A [ Name Date modified Type Size
s ca.crt 7/31/2018 5:53 PM Security Certificate 2 KB
| | dh2048.pem 7/31/2018 6:44 PM PEM File 1KB
=] openvpn-status.log 8/7/2018 7:57 PM Text Document 0 KB
p2p-server-tap-x509.ovpn 8/1/2018 7:57 PM OpenVPN Config File 1KB
' server01.crt 7/31/2018 5:54 PM Security Certificate 5KB
|| server01.key 7/31/2018 5:54 PM KEY File 2KB

Note: Install and run the OpenVPN software using administrator authority.

2. Configure the “p2p-server-tap-x.509.ovpn” as shown below:
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mode p2p
port 1194
proto udp
dev tap

# tap

ifconfig 10.1.0.1 255.255.255.0

keepalive 20 120
persist-key
persist-tun
tls-server
caca.crt

cert serverQl.crt
key serverO1.key
dh dh2048.pem
#tls-auth ta.key O
cipher BF-CBC
comp-lzo

status openvpn-status.log

verb 3
tun-mtu 1500
fragment 1500

Router Configuration

Step 1. Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure
OpenVPN as below picture. Click Save > Apply

Index

Enable o

Description 1
Mode P2P - |
Protocol UuDP - |
Connection Type TAP - |
Server Address 59.41.92.241|
Server Port 1194
Authentication Method X.509 -] @
Encryption Type BF-CBC - I
Local IP Address 10.1.0.2
Local Netmask | 255.255.255.0 |
TAP Bridge LAMNO w |
Renegotiate Interval (3600 ]
Keepalive Interval 20
Keepalive Timeout 60
Fragment 1500 @)
Private Key Password 123456 ]
Output Verbosity Level 3 ]

Enable NAT L4
Enable PKCS#12

Enable X.509 Attribute nsCertType

Enable HMAC Firewall

Enable Compression LZ0 L
Additional Configurations

Advanced Settings

| @

OpenVPN Settings
General Settings

Step 3: Go to VPN>OpenVPN>X.509 Certificate, to import the related certification, Click Apply.
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communications

Overview Status OpenVPN X.509 Certificate

Industrial Interface Connection Index

Network CA Certficate Choose File  No fe chose S
Applications Local Cortificate File | Chcose File Mo e crose S
VPN Local Privote Key Choose File  No fle Choser PN
> HMAC firewall Key Croose File N fie Crose P
Pre-shared Key Croose File  No fie chom S
Maintenance PRCS#12 Certificate ———y &
Index Tl Name Fio S

cacrt s Toe Aug 7 175392 018

chertcrt a4 Tow Acg 7 17509 JL]

3 Chect_ ey 1504 Yoo Aug 7 17:39:48 2018

Step 4: If the Route has connected to OpenVPN server. Go to VPN>OpenVPN>Status to check the
connection status.

communications

Overview Status OpenVPN  X.509 Certificate

Industrial Interface Index  Enable Virtual 1P
|1 true 1 Connected 00:16:51 10.1.0.2}

Network

Step 5: Go to Network>Route>Static Route and add a new Static Route.

Static Route Settings
Static Route Settings

Index 1.

Description | OpenVPN

IP Address  |59.41.92.241

Netmask  |255.255.255.255

Gateway | 10.1.0.1|

Metric | 0 @
Interface |tun1 @

EE KETE

Step 6: Enter the required remote IP range details and set the Gateway as the virtual IP address the
OpenVPN server will assign to itself, in this case 10.8.0.1 and set Interface as tunl which is the
OpenVPN tunnel. Click Save > Apply
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Routing Table

Step 1: Look at the Routing Table on the PC for reference.

IPv4 R{:::-U’[.F dhlw

estinatior Netmask

0.0.0.0 0.0.0. 4}

0,0,0,0 0,0,0,0 . ),

10. 1. 0.0 ‘ . 259, ( On-link

10.1.0.1 255, 255. 255, 255 On-link lH L. H |
10. 1. 0. 255 5 ) On-link 10.1.0.1

Step 2: Look at the Routing Table on the 6944 router

Route Table Information

Index Destination Netmask Gateway Interface
1 0.0.0.0 0.0.0.0 192.168.111.1 wan
2 10.1.0.0 255.255.255.0 0.0.0.0 lan0
3 192.168.5.0 255.255.255.0 0.0.0.0 lan0
4 192.168.111.0 255.255.255.0 0.0.0.0 wan
Testing

Step 1: Enable CMD and Ping from PC side to LAN device of router.
dministrator>ping 10.1.0. 20

ith

und trip tim
3ms, Maximum = bms

11]'.

10. 1.
10. 1.0. 1: ol Ilms TT
10.1.0.1: by time<lms TT

Step 3: Test successfully
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11.9. ANO011-OpenVPN with TUN and X.509 certificate P2P Mode

Overview
This section relates to the configuration of a 6944 Industrial router running an OpenVVPN with TUN
and an X.509 certificate running under P2P mode.

, —

((IEO)

Testing Topology

|
OpenVPN Server
OpenVPN Client Base Station 1P:59.41.92.241
Virtual IP:10.1.0.2 Virtual IP:10.1.0.1

o The 6944 runs as an OpenVPN Client with any kind of IP, which can ping an OpenVPN IP server
successfully.

e APCruns as an OpenVPN Server with a static public IP address and opens a specific listening port
for an OpenVPN.

e [fthe OpenVPN tunnel is established between the Server and Client, the virtual IP can PING each
other successfully.

Configuration

Server Configuration
Step 1: Install OpenVPN software on PC and copy the related certifications and configuration to the

PC as shown below:

This PC » Windows (C:) » Program Files » OpenVPN » config v U  Searchcon P
~ [ Name v Date modified Type Size

p ca.crt 7/31/2018 5:53 PM Security Certificate 2 KB

| dh2048.pem 7/31/2018 6:44 PM PEM File 1KB

=| openvpn-status.log 8/7/2018 6:06 PM Text Document 0 KB

p2p-server-tun-x509.ovpn 8/7/2018 5:38 PM OpenVPN Config File 1KB

# server01.crt 7/31/2018 5:54 PM Security Certificate 5 KB

|| server01.key 7/31/2018 5:54 PM KEY File 2 KB

Note: Install and run OpenVPN software logged on with administrator authority.

Step 2: Configure the “p2p-server-tun-x.509” as shown below:

mode p2p persist-key #tls-auth ta.key 0

port 1194 persist-tun cipher BF-CBC

proto udp tls-server comp-Izo

dev tun caca.crt status openvpn-status.log
#tun cert serverOl.crt verb 3

ifconfig 10.8.0.1 10.8.0.2 key server0l.key tun-mtu 1500

keepalive 20 120 dh dh2048.pem fragment 1500
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Router Configuration
Step 1. Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure

OpenVPN as below picture. Click Save.

OpenVPN Settings

General Settings

Index 1

Enable ]

Description

Mode P2P

2
Protocol uDP - |
Connection Type TUN - |
Server Address [59.41.92.241 ]
Server Port 1194 J
Authentication Method [>.509 ] @
Encryption Type BF-CcBC - |
Local IP Address ECEES |
Remote IP Address 10.8.0.1 |
Renegotiate Interval 3600 ]
Keepalive Interval 20 ]
Keepalive Timeout 60 |
Fragment 1500 | @)
Private Key Password 7123456 J
Output Verbosity Level (= ]
Enable NAT ~
Enable PKCS#12
Enable X.509 Attribute nsCertType
Enable HMAC Firewall
Enable Compression LZO .
Additional Configurations l | @

Step 2: Click Save>Apply.
Step 3: Go to VPN>OpenVPN>X.509 Certificate, to import the related certification, Click Apply.

ommunications

Status OpenVPN X_509 Certificate

Link Management X.509 Certificate Import

Industrial Interface Conmection [ndex 1 -
Network CA Certificate Choone File Mo fie chone PN
Applications Local Certificate File CRoose File M) Tie CPures <
VPN Local Private Key Croone Fle  Ped fie CPures LS
HMAC fircwall Koy Croome Fle M) Tom CPurma S
Pre-shared Koy Choose Fie Mo fie chosen <
Maintenance PRCS# 12 Certificate Croone File MNo fie chose g';

niern Fda Mamw Fie Soe Date Modfund
cacrt 118 Tow Acg 7 17:39:32 2018

chertcrt 30 Tow Acg 7 1739

] Claert by 1834 Tew Acug 7 17:3%

Step4. If the Route has connected to OpenVPN server. Go to VPN>OpenVPN>Status to check the
connection status.

communications

Overview Status OpenVPN  X.509 Certificate

Link Management OpenVPN Information
Industrial Interface Index  Enable Description Status Uptime Virtual 1P

|1 true 1 Connected 00:16:51 10.1.0.2 )

Network

Step 5: Go to Network>Route>Static Route and add a new Static Route.
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Static Route Settings
Static Route Settings
Index 1

Description | OpenvPN

IP Address | 59.41.92.241

Metmask | 255.255.255.255

Gateway | 10.1.0.1]

Metric |c| 0
Interface |:u"|1 0

Step 6: Enter the required remote IP range details and set the Gateway as the virtual IP address the
OpenVPN server will assign to itself, in this case 10.8.0.1 and set Interface as tunl which is the
OpenVPN tunnel. Click Save

Step 7: Click Save>Apply

Checking the Routing Table
Step 1: Check the Routing Table on your PC

On-link
On-link
On-link
). ( . On-link
0.1 ¢ On-link

Step 2: Check the Routing Table on router

Route Table Information

Index Destination Netmask Gateway Interface
1 0.0.0.0 0.0.0.0 192.168.111.1 wan
2 10.8.0.1 255.255.255.255 0.0.0.0 tunl
3 192.168.5.0 255.255.255.0 0.0.0.0 lan0
4 192.168.111.0 255.255.255.0 0.0.0.0 wan

Step 3: Test Successful
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11.10. ANO050-6944 as an Open VPN Server with X.509 Certificate

Overview
This section relates to the configuration and use of OpenVPN Server with x.509 certification.

Testing Topology

192.168.5.0/24  OpenVPN Server Base Station 192.168.10.0/24

1P:59.41.92.241

OpenVPN Client

e The 6944 Router runs as OpenVPN Server with Public IP address or Domain Name, which can respond
to a ping from OpenVPN Client successfully.

e A PC runs as OpenVPN Client with an IP connection, able to connect to internet.

e An OpenVPN tunnel is established between the Server and Client, the subnets can PING each other

successful.

Configuration
Server Confiquration

1. Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure the

OpenVPN as shown below. Click Save.

OpenVPN Settings
General Settings

Index 1
Enable -~
Description [openven ]
Mode | Server - ‘
Protocol  [UDP ]
Connection Type [Tun -]
Max Clients |5 |
Authentication Method [ x.509 -] @
Encryption Type |[AES-256-CBC -]
Local IP Address | |
Local Port  [1194 |
Topology [ subnet -
Subnet [10.8.0.0 |
Subnet Netmask [ 255.255.255.0 |
Renegotiate Interval | 3600 ‘
Keepalive Interval | 10 ‘
Keepalive Timeout | 120 @
Fragment [o @

Private Key Password

Output Verbosity Level

J
|
[123456 |
[= J

Advanced Settings

Enable NAT ]
Enable Default Gateway
Enable PKCS#12
Enable CRL
Enable Client to Client
Enable Duplicate CN
Enable IP Persist
Enable HMAC Firewall
Enable Compression LZO ~

Additional Configurations

Step 2: Configure the 6944Route Management as shown below click “Save”.

| | @
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Route Settings
Route Management
Index |1

Enable &

Route |192.168.10.0/24 |

Push Route | 192.168.5.0/24 |

Enable Duplicate CN
Enable IP Persist

Enable HMAC Firewall
Enable Compression LZ0

(1@ 00|

Additional Configurations

Route Management

Step 3: Setting on Client Settings like below, click “Save”:

Client Settings
Client Settings
Index |1

Enable ¢

Common Name ‘clientOl
Client IP Address ‘

|
|
Internal Route \ 192.168.10.0/24 \
|
\

Push Route  |192.168.5.0/24

Additional Configurations [ W=

Enable Compression LZ0 v

Additional Configurations [ ] @

Route Management

192.168.10.0/24 192.168.5.0/24

Client Settings

Step 4: After that, click Save>Apply.

Step 5: Go to VPN>OpenVPN>X.509 Certificate, import the related certificates:
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Status OpenVPN X.509 Certificate
X.509 Certificate Import
OpenVPN Hode

CA Certificate ‘Chocse File | No file chosen  easent ‘é

Local Certificate File ‘ Choose File | No file chosen  xx:erit ‘&

Local Private Key ‘ Choose File | No file chosen  xxckey) ‘f;

DH File ‘ Choose File | No file chosen dh-p,e.m‘ &

HMAC Firewall Key ‘ Choose File | No file chosen ‘ 2

PKCS#12 Certificate ‘ Choose File | No file chosen ‘ Y

CRL File ‘ Choose File | No file chosen ‘ 2

X.509 Certificate Files
Index File Name File Size Date Modified

1 ca.crt 2399 Thu Mar 5 08:40:08 2020 ®
2 dh.pem 769 Thu Mar 5 08:40:45 2020 ®
3 server.crt 8192 Thu Mar 5 08:40:16 2020 ®
4 server.key 3272 Thu Mar 5 08:40:23 2020 ®

Client Configuration
Step 1: Install OpenVPN software on PC and copy the related certifications and configuration to the PC
like below:

This PC > Windows (C) > Program Files > OpenVPN » config

~

[] Name Date modified Type Size
p ca.crt 9/14/2018 7:48 PM Security Certificate 3 KB
) dient.ovpn 3/5/2020 3:44 PM OpenVPN Config File 1KB
n clientO1.crt 9/14/2018 8:05 PM Security Certificate 8 KB
| | client01.key 91 KEY File 4 KB

Note: a) Download OpenVPN software from a suitable site for example: https://openvpn.net/
b) Install and run OpenVPN software with administrator authority.

Step 2: Configure your Open VPN Client client.ovpn as shown below:

client

remote 59.41.92.241 1194
dev tun

proto udp
resolv-retry infinite
nobind

persist-key
persist-tun

caca.crt

cert clientO1.crt

key client01.key
remote-cert-tls server
cipher AES-256-CBC
keepalive 10 120
comp-Izo

verb 3
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Routing Table
Step 1: Check the Routing Table on OpenVPN Server for reference.

Status Static Route

Index Destination Netmask Gateway Metric Interface
1 0.0.0.0 0.0.0.0 192.168.111.1 0 wan
2 | 10.8.0.0 255.255.255.0 0.0.0.0 0 tuni]
3 192.168.5.0 255.255.255.0 0.0.0.0 0 lan0
4 |192.168.10.0 255.255,255.0 10.8.0.2 0 tunll
5 192.168.111.0 255.255.255.0 0.0.0.0 0 wan

Step 2: Route Table on OpenVPN Client for reference.

BX Select Administrator: Command Prompt

K

On-1link
k

Testing
Step 1: Enable CMD and Ping from your PC to the 6944 router.

C:

Step 2: Go to Maintenance>Debug Tool>Ping and Ping from router to your PC

communications

Overview Ping Traceroute

Link Management Ping Settings
Industrial Interface Host Address 10.8.0.1
Network Ping Count 5
Applications Local IP Address
VPN PING 10.8.0.1 (10.8.0.1): 56 data bytes

) 64 bytes from 10.8.0.1: seq=0 ttl=128 time=2.788 ms
Maintenance 64 bytes from 10.8.0.1: seqel ttl=128 time=3.141 ms

Firmware Upgrade 64 bytes from 10.8.9.1: seq=2 ttl=128 time=4.433 ms

64 bytes from 10.8.9.1: seq=3 ttl=128 time=3.103 ms
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Overview

AN57-Open VPN between 6944 routers with X.509Certificate.

This part of the manual explains how to configure and use of OpenVPN with x.509 certificate between
6944 Routers, one working as a server and one working as a client.

Compatibility
Release Date Doc. Version
5.3.2020 AVAINN

Testing Topology

Firmware Version
V1.1.4 (0cOc9fa)

Additional Software
Std Software

Change Description
First release

s

Base Station

=B

OpenVPN Server
IP: 113.65.127.47

192.168.6.0/24

OpenVPN Tunnel

OpenVPN Client

192.168.5.0/24

e A 6944 Router runs as OpenVPN Server with a Public IP address or Domain Name, which can be
accessed by another 6944 running an OpenVPN Client.
e Two PCs are connected to the LAN ports of the of OpenVPN Server and OpenVPN Client as the

subnet.

e An OpenVPN tunnel is established between the Server and Client, the subnets can PING each other

successfully
Configuration
Server Configuration

Step 1. Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure

OpenVPN as shown below. Click Save.

OpenVPN Settings

Index

Enable

Description

Mode

Protocol

Connection Type
Max Clients
Authentication Method
Encryption Type
Local 1P Address
Local Port

Topology

Subnet

Subnet Netmask
Renegotiate Interval

Keepalive Interval

Keepalive Timeout
Fragment
Private Key Password

Output Verbosity Level

= ]
|

[server

[uDe

e

[TunN
[s

[x.500

K

[BF-cec

[1194

[subnet -

[255.255.255.0

[3e00

[z0

[e0
1500

J
J
J
|
J
J
J
J
]
J
[10-8.0.0 |
J
J
J
|
|
|
|

W

@

@
@

Enable NAT

Enable Default Gateway
Enable PKCS# 12

Enable CRL

Enable Client to Client
Enable Duplicate CMN
Enable IP Persist

Enable HMAC Firewall
Enable Compression LZO

Additional Configurations

0Rooos

Q00
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Step 2. Go to Router Management and configure the route as shown below, then, click “Save”.
Index 1

Enable
Route  [192.168.5.0/24 |

Push Route  [192.168.6.0/24 |

e e A T WA el T

Enable Duplicate CN
Enable IP Persist
Enable HMAC Firewall

Enable Compression LZO

180 00¢

Additional Configurations

Route Management
Index Enable Route Push Route &)

Step 3: Go to Client Settings as shown below, click “Save”:

Client Settings

Client Settings

Index 1

Enable

Common Name |c|ient06

Client IP Address |

Push Route  [192.168.6.0/24

|
|
Internal Route  [192.168.5.0/24 |
|
|

Additional Configurations

L T R T T TR = 1 —J

Enable Compression LZ0

Additional Configurations

Route Management
Index Enable Route Push Route
1 true 192.168.5.0/24 192.168.6.0/24

Client Settings
Index Enable Common Name  Client IP Address Internal Route Push Route

Step 4: After that, click Save>Apply.
Step 5: Go to VPN>OpenVPN>X.509 Certificate, import the related certificates:

Status OpenVPN X.509 Certificate
X.509 Certificate Import
Operto e

CA Certificate ‘ Choose File | No file chosen  ca.ert! ‘é

Local Certificate File ‘ Choose File | No file chosen Xt ‘é

Local Private Key ‘ Choose File | No file chosen  xx.key) ‘:Ta

DH File ‘ Choose File | No file chosen dh.pem‘ Y

HMAC Firewall Key ‘ Choose File | No file chosen ‘é

PKCS#12 Certificate | Choose File | No file chosen |5

CRL File ‘ Choose File | No file chosen ‘ &

Index File Name File Size Date Modified

1 ca.crt 2399 Thu Mar 5 08:40:08 2020 ®
2 dh.pem 769 Thu Mar 5 08:40:45 2020 ®
3 server.crt 8192 Thu Mar 5 08:40:16 2020 ®
4 server.key 3272 Thu Mar 5 08:40:23 2020 ®
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Client Configuration

Step 1: Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure

OpenVPN as below picture. Click Save.

OpenVPN Settings

General Settings
Index
Enable
Description
Mode
Protocol
Connection Type
Server Address
Server Port
Authentication Method
Encryption Type
Renegotiate Interval
Keepalive Interval
Keepalive Timeout
Fragment
Private Key Password

Output Verbosity Level

Lo

[1

<

| Client

{

[upe

<

[Tun

[113.65.127.47

[1104

¢

[x.500

[BF-CBC ~

[3600

[20

[s0

[ 1500

[3

Advanced Settings
Enable NAT
Enable PKCS#12
Enable X.509 Attribute nsCertType
Enable HMAC Firewall
Enable Compression LZ0

Additional Configurations

Step 2: Go to VPN>OpenVPN>X.509 Certificate, import the related certificates:

Status OpenVPN

| | @

X.509 Certificate Configuration Files

X.509 Certificate Import

OpenVPN Mode
Connection Index
CA Certificate

Local Certificate File
Local Private Key
HMAC Firewall Key
Pre-shared Key
PKCS#12 Certificate
User-Password File

Private Key Password File

| Choose File | No file chosen  ¢a.crt \-;Ta

| Choose File | No file chosen  t.ert ‘eﬁ

| Choose File | No file chosen . key \-;Ta

| Choose File | No file chosen ‘ :T:
| Choose File | No file chosen ‘ -:T:
| Choose File | No file chosen ‘ 6
| Choose File | No file chosen ‘ 6
| Choose File | No file chosen ‘ &

X.509 Certificate Files

Index File Name File Size Date Modified
1 ca.crt 1188 Mon Dec 14 13:49:11 2020
2 client.crt 4382 Mon Dec 14 13:49:24 2020
3 client.key 1704 Mon Dec 14 13:49:31 2020

Step 3: Click Apply. The Client has connected to the Server successfully:
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Overview Status OpenVPN  X.509 Certificate ~ Configuration Files

Link Management OpenVPN Information

Industrial Interface Index  Enable Description Mode Status Uptime Local Virtual IP

1 true Client Connected 00:33:14 10.8.0.2
Network
Applications OpenVPN Server Status
Index Common Name Status Uptime Remate Virtual IP Remote IP Remote Port

VPN

» OpeaVPN

Routing Tables
Step 1: Check the Routing Table on the OpenVPN Server for reference.

Status Static Route

Route Table Information

Index Destination Netmask Gateway Metric Interface
1 0.0.0.0 0.0.0.0 10.10.10.1 100 wan
2 | 10800 255.255.255.0 0.0.0.0 0 n? |
3 10.10.10.0 255.255.255.0 0.0.0.0 0 wan
4 | 192.168.5.0 255.255.255.0 10.8.0.2 0 tunl |
5 192.168.6.0 255.255.255.0 0.0.0.0 0 lanD

Step 2: Check the Routing Table on the OpenVPN Client for reference.

Status  Static Route RIP OSPF BGP
Index Destination Netmask Gateway Metric Interface

1 0.0.0.0 0.0.0.0 10152.127.41 100 wwan1

2 | 10800 255.255.255.0 0.0.0.0 0 nt |

3 1015212740 255.255.255.252 0.0.0.0 0 wwanl

4 192.168.5.0 255.255.255.0 0.0.0.0 0 fan0

5 | 192.168.6.0 255.255.255.0 10.8.0.1 0 funt |
Testing
Step 1: Go to Maintenance>Debug Tool>Ping and Ping from OpenVPN Client to OpenVPN Server
LAN Device.

Ping Traceroute AT Debug

Ping Settings
Host Address  |192.168.6.2

Ping Count |5 ‘

Local IP Address ~ [192.168.5.1 \

PING 192.168.6.2 (192.168.6.2) from 192.168.5.1: 56 data bytes
64 bytes from 192.168.6.2: seq=0 tt1=63 time=45.031 ms
64 bytes from 192.168.6.2: seq=1 ttl=63 time=52.755 ms
64 bytes from 192.168.6.2: seq=2 ttl=63 time=39.448 ms
64 bytes from 192.168.6.2: seq=3 ttl=63 time=44.184 ms
64 bytes from 192.168.6.2: seq=4 tt1=63 time=43.928 ms

--192.168.6.2 ping statistics -
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 39.448/45.069/52.755 ms

Step 2: Go to Maintenance>Debug Tool>Ping and Ping from OpenVPN Server to OpenVPN Client
LAN Device.

Step 3: Test successfully.
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Overview
This document contains information regarding the configuration and use of OpenVPN with passwords
between two 6944’s, one working as a client and the other as a server

ANO058-Open VPN using passwords between two 6944°s

Software Version

Release Date  Doc. Version Firmware Additional Software Change Description

14.12.2020 V1.1 V1.1.4 (0cOc9fa) Standard Software First release

(&)
& OpenVPN Tunnel

Testing Topology

=B

OpenVPN Server
IP: 113.65.127.47

Base Station

OpenVPN Client 192.168.5.0/24

192.168.6.0/24

e The 6944 Router runs as OpenVPN Server with Public IP address or Domain Name, which can be
accessed by another 6944 as OpenVPN Client successfully.

e Two PCs are connected, one to the LAN of the OpenVPN Server and one to the OpenVPN Client on
their subnets.

e An OpenVPN tunnel is established between the Server and the Client, the subnet can PING each other

successfully
Configuration
Server Configuration

Step 1: Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure

OpenVPN as below picture. Click Save.

OpenVPN Settings
General Settings

Index

Keepalive Timeout

Fragment

[E J

D
D

Enable
Description [ ]
Mode lSo:vo' ~- [
Protocol [uoe ~ |
Connection Type [un ~]
Max Clients |5 ]

Authentication Method ]Passwqrd ~ [ D

Encryption Type IBF—CBC ~ l
Local IP Address [ ]
Local Port [1104 ]
Topology  [Subnet ~]
Subnet [108.0.0 ]
Subnet Netmask [255.255.255.0 ]
Renegotiate Interval ] 3600 l
Keepalive Interval [20 ]
|
J

Output Verbosity Level

Advanced Settings

Enable NAT

Enable Default Gateway (IS

Enable Client to Client

Enable Duplicate CN ()}

Enable IP Persist ]

Enable HMAC Firewall CJ
Enable Compression LZO

Additional Configurations

I

D

Step 2: Configure the Router Management as shown below, click “Save”.
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Route Settings
Route Management
Index |1

Enable
Route |192.168.5.0/24 |

Push Route  |192.168.6.0/24 |

Enable Duplicate CN
Enable IP Persist

Enable HMAC Firewall
Enable Compression LZ0

/80 00¢

Additional Configurations

Route Management

Step 3: Configure the 6944 Client as shown below, then click “Save”:

Client Settings

Client Settings

Index 1

Enable

Common Name  |dliento11

Client IP Address |

Qe O

Internal Route | 192.168.5.0/24

Push Route 192.168.6.0/24
Additional Configurations

192.168.5.0/24 192.168.6.0/24

Client Settings

Step 4: Configure the Client Password Management as shown below, then click “Save”:
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Client Password Settings
Client Password Management
Index |1

Enable
Username ‘client[]ll ‘ @

Password ‘ test01 ‘

Clhiauie NrAL rirewan )

Enable Compression LZ0

Additional Configurations [

Route Management

true 192.168.5.0/24 192.168.6.0/24

Client Settings

client011 192.168.5.0/24 192.168.6.0/24

Client Password Management

Step 5: Go to VPN>OpenVPN>X.509 Certificate, import the related certificates:

Status OpenVPN X.509 Certificate

X.509 Certificate Import
OpenVPN Mode

CA Certificate [ Choose File | No file chosen  ca.crt |<’>

Local Certificate File [ Choose File [No file chosen  xx.cfit |<’>

Local Private Key [ Choose File [No file chosen  xoxckey |<’>

DH File \ Choose File | No file chosen lih;@@[!l| =

HMAC Firewall Key [ Choose File [No file chosen |

PKCS#12 Certificate \ Choose File | No file chosen | &

CRL File \ Choose File | No file chosen |£>

Index File Name File Size Date Modified

1 ca.crt 2399 Thu Mar 5 08:40:08 2020 ®
2 dh.pem 769 Thu Mar 5 08:40:45 2020 ®
3 server.crt 8192 Thu Mar 5 08:40:16 2020 ®
4 server.key 3272 Thu Mar 5 08:40:23 2020 ®

Step 6: Click Apply.
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Client Configuration
Step 1: Go to VPN>OpenVPN>OpenVPN>General Settings, click the Edit Button and configure
OpenVPN as shown below. Click Save

OpenVPN Settings

General Settings
Index 1

Enable
Description ‘ |
Mode ‘Client he |
Protocol ‘ UDP ~ |
Connection Type  [TUN ~|

Server Address [113 65.127.47 I

Server Port ‘ 1194 |

Authentication Method [Pas;word - I @

Encryption Type ‘BFVCBC ~ |

Username ‘ client011 |

Password ‘ test01

Renegotiate Interval ‘ 3600

Keepalive Timeout ‘ 60

|
|
Keepalive Interval ‘ 20 |
|
|

@
@

Fragment ‘ 1500

Output Verbosity Level

Advanced Settings

Enable NAT

Enable HMAC Firewall

(NN <

Enable Compression LZ0

| ®

Step 2: Go to VPN>OpenVPN>X.509 Certificate, import the related certificates:

Additional Configurations

Status OpenVPN X.509 Certificate Configuration Files
OpenVPN Mode
Connection Index

CA Certificate | Choose File | No file chosen ea.ert |<5

Local Certificate File | Choose File | No file chosen |s'a

Local Private Key | Choose File | No file chosen |£>

HMAC Firewall Key | Choose File | No file chosen |<T>

Pre-shared Key | Choose File | No file chosen |é>

PKCS#12 Certificate | Choose File | No file chosen |-—£;

User-Password File | Choose File | No file chosen |£)

Private Key Password File | Choose File | No file chosen |£>

Index File Name File Size Date Modified

1 | caat 1188 Mon Dec 14 13:49:11 2020 | ®

Step 3: Click Apply. Ensure the Client has connected to the Server:

Overview Status OpenVPN  X.509 Certificate Configuration Files

Link Management OpenVPN Information

Industrial Interfaca Index  Enable Description Mode Status Uptime Local Virtual IP

1 true Client Connected 00:21:38 10.8.0.2
Network

OpenVPN Server Status
Index  Common Name Status Uptime Remote Virtual 1P Remote IP Remote Port

Applications
VPN

» OpeaVEN
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Checking the Routing Table
Step 1: Check the Routing Table on the OpenVPN Server for reference.

Status Static Route

Route Table Information

Index Destination Netmask Gateway Metric  Interface
1 0.0.00 0.0.00 10.10.10.1 100 wan
2| 10800 255.255.255.0 0,000 0 tunt |
3 10.10.10.0 255.255.255.0 0.00.0 0 wan
4 | 192.1685.0 255.255.255.0 10.8.0.2 0 tuni |
5 192.1686.0 255.255.255.0 0.00.0 0 lan0

Step 2: Check the Routing Table on the OpenVPN Client for reference.

Status  Static Route RIP OSPF BGP
Index Destination Netmask Gateway Metric  Interface

| 0000 0.0.00 1015212741 100 wwanl

2| 10800 255.255.255.0 00.0.0 0 |

3 1015212740 255.255.255.252 0.0.00 0 wwant

4 192.168.5.0 255.255.255.0 0.0.00 0 land

5 | 192.168.6.0 255.255.255.0 108.0.1 0 tunt |
Testing
Step 1: Go to Maintenance>Debug Tool>Ping and Ping from the OpenVPN Client to OpenVPN Server
LAN Device.

Ping Traceroute AT Debug

Ping Settings
Host Address | 192.168.6.2

Ping Count |5 |

Local IP Address  [192.168.5.1 |

PING 192.168.6.2 (192.168.6.2) from 192.168.5.1: 56 data bytes
64 bytes from 192.168.6.2: seq=0 tt/=63 time=45.031 ms
64 bytes from 192.168.6.2: seq=1 tt/=63 time=52.755 ms
64 bytes from 192.168.6.2: seq=2 tt/=63 time=39.448 ms
64 bytes from 192.168.6.2: seq=3 tt/=63 time=44.184 ms
64 bytes from 192.168.6.2: seq=4 tt/=63 time=43.928 ms

---192.168.6.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 39.448/45.069/52.755 ms

Step 2: Go to Maintenance>Debug Tool>Ping and Ping from the OpenVPN Server to the OpenVPN
Client’s LAN Device

Ping Traceroute AT Debug

Ping Settings
Host Address 192.168.5.2

Ping Count | 5 ‘

Local IP Address  [192.168.6.1 |

PING 192.168.5.2 (192.168.5.2) from 192.168.6.1: 56 data bytes
64 bytes from 192.168.5.2: seq=0 ttl=63 time=34.432 ms
64 bytes from 192.168.5.2: seq=1 ttl=63 time=44.027 ms
64 bytes from 192.168.5.2: seq=2 ttl=63 time=38.660 ms
64 bytes from 192.168.5.2: seq=3 ttl=63 time=44.314 ms
64 bytes from 192.168.5.2: seq=4 ttl=63 time=54.063 ms

---192.168.5.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 34.432/43.099/54.063 ms
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12 IP SEC

12.1. IP Sec Overview

Overview

IPSec provides secure communication tunnels between devices. The various tunnel configurations
will be displayed in the Tunnel Table at the bottom of the page. All tunnels are created using the ESP
(Encapsulating Security Payload) protocol.

Basic Configuration
Go to VPN> IP Sec

Status IPSec

IPSec Information

Index Enable Description Status Uptime

VPN->|PSec->Status

Enable
Displays current [PSec settings is enable or disable.

e Description
Displays the description of current VPN channel.

e  Status
Displays the current VPN connection status.
e Uptime
Displays the connection time since VPN is established.

. IPSec Settings

General Settings
Index 1

Enable [«

Description |

Remote Gateway |

IKE Version | IKEvV1 v
Connection Type |Tunne| v
Negotiation Mode |Main v
Authentication Method |Pre—shared Key and Xauth v

Local Pre-shared Key |

Local ID Type |IP\.r4 Address v

Xauth Identity |

Xauth Password |

Remote Subnet |

|
|
|
|
|
|
Local Subnet | |
|
|
|
|
|
|

Remote ID Type  [IPv4 Address v
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VPN->IPSec

Enable - Select Enable will launch the IPSec process.

Description -  Enter a description for this IPSec VPN tunnel.

Remote Gateway - Enter the IP address of the remote endpoint of the tunnel.
IKE Version - Internet Key Exchange, select from “IKEv1” or “IKEv2”.
Connection Type

Select from “Tunnel” or “Transport”.

Tunnel: In tunnel mode, the entire IP packet is encrypted and authenticated. It is then
encapsulated into a new IP packet with a new IP header. Tunnel mode is used to create virtual
private networks for network-to-network communications.

Transport: In transport mode, only the payload of the IP packet is usually encrypted or
authenticated. The routing is intact, since the IP header is neither modified nor encrypted.
Negotiation Mode - Select from “Main” or “Aggressive”.

Authentication Method - Select from “Pre-shared Key” or “Pre-shared Key and Xauth”.

Local Subnet - Ener the IP address with the sub-mask if the network beyond the local LAN
will be sending packets through the tunnel.
NOTE: The Remote subnet and Local subnet addresses must not overlap!

Local Pre-shared Key - Enter the pre-shared key which match the remote endpoint.

Local ID Type - The local endpoint's identification. The identifier can be a host name or an IP
address.

Xauth Identity - Enter Xauth identity after “Pre-shared Key and Xauth” on authentication
Method is enabled.

Xauth Password - Enter Xauth password “Pre-shared Key and Xauth” on authentication
Method is enabled.

Remote Subnet - Enter an IP address with mask if encrypted packets are also destined for the
specified network that is beyond the Remote IP Address.
NOTE: The Remote subnet and Local subnet addresses must not overlap!

Remote ID Type - The authentication address of the remote endpoint.
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IKE Proposal Settings

Encryption algorithm |#\ES—256 v |
Hash Algerithm | SHAZ 256 v |
Diffie-Hellman group |GI'OUp5(mo-dp1536) v |

Lifetime {1440

ESP Proposal Settings

Encryption algorithm AES-256

Hash Algorithm | SHAZ 256 v |

Diffie-Hellman group | Groups(modp1536) v |

Lifetime | 60

Advanced Settings

DPD Interval | 30

® Qe

|
DPD Timeout |90 |
|

Additional Configurations |

EE KEE

VPN->IPSec

Encryption Algorithm (IKE) - Select 3DES AES-128, AES-192, or AES-256 encryption.

Hash Algorithm (IKE) - Select from MDS5, SHA1, SHA2 256, SHA2 384 or SHA2 512
hashing.

Diffie-Hellman Group (IKE) - Negotiate (None) or use 768 (Group 1), 1024 (Group 2), 1536
(Group 5) or 2048 (Group 14) etc.

Lifetime (IKE) - How long the keying channel of a connection should last before being
renegotiated.

Encryption Algorithm (ESP) - Select 3DES AES-128, AES-192, or AES-256 encryption.

Hash Algorithm (ESP) - Select from MDS5, SHA1, SHA2 256, SHA2 384 or SHA2 512
hashing.

Diffie-Hellman Group (ESP) - Negotiate (None) or use 768 (Group 1), 1024 (Group 2), 1536
(Group 5) or 2048 (Group 14) etc.

Lifetime (ESP) - How long a particular instance of a connection should last, from successful
negotiation to expiry.

Dead Peer Interval - Enter the interval after which DPD is triggered if no IPsec protected
packets is received from the peer.

Dead Peer Detection — Timeout - Enter the remote peer probe response timer.

Additional Configurations - Enter some other options of IPSec in this field. Each expression
can be separated by a *;’
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12.2. ANO012 — IP Sec with Pre-Shared Key to Cisco

Overview

This document contains information regarding the configuration of a 6944 Industrial router running IP

Sec with a pre-shared key to a Cisco router.

Software Version

Updates between document versions are cumulative. Therefore, the latest document will include all

the content of previous versions.

Release Date Doc. Version

Firmware Version Additional sw Change Description

3.8.2018 V1.1

V1.1.4 (0cOc09fa) Std Software First released

Testing Topology

192.168.6.0/24 IPSec Client Base Station

WAN:192.168.111.254/24 192.168.50.0/24

o The 6944 runs as an IPSec Client capable of pinging an, IPSec server successfully.

e The CISCO router runs as an IPSec Server with a static public IP Address.
e An [PSec tunnel is established between the 6944 and Cisco router.

Configuration
Server Confiquration

Step : Login to CISCO router and configure as shown below:

cisco2811#show running-config
Building configuration...

Current configuration : 3071 bytes
|

version 12.4

hostname cisco2811

logging message-counter syslog
enable secret 5

$1$tw/d$UQQ3Xh06Nn.2HHFeAVIgXJ.
|

no aaa new-model

!

ip domain name cisco.com

ip name-server 192.168.111.1

ip address-pool local

no ipv6 cef

!

multilink bundle-name authenticated
!

username cisco password 0 cisco
archive

log config

hidekeys

|

E:rypto isakmp policy 10

encr aes 256

hash md5

authentication pre-share

group 5

crypto isakmp key 6 cisco address 0.0.0.0
0.0.0.0

I

crypto ipsec transform-set 6944 esp-3des esp-
md5-hmac

I

crypto dynamic-map DYN 10

set transform-set 6944

set pfs group5

match address 101

reverse-route

I

crypto map SMAP 10 ipsec-isakmp dynamic
DYN

|

track 1 interface FastEthernet0/0 line-protocol
]

interface Loopback0
ip address 192.168.50.1 255.255.255.0
]

interface FastEthernet0/0
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ip route 0.0.0.00.0.0.0 192.168.111.1
no ip http server

ip address 192.168.111.254 255.255.255.0
ip nat outside

ip nat enable no ip http secure-server

ip virtual-reassembly !

duplex full ip nat inside source list 10 interface
speed auto FastEthernet0/0 overload

no mop enabled
crypto map SMAP
I

interface FastEthernet0/1

]
ip access-list extended VPN

permit ip 192.168.50.0 0.0.0.255 192.168.6.0
0.0.0.255

ip address 192.168.5.1 255.255.255.0 !
access-list 10 permit 192.168.5.0 0.0.0.255

ip nat inside

ip nat enable access-list 101 permit ip 192.168.50.0
ip virtual-reassembly 0.0.0.255 192.168.6.0 0.0.0.255
duplex auto snmp-server community public RO
speed auto end

! cisco2811#
ip forward-protocol nd

Client Configuration (on 6944)
Step 1. Go to VPN>IPSec>IPSec>General Settings, click the Edit Button and configure IPSec VPN as

shown below . Click Save> Apply

General Settings

Index
Enable L4
Description IPsec_Pre-shared Key
Remote Gateway 192.168.111.254
IKE Version IKEv1 -
Connection Type | Tunne! -
Negotiation Mode Main -
Authentication Method [Pre-shared Key -

Local Subnet 192.168.6.0/24

Local Pre-shared Key cisco
Local ID Type IPva4 Address -
Remote Subnet 192.168.50.0/24
Remote ID Type IPv4 Address w

|

IKE Proposal Settings

Encryption algorithm AES-256 -
Hash Algorithm MD5 -
Diffie-Hellman group [ Groups(modp1536) v |

Lifetime  [1440

ESP Proposal Settings

Encryption algorithm | 3DES -

Hash Algorithm |MD5 -

Diffie-Hellman group [Groupsnnodmsﬁﬁm v
Lifetime | 60

Advanced Settings

DPD Interval [30 @

DPD Timeout |20 @

Additional Configurations | @
oo

Step 3: Check to see if the IP-Sec tunnel has connected successfully. Go to VPN>IPSec>Status to check
the connection status.
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communications

Overview Status IPSec

Link Management IPSec Information

Industrial Interface Index  Enable Description Status Uptime
1 true  IPsec_Pre-shared Key Connected 00:22:06 |

Network

Testing
Step 1: Ping from the CISCO router to the 6944, LAN to LAN to make sure its working correctly

1. Ping from the 6944 to the CISCO router, LAN to LAN communication is working correctly.
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12.3. ANO013 - IP Sec and FQDN to a Cisco router

Overview

This document contains information regarding a 6944 running IP Sec and FQDN to a Cisco router

Software Version

Updates between document versions are cumulative. Therefore, the latest document will include all the

content of previous versions.

Release Date Doc. Version Firmware Version Additional software | Change Description

3.8.2018 V1.1

V1.1.4 (0OcOc09fa)

Std Software First released

Testing Topology

(('ED)

102.168.6.0/24 IPSec Client Base Station

Cisco

|PSec Server E e

WAN:192.168.111.254/24 192.168.50.0/24

e The 6944 runs as an [PSec Client with an IP address, which can ping an IP Server using [PSec

e The CISCO router runs as an [PSec Server with a static public I[P Address.
e An IPSec tunnel is established between the 6944 and the Cisco router

Configuration
Server Configuration

Step 1: Login to the CISCO router and configure it as shown below:

cisco2811#show running-config
Building configuration...

version 12.4

hostname cisco2811

I

logging message-counter syslog

enable secret 5
$1$tw/d$UQQ3Xh06n.2HHFeAVIgXJ.
I

no aaa new-model
ip cef
|

ip name-server 192.168.111.1
ip address-pool local
multilink bundle-name authenticated
I
username cisco password 0 cisco
archive
log config
hidekeys
|

crypto isakmp policy 10

encr aes 256

hash md5

authentication pre-share

group 5

crypto isakmp key 6 cisco hostname 6944

crypto isakmp identity hostname
|

crypto isakmp peer address 0.0.0.0

set aggressive-mode password cisco

set aggressive-mode client-endpoint fqdn
6944

!

crypto ipsec transform-set 6944 esp-3des esp-
md5-hmac

!

crypto dynamic-map DYN 10

set transform-set 6944

set pfs group5

match address 101

reverse-route

1

crypto map SMAP 10 ipsec-isakmp dynamic
DYN

I

track 1 interface FastEthernet0/0 line-protocol
]

interface Loopback0
ip address 192.168.50.1 255.255.255.0
]

interface FastEthernet0/0
ip address 192.168.111.254 255.255.255.0
ip nat outside
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ip nat enable

ip virtual-reassembly
duplex full

speed auto

no mop enabled
crypto map SMAP

|

interface FastEthernet0/1
ip address 192.168.5.1 255.255.255.0
ip nat inside

ip nat enable

ip virtual-reassembly
duplex auto

speed auto

ip forward-protocol nd

ip route 0.0.0.00.0.0.0 192.168.111.1

ip nat inside source list 10 interface
FastEthernet0/0 overload

!

ip access-list extended VPN

permit ip 192.168.50.0 0.0.0.255 192.168.6.0
0.0.0.255

1

access-list 10 permit 192.168.5.0 0.0.0.255
access-list 101 permit ip 192.168.50.0
0.0.0.255 192.168.6.0 0.0.0.255
snmp-server community public RO

!

end

Ccisco2811#

Client Configuration

Step 1. Go to VPN>IPSec>IPSec>General Settings, click the Edit Button and configure IPSec VPN

as shown below. Click Save.

IPSec Settings

General Settings
Index

Enable

Description

Remote Gateway
IKE Version
Connection Type
Negotiation Mode
Authentication Method
Local Subnet

Local Pre-shared Key
Local ID Type

Local ID

Remote Subnet
Remote ID Type

Remote ID

]
U4

[W
IKEv1 v

‘ Pre-shared Key

[192.1686.026 |
cisco ]
NR500 @
192.168.50.0/24

‘FaDN v
cisco2811 @

IKE Proposal Settings
Encryption algorithm
Hash Algorithm
Diffie-Hellman group
Lifetime

ESP Proposal Settings

AES-256 v
MD5 v

Group5(modp1536) v ]

1440

\

Encryption algorithm
Hash Algorithm
Diffie-Hellman group

Lifetime

3DES v
MD5 v
GroupS(modp1536) v

60

|

Advanced Settings
DPD Interval

DPD Timeout

Additional Configurations

Step 2: Click Save>Apply.

30 @
20 @
@

==

Step 3: IPSec had been connected successfully. Go to VPN>IPSec>Status to check the connection

status.
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communications

Overview Status IPSec

Link Management IPSec Information

Industrial Interface Index  Enable Description Status Uptime
Network l1 true  IPsec_Pre-shared Key Connected 00:22:06 |

Testing
Step 1: Ping from a CISCO router to the 6944, LAN to LAN communication is working correctly.

Step 2: Ping from the 6944 to the CISCO router, LAN to LAN communication is working correctly.

communications

Overview Ping Traceroute

Link Management Ping Settings

Industrial Interface Host Address | 192.168.50.1
Ping Count 5

Network

Applications Local IP Address | 192.168.6.1

VPN PING 192.168.50.1 (192.168.50.1) from 192.168.6.1: 56 data bytes
64 bytes from 192.168.50.1: seq=0 ttl=255 time=1.607 ms

Maintenance 64 bytes from 192.168.50.1: seq=1 ttl=255 time=1.854 ms

64 bytes from 192.168.50.1: seqe2 ttls255 time=1.510 ms
64 bytes from 192.168.50.1: seq=3 ttl=255 time=1.514 ms

Firmware Upgrade

Step 3: Test successful.
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12.4. ANO014 -1P Sec with Pre-Shared Key to a Cisco Router

Overview
This document contains information regarding configuring a 6944 running IP Sec with a Pre-Shared

Key to a Cisco router.

Software Version

Updates between document versions are cumulative. Therefore, the latest document will include all

the content of previous versions.

Release Date

Doc. Version

Firmware Version Additional software | Change Description

3.8.2018 V1.1

V1.1.4 (0OcOc09fa)

Std Software First release

Testing Topology

192.168.6.0/24 IPSec Client Base Station

WAN:192.168.111.254/24  192.168.50.0/24

e The 6944 runs as an IPSec Client which can run over an IPSec Tunnel to an IP Server.

o The CISCO router runs as an IPSec Server with a static public IP address.

e An IPSec tunnel is established between the 6944 and Cisco router.

Configuration
Server Configuration

Step 1. Login to the CISCO router and setting like below:

cisco2811#show running-config
version 12.4

hostname cisco2811

|

enable secret 5

$1$tw/d$UQQ3Xh06Nn.2HHFeAVIgXJ.

aaa new-model

aaa authentication login LOGIN local

aaa session-id common
dot11 syslog
ip source-route
I
ip cef
ip domain name cisco.com
ip name-server 192.168.111.1
ip address-pool local
no ipv6 cef
I
username cisco password 0 cisco
archive
log config
hidekeys
I

crypto isakmp policy 10

encr aes 256

hash md5

authentication pre-share

group 5

crypto isakmp key 6 cisco address 0.0.0.0
0.0.0.0

|

crypto ipsec transform-set 6944 esp-3des esp-
md5-hmac

|

crypto dynamic-map DYN 10

set transform-set 6944

set pfs group5

match address 101

reverse-route

|

crypto map MAP client authentication list
LOGIN

crypto map MAP 10 ipsec-isakmp dynamic
DYN

|

track 1 interface FastEthernet0/0 line-protocol
interface Loopback0

ip address 192.168.50.1 255.255.255.0
I
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interface FastEthernet0/0

ip address 192.168.111.254 255.255.255.0
ip nat outside

ip nat enable

ip virtual-reassembly

duplex full

speed auto

no mop enabled

crypto map MAP

I

interface FastEthernet0/1

ip address 192.168.5.1 255.255.255.0
ip nat inside

ip nat enable

ip virtual-reassembly

duplex auto

speed auto
I

Client Configuration

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 192.168.111.1

ip nat inside source list 10 interface
FastEthernet0/0 overload

|

ip access-list extended VPN

permit ip 192.168.50.0 0.0.0.255 192.168.6.0
0.0.0.255

|

access-list 10 permit 192.168.5.0 0.0.0.255
access-list 101 permit ip 192.168.50.0
0.0.0.255 192.168.6.0 0.0.0.255

11

line con 0

line vty 5 15

exec-timeout 5 2

end

Stepl: Go to VPN>IPSec>IPSec>General Settings, click the Edit Button and configure IPSec VPN

as shown below. Click Save.

IPSec Settings

||

General Settings
Index

Enable )

Description
Remote Gateway
IKE Version
Connection Type

Negotiation Mode

[ IPsec_Pre-shared Key

[192.168.111.254

‘IKEV1

[Main

Authentication Method

‘Tunnel A |
]
Pre-shared Key and Xauth v |

T

Local Subnet
Local Pre-shared Key

Local ID Type

192.168.6.0/24

‘ cisco

‘IF\."l Address v |

Xauth Identity

Xauth Password

‘CISCD ]

‘ cisco

Remote Subnet

Remote ID Type

‘ 192.168.50.0/24 |

[1Pv4 Agaress "

IKE Proposal Settings
Encryption algorithm

Hash Algorithm

Diffie-Hellman group

AES-256 v
v

MDS

GroupS(modp1536)

Lifetime

1440 |

ESP Proposal Settings

Encryption algorithm 3DES

‘ |

Hash Algorithm MDS5

Diffie-Hellman group

Group5(modp1536)

Lifetime 60

Advanced Settings

DPD Interval 30

DPD Timeout 90

Additional Configurations

2. Click Save>Apply.

Step 3: If the IPSec tunnel has connected successfully. Go to VPN>IPSec>Status to check the

connection status.
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IPSec

Overview Status

Link Management IPSec Information
Industrial Interface Index  Enable Description Status Uptime
[t true  IPsec Pre-shared Key Connected 00:22:06 |

Network

Testing
Step 2: Ping from the CISCO router to the 6944, LAN to LAN to ensure the VPN is working.

nt (100/100) .

Step 3: Ping from the 6944 to the CISCO router, to ensure LAN to LAN communication is working
correctly.

communications

Overview
Link Management

Industrial Interface Host Address
Ping Count |5

192.168.50.1

Local IP Address 192.168.6.1

PING 192.168.50.1 (192.168.50.1) from 192.168.6.1: 56 data bytes
64 bytes from 192.168.50.1: seq=0 ttl=255 time=1.607 ms
Maintenance 64 bytes from 192.168.50.1: seq=1 ttl=255 time=1.854 ms

Firmware Upgrade 64 bytes from 192.168.50.1: seqes2 ttls255 times=1.510 ms
64 bytes from 192.168.50.1: seq=3 ttl=255 time=1.514 ms

Step 4: Test successful.
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12.5. ANO015 - IP Sec with a Pre-shared Key to Cisco Router

Overview
This document contains information regarding the configuration of a 6944 Industrial router running IP
Sec and FQDN with a pre-shared Key to a Cisco router

Software Versions
Release Date Doc. Version Firmware Version Change Description
2018/08/03 V1.0.0 V/1.0.0(903.0) First released

Testing Topology

a\\ / ﬁ\ s
(('E'D @

1PSec Server —_—

192.168.6.0/24  IPSec Client Base Station WAN:192.168.111.254/24  192.168.50.0/24

e The 6944 runs as an [PSec Client which can ping over an [PSec Tunnel to an IP Server.

e The CISCO router runs as an [PSec Server with a static public IP address.

e An IP-Sec tunnel is established between the 6944 and Cisco router.

Configuration

Server Configuration

Stepl: Go to VPN>IPSec>IPSec>General Settings, click the Edit Button and configure IPSec VPN
as Shown below then. Click Save.

Step 2: Login to CISCO router and configure as shown below:

cisco2811#show running-config group 5

version 12.4 crypto isakmp key cisco hostname 6944
hostname cisco2811 crypto isakmp identity hostname

! !

logging message-counter syslog crypto isakmp peer address 0.0.0.0
enable secret 5 set aggressive-mode password ken
$1$tw/d$UQQ3Xh06n.2HHFeAVIgXJ.! set aggressive-mode client-endpoint fqdn
aaa new-model cisco2811

! !

aaa authentication login LOGIN local crypto ipsec transform-set 6944 esp-3des esp-
I md5-hmac

aaa session-id common !
! crypto dynamic-map DYN 10

ip name-server 192.168.111.1 set transform-set 6944

ip address-pool local set pfs group5

! match address 101

multilink bundle-name authenticated reverse-route

I |

username cisco password 0 cisco crypto map MAP client authentication list

archive LOGIN

log config crypto map MAP 10 ipsec-isakmp dynamic
hidekeys DYN

| |

crypto isakmp policy 10 track 1 interface FastEthernet0/0 line-protocol
encr aes 256 !

hash md5 interface Loopback0

authentication pre-share ip address 192.168.50.1 255.255.255.0
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interface FastEthernet0/0

ip address 192.168.111.254 255.255.255.0
ip nat outside

ip nat enable

ip virtual-reassembly

duplex full

no mop enabled

crypto map MAP

|

interface FastEthernet0/1

ip address 192.168.5.1 255.255.255.0
ip nat inside

ip nat enable

ip virtual-reassembly

duplex auto

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 192.168.111.1

ip nat inside source list 10 interface
FastEthernet0/0 overload

|

ip access-list extended VPN

permit ip 192.168.50.0 0.0.0.255 192.168.6.0
0.0.0.255

|

access-list 10 permit 192.168.5.0 0.0.0.255
access-list 101 permit ip 192.168.50.0
0.0.0.255 192.168.6.0 0.0.0.255

line con 0

line vty 5 15

end

Client Configuration

Step 1. Go to VPN>IPSec>IPSec>General Settings, click the Edit Button and configure an IPSec

VPN as shown below. Click Save> Apply

IPSec Settings

General Settings

Index 1

Enable L4
Description | IPsec_Pre-shared Key |
Remote Gateway  [192.168.111.254 |
IKE Version | IKEw1 v |
Connection Type | Tunne ]
MNegotiation Mode |Aggresswe - |
Authentication Method | Pre-shared Key and Xauth v |
Local Subnet | 192.168.6.0/24 |
Local Pre-shared Key lcnsco I
Local ID Type [FQDN v |
Local ID |NR500 | @
Xauth Identity [cisco I
Xauth Password  [cisco |
Remote Subnet | 192.168.50.0/24 |
Remote ID Type | FQDM v |
Remote ID  [cisco2e11 | @

IKE Proposal Settings

Encryption algorithm AES-256 -

Hash Algorithm MD5 -

Diffie-Hellman group Group5(modp1536) -
Lifetime 1440

ESP Proposal Settings

Encryption algorithm  [3DEs v

Hash Algorithm MDS -

Diffie-Hellman group Group5(modp1536) -
Lifetime 60

Advanced Settings

DPD Interval 30

DPD Timeout 20

Additional Configurations
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Step 2: If [IPSec has connected successfully. Go to VPN>IPSec>Status to check the connection
status.

communications

Overview Status IPSec

Link Management IPSec Information

Industrial Interface Index  Enable Description Status Uptime
true IPsec_FQDN Connected 00:00:00 |

Network l 1

Testing
Step 1: Ping from the CISCO router to 6944 router, to ensure the LAN to LAN communication is

working correctly.

58.50.1 repeat 100

6.1, tir

100 percent (100/100), round-trip min/avc

Step 2: Ping from the 6944 to the CISCO router, to ensure LAN to LAN communication is working
correctly.

communications
Overview

Link Management

Industrial Interface Host Address | 192.168.50.1
Ping Count 5

Local IP Address 192.168.6.1

PING 192.168.50.1 (192.168.50.1) from 192.168.6.1: 56 data bytes
) 64 bytes from 192.168.50.1: seq=0 ttl=255 time=1.607 ms
Maintenance 64 bytes from 192.168.50.1: seq=1 ttl=255 time=1.854 ms
64 bytes from 192.168.50.1: seqe2 ttls255 time=1.510 ms
64 bytes from 192.168.50.1: seq=3 ttl=255 time=1.514 ms

Firmware Upgrade

Step 3: Test successful.
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13 GRE Generic Routing Encapsulation
Overview
Generic Routing Encapsulation (GRE) is a protocol that encapsulates packets in order to route other
protocols over IP networks. It’s a tunnelling technology that provides a channel through which
encapsulated data messages can be transmitted over the network encapsulating and decapsulating at
each end.

Checking the 6944 GRE Status
— Go to Status>GRE

Status GRE

GRE Information

Index Enable Description Mode Status

VPN >GRE->Status

Enable - Displays current GRE settings and enable if you want to configure a GRE Tunnel.
e Description - Displays the description of current the VPN channel.
e Mode - Displays the current VPN mode.

Status - Displays the current VPN connection status.

GRE Information

Index

Enable ¢

Description |

Mode | Layer 3 v

Local Virtual IP |

Local Virtual Netmask |255.255.255.252

|
|
Remote Gateway | |
|
|
|

Tunnel key |

Enable NAT

VPN->GRE

Enable Check this box to enable a GRE Tunnel.
Description Enter the description of the current VPN channel.
Mode Specify the running mode of the GRE, optional are “Layer 2 / Layer 3.

Remote Gateway  Enter the remote IP address of the Peer GRE tunnel.
Local Virtual IP  Enter the local tunnel IP address of the GRE tunnel.
Local Virtual Netmask Enter the local virtual netmask of GRE tunnel.
Tunnel Key Enter the authentication key for the GRE tunnel.
Enable NAT Check this box to enable the NAT function.

Bridge Interface  Specify the bridge interface to work in Layer 2 mode.
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13.1. ANO027 — How to Configure a GRE VPN 6944 to Cisco Router

Overview
The application note shows how to configure a GRE VPN from a 6944 to a Cisco router.

6944 Software Version
Release Date | Doc. Version | Firmware Version Additional Software Change Description
30.9.2018 V1.1 V1.1.4 (0cOc09fa) Standard Software First release

Testing Topology
a\\ / ﬁ\ CIsCo
g &S [
Base Station

192.168.5.0/24 WAN:192.168.111.199/24 WAN:192.168.111.254/24 192.168.50.0/24
VIP:12.1.1.1/24 VIP:12.1.1.2/24

e The 6944 is used with a static public IP Address or dynamic public [P address with a domain name .

e The CISCO router runs as central router with a static public IP address or dynamic public IP address
with domain name.

e GRE VPN tunnel establish between the 6944 and CISCO router.

Configuration

6944 Configuration
Stepl. Go to VPN>GRE>GRE, Click the Edit button of GRE, like below:

Step 2. Configure the 6944 GRE VPN as shown below, click Save>Apply

GRE Information
Index 1

Enable L4

Description | GRE TEST

Remote Gateway [192.168.111.254

Local Virtual Netmask |255.255.255_0

|
|
Local Virtual IP |12.1.1.1 |
|
|

@

Tunnel key | 123456

Enable NAT v

Step 3: Go to Network>Route>Route, to configure the route to the subnet of Cisco, to make sure
that the subnets can reach each other.

Configure the static route settings as shown below
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Static Route Settings
Route Table Information
Index 1

Description | [GRE ROUTE

IP Address | [192.168.50.0

Gateway |

|
|
Netmask | [255.255.255.0 |
|
|

@

Confiquring the CISCO Router

Step 1: Telnet to the Cisco router and configure the Cisco route GRE VPN as shown below:

Interface | gretunl

cisco2811# duplex auto

€cisc02811#SHOW RUNnNing-config speed auto
Building configuration... ip route 192.168.5.0 255.255.255.0 12.1.1.1
version 12.4 no ip http server

! no ip http secure-server
hostname cisco2811 !

ip name-server 192.168.111.1 ip nat inside source list 10 interface
ip address-pool local FastEthernet0/0 overload
no ipv6 cef !

! access-list 10 permit 192.168.5.0 0.0.0.255
username cisco password 0 cisco !
username admin password 0 admin end
archive
log config
hidekeys
|

interface LoopbackO0
ip address 192.168.50.1 255.255.255.0
I

interface Tunnell

ip address 12.1.1.2 255.255.255.0
tunnel source 192.168.111.254
tunnel destination 192.168.111.199
tunnel key 123456

I

interface FastEthernet0/0

ip address 192.168.111.254 255.255.255.0
ip nat outside

ip nat enable

ip virtual-reassembly

duplex full

speed auto

no mop enabled

crypto map MAP

|

interface FastEthernet0/1

ip address 192.168.0.1 255.255.255.0
ip nat inside

ip nat enable

ip virtual-reassembly
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Testing
Stepl: Ping the virtual IP address from the 6944 to the Cisco router.

12 seqel e
e the
Q2 &8

-
"

12 swogeltthe
-

mied, S pachats received, 0% pachet oes
Vava'man « 2 0662 002 127 ms

Mot Addvess |
\
Mg Coumt

Local 1P Address

PING 192168501 (1801
64 Bytes from 192168 501
A Dyves o 192,168 501
4 Dyvtes o 192 168500
A Sytes from 192 1A %0
04 Bytes from 192168501

192168901 peg statens
$ pachats travemited, § pachets recoved, 0% pachet loss
unStrp minyavgimax = 2 104214272 198 m

p 12.1.1.1, timeout is 2 se

round-trip min/avg/max

o 192.168.5.2, timeout is

round-trip min/avg/max

Step 4: Test successful
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13.2. ANO056- GRE VPN Redundancy to Cisco Router

Overview
This document contains information regarding the configuration and use of GRE VPN redundancy
between a 6944 router and CISCO router.

Software Compatibility
Updates between document versions are cumulative. Therefore, the latest document will include all
the content of previous versions.

Release Date Doc. Version Firmware Version Additional Software Change Description
24.8.2020 V1.1 V1.1.4 (0cOc9fa) V1.1.5 (19adafb) First release

Testing Topology

WAN:192.168.111.100/24
VIP:12.1.1.2/24

GRE Tunnel 1 {Primary) @ D

CISCO Router 1 192.168.50.1/24

1 CISCO Router 2
192.168.5.0/24  WAN:192.168.111.199/24 1
Tunnel 1VIP: 12.1.1.1/24 B e e e ey > D
GRE Tunnel 2 (Backup)

Tunnel 2 VIP: 13.1.1.1/24

WAN:192.168.111.200/24  192.168.60.1/24
VIP: 13.1.1.2/24

o A 6944 establishes two GRE VPN tunnels to two remote CISCO routers.

e Enable VPN redundancy and set GRE Tunnel 1 as primary tunnel and check it works. The subnets
between 6944 and remote CISCO router 1 can communicate with each other. At this moment, the
GRE VPN tunnel 2 is a backup tunnel and is inactive.

o  When GRE tunnel 1 goes down, GRE Tunnel 2 will automatically come up and provide a path..

If GRE tunnel 1 recovers and comes up again, then the router will switch back from GRE tunnel 2
to GRE tunnel 1 automatically

Configuration

6944Router Configuration
Step 1. Go to VPN>GRE>GRE, Click the GRE Edit button as shown below

Step 2: Configure GRE Tunnel 1 as shown below, then click: Save>Apply

General Settings

Index [ 1 I
Enable L&

Description {GRE Tunnel 1 I
Mode { Layer 3 - I
Remote Gateway  |[192.168.111.100 |
Local Virtual 1P [12.1.1.1 |
Local Virtual Netmask  [255.255.255.0 |
Tunnel key [ ------ I )
Enable NAT L4

Enable Default Route

Advanced Settings
Binding Interface @

[__save NN Close |
Step 3: Follow step 1 and configure the GRE Tunnel 2 as shown below. Click Save > Apply
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GRE Tunnelling

GRE Settings

General Settings

Index 2

Enable Tick

Mode Layer 3

Remote Gateway 192.168.111.200
Local Virtual IP 13.1.1.1

Local Virtual Netmask 255.255.255.0
Tunnel Key B
Enable NAT Tick

Enable Default Route Leave Un-ticked

Advanced Settings
Binding Interface

Step 4: Go to Network>Route>Route, to configure two static routes to the subnet of Cisco 1 and
Cisco2, to make sure that the subnet’s can reach each other. Link Management>Static Route Setting

Advanced Settings

Leave Un-ticked

Step 5: Configure a static route to make tunnel 1 connect to the remote subnet of Cisco 1:

Static Route Settings

Index 1
Description ‘Tunnel 1 to remote subnet |
IP Address  [192.168.50.0 |
Netmask [255.255.255.0 |
Gateway ‘ |
Metric ‘ o] | @
Interface ‘ gretuni | @

Step 6: Configure a static route to make tunnel 2 go to the remote subnet of Cisco 2:

Static Route Settings
Static Route Settings

Index
Description
IP Address

Netmask
Gateway
Metric

Interface

2

|Tunne| 2 to remote subnet

[192.168.60.0

[255.255.255.0

|
|
|
| |
[o | @
| @

| gretun2

6944 Manual
Rev 2.8

Step7: After that, can check the 6944 routing table:

Status

Static Route

Route Table Information

Index Destination Netmask Gateway Metric Interface
1 0.0.0.0 0.0.0.0 192.168.111.1 100 wan
2 12.1.1.0 255.255.255.0 0.0.0.0 o gretunl
3 13.1.1.0 255.255.255.0 0.0.0.0 o aretun2
4 192.168.5.0 255.255.255.0 0.0.0.0 [ 1ano
5 192.168.50.0 255.255.255.0 0.0.0.0 o gretunl
I 6 192.168.60.0 255.255.255.0 0.0.0.0 o gretun2
7 192.168.111.0 255.255.255.0 0.0.0.0 o wan

Step 8: Go to VPN>VPN Redundancy to enable the VPN Redundancy feature, as shown below:

Step 9:

Status

Click Save > Apply

ICMP Dotection Settings

VPN Redundanc

Enable

Primary VPN Index |1

Enable Verbose Log (2
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CISCO Router 1 and CISCO Router 2 Configuration

CISCO Router 1 Configuration

Step 1: Telnet to the cisco route and configure cisco router 1
GRE VPN as shown below:
cisco2811#
cisco2811#SHOW RUNNRing-config
Building configuration...
version 12.4
|
hostname cisco2811
ip name-server 192.168.111.1
ip address-pool local
no ipv6 cef
|
username cisco password 0 cisco
username admin password 0 admin
archive

log config

hidekeys

|

interface Loopback0

ip address 192.168.50.1 255.255.255.0
I

interface Tunnell

ip address 12.1.1.2 255.255.255.0
tunnel source 192.168.111.100
tunnel destination 192.168.111.199
tunnel key 123456

1

interface FastEthernet0/0

ip address 192.168.111.100 255.255.255.0
ip nat outside

ip nat enable

ip virtual-reassembly

duplex full

speed auto

no mop enabled

interface FastEthernet0/1

ip address 192.168.0.1 255.255.255.0

ip nat inside

ip nat enable

ip virtual-reassembly

duplex auto

speed auto

ip route 192.168.5.0 255.255.255.0 12.1.1.1
no ip http server

no ip http secure-server

I

ip nat inside source list 10 interface FastEthernet0/0 overload
|

access-list 10 permit 192.168.5.0 0.0.0.255
]

end

CISCO Router 2 Configuration

Section 13 Page 7

Stepl. Telnet to the cisco router and configure cisco
router 2 GRE VPN as shown below:

cisco2811#
cisco2811#SHOW RUNNRing-config
Building configuration...
version 12.4
]
hosthame cisco2811
ip name-server 192.168.111.1
ip address-pool local
no ipv6 cef
]
username cisco password 0 cisco
username admin password 0 admin
archive
log config
hidekeys
|

interface Loopback0
ip address 192.168.60.1 255.255.255.0
|

interface Tunnell

ip address 13.1.1.2 255.255.255.0
tunnel source 192.168.111.200
tunnel destination 192.168.111.199
tunnel key 123456

1

interface FastEthernet0/0

ip address 192.168.111.200 255.255.255.0
ip nat outside

ip nat enable

ip virtual-reassembly

duplex full

speed auto

no mop enabled

interface FastEthernet0/1

ip address 192.168.0.1 255.255.255.0

ip nat inside

ip nat enable

ip virtual-reassembly

duplex auto

speed auto

ip route 192.168.5.0 255.255.255.0 13.1.1.1
no ip http server

no ip http secure-server

|

ip nat inside source list 10 interface FastEthernet0/0

overload
1

access-list 10 permit 192.168.5.0 0.0.0.255
1

end
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Testing
Step 1: Go to VPN>VPN Redundancy, the primary tunnel is connected, and the secondary tunnel is

standby:
Status VPN Redundancy

VPN Redundancy Status

Enable  True
VPN Type  Gre
Primary VPN Status  Connection 1 Connected

Secondary VPN Status ~ Connection 2 Standby

Step 2: Ping Cisco router 1’s subnet from the 6944.
Ping Traceroute AT Debug Sniffer

Ping Settings
Host Address 192.168.50.1

Ping Count [5 }
Local IP Address ‘ ‘

PING 192.168.50.1 (192.168.50.1): 56 data bytes

64 bytes from 192.168.50.1: seq=0 ttl=255 time=27.286 ms
64 bytes from 192.168.50.1: seq=1 ttl=255 time=23.112 ms
64 bytes from 192.168.50.1: seq=2 ttl=255 time=24.963 ms
64 bytes from 192.168.50.1: seq=3 ttl=255 time=23.224 ms
64 bytes from 192.168.50.1: seq=4 ttl=255 time=22.390 ms

--- 192.168.50.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 22.390/24.195/27.286 ms

Step 3: Ping Cisco router 2’s subnet from the 6944. It should fail, because GRE Tunnel 2 is in standby
mode.

Ping Traceroute AT Debug Sniffer

Ping Settings
Host Address 192.168.60.1

Ping Count [5 }
Local IP Address | |

PING 192.168.60.1 (192.168.60.1): 56 data bytes

--- 192,168.60.1 ping statistics ---
5 packets transmitted, 0 packets received, 100% packet loss

Step 4: Shut down GRE VPN Tunnel 1 on the CISCO side, Tunnel 2 should come up automatically:

Status VPN Redundancy

VPN Redundancy Status
Enable True

VPN Type Gre

Primary VPN Status  Connection 1 Disconnected

Secondary VPN Status  Connection 2 Connected

Step 5: Ping Cisco router 2’s subnet from the 6944.
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Ping Traceroute AT Debug Sniffer
Ping Settings
Host Address ,W\
Ping Count [5 I
Local IP Address ‘ |

PING 192.168.60.1 (192.168.60.1): 56 data bytes

64 bytes from 192.168.60.1: seq=0 ttl=255 time=14.550 ms
64 bytes from 192.168.60.1: seq=1 ttl=255 time=26.281 ms
64 bytes from 192.168.60.1: seq=2 ttl=255 time=28.431 ms
64 bytes from 192,168.60.1: seq=3 ttl=255 time=29.668 ms
64 bytes from 192.168.60.1: seq=4 tt1=255 time=22.890 ms

--- 192.168.60.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 14.550/24.364/29.668 ms

Step 6: Ping Cisco router 1’s subnet from the 6944 and it should fail, because GRE Tunnel 1 is

disconnected:
Ping Traceroute AT Debug Sniffer

Ping Settings
Host Address 192.168.50.1

Ping Count ‘5 |
Local IP Address ‘ |

PING 192.168.50.1 (192.168.50.1): 56 data bytes

--- 192.168.50.1 ping statistics ---
5 packets transmitted, 0 packets received, 100% packet loss

Step 7: Turn on the GRE VPN Tunnel 1 on the Cisco side, it will switch back from Tunnel 2 to
Tunnel 1 automatically and ping the subnet on Cisco router 1, this should now work,

Status VPN Redundancy

VPN Redundancy Status
Enable  True
VPN Type  Gre

Primary VPN Status  Connection 1 Connected

Secondary VPN Status ~ Connection 2 Standby

Ping Traceroute AT Debug Sniffer

Ping Settings
Host Address || 192.168.50.1

Ping Count IS I
Local IP Address | |

PING 192.168.50.1 (192.168.50.1): 56 data bytes

64 bytes from 192.168.50.1: seq=0 tt1=255 time=27.286 ms
64 bytes from 192.168.50.1: seq=1 ttl=255 time=23.112 ms
64 bytes from 192.168.50.1: seq=2 ttl=255 time=24.963 ms
64 bytes from 192.168.50.1: seq=3 ttl=255 time=23.224 ms
64 bytes from 192.168.50.1: seq=4 ttl=255 time=22.390 ms

--- 192.168.50.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip minfavg/max = 22.390/24.195/27.286 ms

Step 8: Test successful.
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14 Layer Two Tunneling Protocol (L2TP)
14.1. ANO044 L2TP_between two 6944 Routers
Overview

This document contains information regarding configuring an L2TP VPN between two 6944 routers.

Version
The latest document will include all the content of previous versions. Note for L2TP
additional software is required, this is available from Case Communications.

Release Date | Doc. Version | Firmware Version | Additional Software Change Description

24.9.2018 V1.1 V1.1.4 (0c0c09fa) L2TP 1.0.1 (e9b6efe) First release

Testing Topology

5

(<'E'>)

Base Station

|

PC2:192.168.6.0/24

L2TP Server
WAN:59.41.92.241
LAN:192.168.6.1/24

L2TP Client

PC1:192.168.5.0/24
LAN:192.168.5.1/24

e  One 6944 runs as an L2TP server and connects to the Internet using a Sim card with a Fixed Public
IP Address.

e Asecond 6944 run as L2TP client with any type of SIM card which will allow a connection to the
internet.

e An L2TP VPN tunnel is established between the two 6944 routers and the subnet PCs will be able
to communicate with each other.

Configuration

L2TP Server Configuration

Step 1:Go to Link Management>Ethernet>LAN, specify the LAN IP address as 192.168.6.0/24, as
shown below

Overview Status

Link M

Port Assignment
General S LAN Settings

General Settings

Index

Interface M
IP Address

DHCP Settings

Enable
Mode

IP Pool Start
1P Pool End

Maintenance
Server

192.168.6.2

Il

[192.168.6.200

255.255.255.0

Lease Time 120

Netmask

Gateway
Primary DNS
Secondary DNS
WINS Server

Il

El KN
Step 2: Go to VPN>L2TP>L2TP Server, enable L2TP server and configuration as shown below.
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Overview Status L2TP Server  L2TP Client

Link Management L2TP Settings

Industrial Interface Enable ¥
Network Local Port | 1701

Applications Challenge Secrets @
Local IP  |172.16.1.1
Start [P |172.16.1.2

End [P |172.16.1.254

Enable Debug ¢

DMVPN
Tl PPP Settings

Maintenance Authentication | CHAP v

Username  |L2TPTEST
Password pass
MTU 1500

Enable Debug ¢

Advanced Settings

Binding Interface @

Enable Over IPsec

Enable NAT &

Click Save > Apply

Step 3: Go to Network>Route>Static Route, specify the static route, so that the subnet behind the
L2TP Server can reach the subnet behind the L2TP Client. Click Save > Apply

L2TP Client Configuration
Step 1: Go to VPN>L2TP>L2TP Client, enable L2TP client and configure as shown below. Then

click Save > Apply
S Bl L2TP Settings
Link Management L2TP Seti naex 1 -
Industrial Interface dex Enable
i Description L2TP @

Network

- Server Address  |59.41.92.241]
Applications

VPN
OpenVPN
IPSec Redial Timeout 0

GRE PPP Settings
}

L2TP -
Authentication

Server Port 1701

@

Challenge Secrets

il

Maintenance
Username L2TPTEST

Password pass
Static Local IP [172.16.1.2
MTU 1500

>
<
<

Enable Debug

Brdrglatee | ] O

Enable NAT ¢
Enable Default Route

EN KN ru

®e
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Step 2: Go to Network>Route>Static Route, specify the static route, so that the subnet behind L2TP
Client can reach the subnet behind the L2TP Server.

Testing
Step 1: Ping from PC1 to PC2 as shown below and ensure you get a reply.

C:\Users \ Administrator>ping 192.168.6.2
Pinging 192.168.6.2. with 32 bytes of data
Reply from 192.168.6.2: bytes=32 time<lms TTL=128
Reply from 192.168.6.2: bytes=32 time<lms TTL=128
Reply from 192.168.6.2: bytes=32 time<lms TTL=128
Reply from 192.168.6.2: bytes=32 time<lms TTL=128

Ping statistics for 192.168.6.2:

Packets: sent = 4, Received = 4, Lost=0 (0% loss)
Approximate round trip times in milli seconds
Minimum = Oms, Maximum = 0ms, Average = 0ms

Step 2: Ping from PC2 to PC1 shown below and ensure you get a reply:

C:\Users \ Administrator>ping 192.168.5.2
Pinging 192.168.5.2. with 32 bytes of data
Reply from 192.168.5.2: bytes=75ms time<lms TTL=62
Reply from 192.168.5.2: bytes=75ms time<lms TTL=62
Reply from 192.168.5.2: bytes=75ms time<lms TTL=62
Reply from 192.168.5.2: bytes=75ms time<lms TTL=62

Ping statistics for 192.168.5.2:

Packets: sent = 4, Received = 4, Lost=0 (0% loss)
Approximate round trip times in milli seconds
Minimum = 64ms, Maximum = 87ms, Average = 77ms

Section 14 Page 3



Section Fourteen

6944 Manual

CaseyN

communications

L2TP Layer 2 Tunnelling Protocol

Rev 2.8

14.2.

Overview
This document contains information regarding the configuration and use of L2TP server with

Windows OS.

ANO045-L2TP Server to Windows Operating System

Software Compatibility
Release Date Doc. Version
29.2.2020 V1.1

Additional Software
V1.0.1 (e9b6efe)

Change Description
First release

Firmware Version
V1.1.4 (0cOc9fa)

Testing Topology

192.168.5.0/24

@l 192.168.5.2/24

192.168.5.3/24

Microsoft OS
(L2TP Client)

e The 6944 Router run as an L2TP server with a public IP address.

o A PC runs with a Microsoft Windows Operating system working as L2TP client.

o A L2TP VPN tunnel is established between the 6944 router and the PC, The PC can access the LAN
devices behind the 6944 Router.

Configuration

L2TP Server Configuration
Step 1: Go to Link Management>Ethernet>LAN, specify the LAN IP address as 192.168.5.0/24, as
shown below: Then click Save > Apply

Overview Status Port Assignment WAN LAN VLAN
Link Management =
(]

General Sel | on Settings
Index
q General Settings

@
l &
v w Interface —
Industrial Interface | JRAGES Ip Address ®
Network
Maintenance Enable (¥
IP Pool Start
1P Pool End
Lease Time  |120
Secondary DNS :
WiNssever [ ]
L | e
=

Step 2: Go to VPN>L2TP>L2TP Server, enable L2TP server and configuration as shown below:
Click Save > Apply
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Overview Status L2TP Server  L2TP Client

Link Management L2TP Settings

Industrial Interface Enable &

[ET Challenge Secrets |: @
Applications Local IP 172.16.1.1
T
EdrP [17216110 |

Enable Debug ¥

DMVPN PPP Settings

» L2TP Authentication CHAP v
PPTR Username [nwtest |
Maintenance Password @
Mo [1s;o |
Enable Debug ¥
Advanced Settings

Binding Interface

Enable Over IPsec

Enable NAT ¢

L2TP Client Configuration

Step 1: Open the PC and go to Network and Sharing Center, click “Set up a new connection or

network:

&Y Network and Sharing Center —
4 & > Control Panel » All Control Panel Items » Network and Sharing Center v O

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing CISCO 2 Access type: Internet
settings Private network Connections: il Wi-Fi (CISCO)

Change your networking settings

%;-l Set up a new connection or network
-

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

=¥ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Step 2: Choose “Connect to a workplace” and click “Next”:

%E' Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L4 Set up a new network
=2 Setup anew router or access point.
L“. Manually connect to a wireless network
<. Connect to a hidden network or create a new wireless profile.

Connect to a workplace

Next Cancel

Step 3: Click “Use my Internet connection (VPN).
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< [B» Connect to a Workplace

How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

A @ e

— Dial directly

Connect directly to a phone number without going through the Internet.

A e

Cancel
Step 4: Enter the L2TP Server IP address and Destination name, click “Create”.
€ [J» Connect to a Workplace
Type the Internet address to connect to
Your network administrator can give you this address.
Internet address: ‘ 116.23.94.181 ‘
Destination name: ‘LZTP VPN ‘
D Use a smart card
] Remember my credentials
!; ] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.
Step 5: After that, create an L2TP connection, as shown below:
D % > Control Paned > All Control Pandd Items > Network Connections
~ Bluetooth Network v Broadband Connection ~ ) Broadband Connection - Ethernet
kb Connection 2 l\"- t L\‘. 2 *e Network
x Nt conriacs & i Minport d X &
- Etherrmt S - L2TP VPN = VMwore Network
J Net "'. Incoming Conmections L~ . &! *d\;:: VM:::
X ¥ rurnviewe VPN . et ; © wan &
™., VPN - VPN Clent - ~ Wil
B it A. . .

Step 6: Right Click “L2TP VPN”, and choose “Properties”, go to “Security” and specify the Type of
VPN and Authentication, as shown below:
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[P — e —— - .
L2TP VPN # L2TP VPN Properties XV

A

Disconnected
{7 WAN Miniport (IKEv2)
Wi-Fi
CISCO 2

Marvell AVASTAR Wirel...

General Options Secunty Networking Sharing

Type of VPN:

T_ayer 2 Tunneling Protocol with IPsec (L2TP/IPsec)

-

‘ Advanced settings I

Data encryption:
Optional encryption (connect even if no encryption)

Authentication
(O) Use Extensible Authentication Protocol (EAP)

~

Properties

(®) Allow these protocols

[] Unencrypted password (PAP)

| Challenge Handshake Authentication Protocol (CHAP)

[]Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (and domain, if any)

Cancel

Step 7: After finishing all above settings, click to connect “L2TP VPN, and sign in with the Username
and Password, Click “OK”, as shown below:

0% L2TP VPN

Connecting to L2TP VPN

Cancel

Windows Security X
Sign in
Case II
|
oo oooo| O
OK Cancel

Step 8: If the L2TP Client has connected to L2TP Server successfully. Right Click the “L2TP VPN”,
choose “Status”, go to “Details”, then we can see that the L2TP Server has assigned an IP address to

the L2TP Client.
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—'. L2TP VPN
L > L2TP VPN
PTP VPN Status e

Network Connection Details X

General Details
Network Connection Details:

Connection - |

Property Value
IPv4 Connectivity: Connection-specific DNS ...
IPv6 Connectivity: Description L2TP VPN
Media State: Physical Address
Duration: DHCP Enabled No
IPv4 Address 172.16.1.2
IPv4 Subnet Mask 255255255255
Details... IPv4 Default Gateway
. IPv4 DNS Server
Activity | IPvA WINS Server
NetBIOS over Tepip Enab... Yes
Sent
Bytes: 93,181
Compression: 0 %
Errors: 0
Properties Disconnect

Testing
Step 1: Ping from the L2TP Client to the L2TP Server and ensure you get a response as shown below.

C:\Users \ Administrator ping 192.168.5.1

Pinging 192.168.5.1. with 32 bytes of data

Reply from 192.168.5.1: bytes=32 time-13ms TTL=64
Reply from 192.168.5.1: bytes=32 time-1ms TTL=64
Reply from 192.168.5.1: bytes=32 time-1ms TTL=64
Reply from 192.168.5.1: bytes=32 time-1ms TTL=64

Ping statistics for 192.168.5.1:

Packets: sent = 4, Received = 4, Lost=0 (0% loss)
Approximate round trip times in milli seconds
Minimum = 1ms, Maximum = 13ms, Average = 4ms
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14.3. ANO046 - 6944 L2TP Client to Cisco L2TP Server

Overview
This document contains information regarding the configuration and use of L2TP client with cisco.

Software Compatibility
Release Date | Doc. Version Firmware Version Additional Software Change Description
27.11.2019 V1.1 V1.1.4 (0cOc9fa) V1.0.1 (e9b6efe) First release

Testing Topology

(<'E'>)

192.168.5.0/24 6944 Base Station
(L2TP Client)

€

L2TP Server

WAN:59.42.114.2 192.168.66.0/24

e The 6944 runs as an L2TP client and connects to the Internet.
e The CISCO router runs as an L2TP server with a public [P Address.

e AnL2TP VPN tunnel is established between the 6944 router and the CISCO router. The subnet PCs
should be able to communicate with each other.

Configuration
L2TP Server Configuration

Step 1: Configure the L2TP server on the CISCO as shown below:

cisco2811#show run
Building configuration...
Current configuration : 5447 bytes
version 12.4
ip cef
ip dhcp excluded-address 10.10.10.1
ip dhcp pool ABC

network 10.10.10.0 255.255.255.0

default-router 10.10.10.1
ip name-server 8.8.8.8
ip name-server 202.96.128.166
ip address-pool local!
vpdn enable
vpdn-group I2tp

! Default L2TP VPDN group
accept-dialin

protocol 12tp

virtual-template 1

12tp tunnel password 0 123456
username I2tp password 0 12tp
interface Loopback?

ip address 192.168.66.1 255.255.255.0
|

interface FastEthernet0/0
bandwidth 640

no ip address

ip nat outside

ip nat enable

ip virtual-reassembly

duplex full

speed auto

pppoe enable group global
pppoe-client dial-pool-number 1
no cdp enable

no mop enabled

|

interface FastEthernet0/1

ip address 10.10.10.1 255.255.255.0
ip nat inside

ip nat enable

ip virtual-reassembly

duplex auto

speed auto

no cdp enable

|

interface Virtual-Templatel

ip address 10.5.5.1 255.255.255.0
peer default ip address pool 12tp
keepalive 20 3

ppp authentication ms-chap-v2
|

interface Dialerl
bandwidth 640
ip address negotiated
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ip mtu 1492 ppp authentication pap chap callin

ip nat outside ppp pap sent-username

ip virtual-reassembly 020XXXXXXXXXX@163.9d password 0
encapsulation ppp XVGZW

ip tcp adjust-mss 1452 crypto map SMAP

no ip mroute-cache !

dialer pool 1 ip local pool 12tp 10.5.5.2 10.5.5.200
dialer idle-timeout 0 ip route 0.0.0.0 0.0.0.0 Dialerl

dialer hold-queue 100 ip route 192.168.5.0 255.255.255.0 10.5.5.2
dialer persistent access-list 10 permit 10.10.10.0 0.0.0.255
dialer-group 1 cisco2811#

no cdp enable

L2TP Client Configuration
Step 1: Go to VPN>L2TP>L2TP Client, enable L2TP client and configuration as shown below:

Click Save > Apply

ESEl | 27P Settings

Index 1 |
Enable ¥
Description | @ ®
Server Address | 59.42.114.2
Challenge Secrets [ 123456 | @
Redial Timeout IZU—
Authentication @

Username I2tp

Password  |12tp

Static Local IP
MTU  [1500 |

Enable Debug &

Advanced Settings
Binding Interface @

Enable NAT ¢

Enable Default Route

Step 2: Go to Network>Route>Static Route, specify the static route, so that the subnet behind L2TP
Client can reach the subnet behind L2TP Server. Click Save > Apply

Route Table Information
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Testing
Step 1: The 6944 L2TP Client has connected the CISCO L2TP Server successfully. Go to

VPN>L2TP>Status, to check the connection status.

Status L2TP Server  L2TP Client

L2TP Server Status

Index Status Remote IP Interface Uptime

L2TP Client Status

Index Description Status Local IP Remote IP Interface Uptime
|1 Connected 10.5.5.2 10.5.5.1 12tp_client_1 00:34:57 |

Step 2: Ping from the 6944 to the CISCQO’s subnet to ensure you get a reply.

QOverview Ping Traceroute AT Debug

Link Management

Ping Settings

Industrial Interface Host Address W

Network Ping Count  [5 |
Local IP Address |192.168.5.1 ‘

Applications

VPN PING 192.168.66.1 (192.168.66.1) from 192.168.5.1: 56 data bytes
) 64 bytes from 192.168.66.1: seq=0 tt|=255 time=45.784 ms

Maintenance 64 bytes from 192.168.66.1: seq=1 tt|=255 time=41.710 ms
Upgrade 64 bytes from 192.168.66.1: seq=2 ttl=255 time=45.168 ms
Software 64 bytes from 192.168.66.1: seq=3 ttl=255 time=39.965 ms

64 bytes from 192.168.66.1: seq=4 tt|=255 time=102.676 ms

System

Configuration --- 192.168.66.1 ping statistics ---
» Debug Tools 5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 39.965/55.060/102.676 ms

Step 3: Ping from the CISCO to the 6944’s LAN.

192.168.5.2

cisc 1#ping

to abort.
ICMP Echos to 1f .5.2,

Step 4: Test is successful
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15 Point to Point Tunneling Protocol (PPTP)
15.1. AN 051 PPTP Client to CISCO Server
Overview

This document contains information regarding the configuration and use of the 6944 running as a

PPTP Client to a Cisco Server

Software Compatibility

Release Date Doc. Version | Firmware

Additional Software

Change Description

17.3.2020 V11 V1.1.4(0c0c9fa)

PPTP 1.0.2 (6424848) First release

Testing Topology

R /&\\

Jug |

192.168.5.0/24 6944
(PPTP Client)

Base Station

PPTP VPN Tunnel

& | m

PPTP Server

192.168.50.0/24
WAN:59.42.114.2

e  The 6944 router runs as PPTP client, make sure it communicates with Internet.

e CISCO router runs as PPTP server and has a static public IP address.
e The PPTP VPN tunnel is established between the 6944 router and CISCO router. The PC’s on the

subnets are able to communicate with each other.

Configuration
PPTP Server Configuration

Step 1: The configuration of PPTP server on CISCO as shown below:

cisco2811#show run
Building configuration...
Current configuration : 5611 bytes
I
version 12.4
hostname cisco2811
ip dhcp excluded-address 10.10.10.1
ip dhcp pool ABC
network 10.10.10.0 255.255.255.0
default-router 10.10.10.1
ip name-server 8.8.8.8
ip name-server 202.96.128.166
ip address-pool local
no ipv6 cef
vpdn enable
I
vpdn-group 2
I Default PPTP VPDN group
accept-dialin
protocol pptp
virtual-template 2
I
vpdn-group PPPOE

request-dialin
protocol pppoe
|

username pptp password 0 pptp
archive

!

interface LoopbackO0

ip address 192.168.50.1 255.255.255.0
|

interface FastEthernet0/0
bandwidth 640

no ip address

ip nat outside

ip nat enable

ip virtual-reassembly
duplex full

speed auto

pppoe enable group global
pppoe-client dial-pool-number 1
no cdp enable

no mop enabled

]

interface FastEthernet0/1
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ip address 10.10.10.1 255.255.255.0
ip nat inside

ip nat enable

ip virtual-reassembly

duplex auto

speed auto

no cdp enable

|

interface Virtual-Template2

ip address 10.6.6.1 255.255.255.0
ip nat inside

ip virtual-reassembly

peer default ip address pool pptp
ppp encrypt mppe auto

ppp authentication ms-chap-v2

|

interface Dialerl
bandwidth 640

ip address negotiated
ip mtu 1492

ip nat outside

ip virtual-reassembly
encapsulation ppp

ip tcp adjust-mss 1452
no ip mroute-cache

PPTP Client Configuration

dialer pool 1

dialer idle-timeout 0

dialer hold-queue 100

dialer persistent

dialer-group 1

no cdp enable

ppp authentication pap chap callin
ppp pap sent-username

0203 XXX XXXXX@163.9d password 0
FSOXXXXXX

crypto map SMAP

|

ip local pool pptp 10.6.6.2 10.6.6.200

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 Dialerl

ip route 192.168.5.0 255.255.255.0 10.6.6.2
]

ip nat inside source list 11 interface Dialerl
overload

!

access-list 11 permit 10.6.6.0 0.0.0.255
snmp-server community public RO

]

Cisco28114

Step 1: Go to VPN>PPTP>PPTP Client, enable PPTP client and configuration as shown below:

Click Save > Apply
Overview BZll) ppTP Settings
Lk Management | |2 S8
Industrial Interface Index Index ®
Network : Enable ¥ “®
Applications Descripton [ ]
VPN Server Address
fhsec Authentication
GRE
DMVPN MPPE
> PPTP Username
Maintenance Password
Static Local IP
Enable Debug ¢/
Binding Interface : @
Enable NAT &
Enable Default Route
=u
El

Step 2: Go to Network>Route>Static Route, specify the static route, so that the subnet behind PPTP
Client can reach the subnet behind PPTP Server.
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_ Static Route Settings

Rowte Table Information

Testing
Step 1: If the 6944 PPTP Client has connected to the CISCO PPTP Server successfully. Go to
VPN>PPTP>Status, to check the connection status.

Status PPTP Server PPTP Client

PPTP Server Status

Index Status Remote IP Interface Uptime

PPTP Client Status

Index Description Status Local IP Remote IP Interface Uptime
1 Connected 10.6.6.2 10.6.6.1 pptp_client_1 01:21:54

Step 2: Ping from the 6944 to the CISCO’s subnet to ensure the connection has been established.

QOverview Ping Traceroute AT Debug

Lnk enagerert
Industrial Interface Host Address [ 192.168.50.1

Ping Count ‘5—
Local IP Address W

PING 192.168.50.1 (192.168.50.1) from 192.168.5.1: 56 data bytes

. 64 bytes from 192.168.50.1: seg=0 ttl=255 time=49.351 ms

Maintenance 64 bytes from 192.168.50.1: seq=1 t=255 time=55.116 ms
Upgrade 64 bytes from 192.168.50.1: seq=2 ttl=255 time=53.829 ms
Software 64 bytes from 192.168.50.1: seq=3 ttl=255 time=45.210 ms
system 64 bytes from 192.168.50.1: seq=4 ttl=255 time=52.693 ms

Configuration --- 192.168.50.1 ping statistics -—
» Dcbug Tools 5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 45.210/51.239/55.116 ms

Step 3: Ping from the CISCO to the 6944 LAN and check to see if the ping is replied to.
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15.2. ANO052 6944 PPTP Server to Windows PC

Overview
This document contains information regarding the configuration and use of the 6944 running as a

PPTP Server with a Windows Operating system

Software Compatibility
Release Date | Doc. Version | Firmware Additional Software Change Description
17.3.2020 V1.1 V1.1.4(0c0c9fa) PPTP 1.0.2 (6424848) | First release

Testing Topology

192.168.5.2/24

- Y
% N _ 192.168.5.0/24

i PPTP VPN Tunnel o E
192.168.5.3/24
Microsoft OS PPTP Server

(PPTP Client) WAN:116.23.94.153

o The 6944 Router run as a PPTP server with a static public IP address.

o A PC with a Microsoft Windows Operating System works as a PPTP client.

e A PPTP VPN tunnel is established between the6944 router and the PC, allowing the PC to access
the LAN device behind the 6944 Router.

Configuration

PPTP Server Configuration
Step 1: Go to Link Management>Ethernet>LAN, specify the LAN IP address as 192.168.5.0/24, as
shown below: Then Click Save > Apply

Status Port Assignment WAN VLAN

Iz

Genera | Sel LAN Settings

General Settings

Index

Multiple IP

Interface N

IP Address 102.168.5.1

=4 Netmask 255.255.255.0
Applications MTU [1500
Maintenance Enable &
IP Pool Start
1P Pool End
Lease Time  [120 J
Primary DNS :
Secondary DNS :
WINS Server :’
[_save Y close ]

Step 2: Go to VPN>PPTP>PPTP Server, enable PPTP server and configure as shown below.
Click Save > Apply.
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Overview Status PPTP Server  PPTP Client

Industrial Interface Enable ¥

Local IP 192.168.168.1
Start IP 192.168.168.2
End IP 152.168.168.200

Enable Debug ¥

Authentication | CHAP .

Username nwtest

Password | nwtest

Maintenance MTU 1500 ]

Enable Debug ¥

Binding Interface @

Enable NAT &

PPP Settings

Advanced Settings

PPTP Client Configuration

Step 1: Open the PC and go to “Network and Sharing Center”, click “Set up a new connection or

network:

& Network and Sharing Center
4 & > Control Panel > All Control Panel ltems > Network and Sharing Center

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing CIsCo 2 Access type: Internet
settings Private network Connections: .l Wi-Fi (CISCO)

Change your networking settings

%-I Set up a new connection or network
=

Set up a broadband, dial-up, or VPN cannection; or set up a router or access point.

= Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Step 2: Choose “Connect to a workplace” and click “Next”:

45' Set Up a Connection or Network

Choose a connection option

v o

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

E]'E. Set up a new network
a2, Set up a new router or access point.

;. Manually connect to a wireless network
<em, Connect to a hidden network or create a new wireless profile.

b Connect to a workplace
Set up a dial-up or VPN connection to your workplace,|

Step 3: Click “Use my Internet connection (VPN).
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& [ Connect to a Workplace

How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

A @ — B

—> Dial directly

Connect directly to a phone number without going through the Internet.

A e

Step 4: Enter the PPTP Server IP address and Destination name, click “Create”.

& [P Connecttoa Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: ‘ 116.23.94.153 ‘

Destination name: ‘ PPTP VPN ‘

D Use a smart card
| Remember my credentials

!; [ ] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

Step 5: After that, we create a PPTP connection, as shown below:

~

D % > Control Panel > All Control Panel ltems > Network Connecticons

- Bluetooth Network .: Broadand Connection -~ Ethernet 3
*b Connection 2 \E ‘ il Netw
X ot connected @ yorN Miripon X<

" L2TP VPN - PPIP VPN
~ Incoming Connections t 3 t
ot = :
.’ . : WAN M ' f

J.) WAN M 1 (ICEv

Viware Network - VPN - VPN Chert
k‘ Adapter VMnet3 i Networ

I!v
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WY U Gl 3 PPTP VPN Properties X |
\'\M Disconnected
& WAN Miniport (IKEv2) General Options Securly Networking Sharing
.: Type of VPN
MY  Disconnected ﬁPonlloPmlenethro(ocol(PPTP) - |
P AN Miniport (PPPOE

Advanced settings
Data encryption

Optional encryption (connect even if no encryption) v

Authentication

(O Use Extensible Authentication Protocol (EAP)

Properties
(®) Allow these protocols

["]Unencrypted password (PAP)
l@ Challenge Handshake Authentication Protocol (CHAP)I
[T]Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (and domain, if any)

[Cox ] [ omos

Step 6: After finishing all above settings, click to connect “PPTP VPN”, and sign in with the Username
and Password, Click “OK”, as shown below

o PPTP VPN

Connecting to PPTP VPN

Cancel
Windows Security X
Sign in
| nwtest
| cseced o

oK Cancel

Step 7: Check the PPTP Client has connected to the PPTP Server successfully.

Right Click the “PPTP VPN”, choose “Status”, and go to “Details”, then we can see that the PPTP
Server had assigned an IP address to the PPTP Client.
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L . AU Network Connection Details
~"-m PPTP VPN
&7 WAN Miniport (PPTP) Network Connection Details:
Property Value
Connection-specific DNS ...
General  Details Description PPTP VPN
I i Physical Address
onnection DHCP Enabled No

IPv4 Connectivity: IPv4 Address 192,168,168,2'

IPv6 Connectivity: Nonet [pyg Subnet Mask 255.255.255.255

Media State: IPv4 Default Gateway

Duration: IPv4 DNS Server
IPv4 WINS Server
NetBIOS over Tcpip Enab.. Yes

Activity
Sent L._._-__J

Bytes: 194,121 -

Compression: 0%

Errors: 0

Properties Disconnect Diagnose

Close

Testing

Step 1: Go to VPN>PPTP>Status, the PPTP Client had connected to the PPTP Server successfully:

Overview Status PPTP Server PPTP Client

Link Management PPTP Server Status

Industrial Interface Index Status Remote IP Interface Uptime
1 | connected 192.168.168.3 popt 00:08:49 |

Network

Applications PPTP Client Status

VPN Index Description Status Local IP Remote IP Interface Uptime:

OpenVPN
IPSec
GRE
DMVPN
L2TP

» PPTP

Step 2: Ping from the PPTP Client to the PPTP Server and ensure you receive a reply.

C:\>Users\Administrator>ping 192.168.5.1

Pinging 192.168.5.1. with 32 bytes of data

Reply from 192.168.5.1: bytes=32 time-13ms TTL=64
Reply from 192.168.5.1: bytes=32 time-1ms TTL=64
Reply from 192.168.5.1: bytes=32 time-1ms TTL=64
Reply from 192.168.5.1: bytes=32 time-4ms TTL=64

Ping statistics for 192.168.5.1

Packets: sent = 4, Received = 4, Lost=0 (0% loss)
Approximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 13ms, Average = 4ms
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16 Configuring DMVPN on the 6944
16.1. ANO029 Configuring DMVPN with RIP to a Cisco Router

Introduction
This document contains information explaining how to configure and use DMVPN with RIP on the

Case Communications 6944 to a Cisco router. Software Versions

Software Compatibility
This feature requires the addition of Dynamic Routing software.

Release Date Doc. Firmware Additional Software Change
Version Version Description
7/12/2018 V1.1 V1.1.4 (0cOc09fa) DR:V1.0.1 (642848) First release
DMVPN:V1.0.1(42ccf3e)

Topology

5 — ...
(@Eo) @_

LoopbackO:
192.168.50.1/24

Base Station

WAN:192.168.111.254/24

192.168.5.0/24 WAN:192.168.111.199/24
VIP:12.1.1.2/24

VIP: 12.1.1.1/24

e The 6944 runs as a DMVPN spoke remotely to an IP device, which can ping the DMVPN hub.
The CISCO router is connected to the internet with a static IP Address and runs as a DMVPN
hub.

e Atunnel is established between the spoke and hub, the subnets can PING each other successfully.

e Both the 6944 and the CISCO run RIP

Configuration

CISCO Hub Configuration
Step 1: The configuration of CISCO as shown below:

cisco2811#show running-config crypto ipsec profile DMVPN-PROFILE
Building configuration... set transform-set DMVPN
version 12.4 interface Loopback0

hostname cisco2811 ip address 192.168.50.1 255.255.255.0
ip address-pool local !

no ipvé6 cef interface Tunnell

! ip address 12.1.1.2 255.255.255.0
username cisco password 0 cisco no ip redirects

! ip nhrp authentication cisco

crypto isakmp policy 10 ip nhrp map multicast dynamic

encr 3des ip nhrp network-id 3

hash md5 ip nhrp holdtime 120

authentication pre-share ip nhrp redirect

group 2 no ip split-horizon

crypto isakmp key 6 cisco address 0.0.0.0 tunnel source 192.168.111.254

0.0.0.0 tunnel mode gre multipoint

! tunnel key 123456

crypto ipsec transform-set DMVPN esp-3des tunnel protection ipsec profile DMVPN-
esp-sha-hmac PROFILE

mode transport !
! interface FastEthernet0/0
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ip address 192.168.111.254 255.255.255.0
ip nat outside

ip nat enable

ip virtual-reassembly

duplex full

speed auto

no mop enabled

|

interface FastEthernet0/1

ip address 192.168.6.3 255.255.255.0
ip nat inside

ip nat enable

ip virtual-reassembly

duplex auto

speed auto

|

router rip

Spoke Configuration

version 2

network 12.0.0.0
network 192.168.50.0
no auto-summary

ip forward-protocol nd
no ip http server
no ip http secure-server

ip nat inside source list 10 interface
FastEthernet0/0 overload

access-list 10 permit 192.168.6.0 0.0.0.255
snmp-server community public RO
cisco2811#

Step 1: Go to VPN>DMVPN, enable DMVPN and configure DMVPN as shown below.

Status DMVPN

NHRP Settings
Enable

Hub Address

NHRP Mapping Address
NHRP Authentication Key
NHRP Holdtime

192.168.111.254
12.1.1.2
cisco

2

IIII |
=3

(o)

mGRE Local Virtual IP
mGRE Local Virtual Netmask
mGRE Tunnel key

Negotiation Mode

Local ID Type

IKE Encryption Algorithm
IKE Hash Algorithm

IKE Diffie-Hellman Group
Pre-shared Key

ESP Encryption Algorithm
ESP Hash Algorithm

ESP Diffie-Hellman Group

Step 2: Click Save>Apply.

12.1.1.1

255.255.255.0

123456 @

IPSec Settings

3DES
DS
Group2(modp1024)

SCx

wnllwlla
£|[% § £
=l|a|le 2

Step 3: Go to Network>Route>RIP, enable RIP and configure RIP as shown below

Status Static Route RIP OSPF

Enable

Version

BGP

RIP Settings

RIPv2

Neighbor
Default Metric
Distance
Update Interval
Timeout
Garbage Collect Time
Enable Redistribute Kernel Routes
Enable Redistribute Static Routes
Enable Redistribute Connected Routes
Log Level
Network Settings
Index Description
2 192.168.5.0/24
1 12.1.1.0/24

Network

Interfaces Settings

Index Interface  Enable Passive  Split-horizon

2

180

120

Debug

H ﬁ

| \"‘ ||i|||::| ‘
B

906

ol
®ee

Step 4: Check the Router has connected to the CISCO HUB. Go to VPN>DMVPN>Status to check

the connection status.

Section 16 Page 2




G a S e ((SW Section Sixteen 6944 Manual

communications DMVPN Rev 2.8

Unk Management
Industral Interface

Network

Check the Cisco Routing Table
Step 1: Check the Routing Table on the CISCO HUB for reference.

route
- connected, S - static, R - RIP, M - mobile, B - BGP

EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

- OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

- OSPF external type 1, E2 - OSPF external type 2

summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS +inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.111.1 to network 0.0.0.0

192 is directly connected, Loopback3
directTy connected, FastEthernet0/0
subnetted, 2 subnets
is directly connected, Loopbackl
is directly connected, Loopba
] i 1.1.1, 00:00 , Tunnell
bnets
connected, Tunnell
tly connected, LoopbackO
.168.111.1

communications

Overview Status Static Route RIP
Link Management Route Table Information

Industrial Interface Index Destination Netmask Gateway Metric Interface

Network 1 0.0.0.0 0.0.0.0 192.168.111.1 0 wan
[2 12.1.1.0 255.255.255.0 0.0.0.0 0 dmvpntun |

3 192.168.5.0 255.255.255.0 0.0.0.0 o lan0
[+ 192.168.50.0 255.255.255.0 12.1.1.2 20 dmvpntun |

Applications 5 192.168.111.0 255.255.255.0 0.0.0.0 0 wan

Testing
Step 1: Enable CMD and Ping from the end device attached to the 6944 SPOKE to the Cisco Hub

subnet
& Administrator: Command Prompt
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16.2. ANO030-Configuring DMVPN with OSPF

Introduction
This document contains information explaining how to configure and use of DMVPN on a Case
Communications 6944 router running OSPF

6944 Software Versions
This feature requires the addition of Dynamic Routing software.

Release Date | Doc.Version | Firmware Version Additional Software Change Description

7/12/2018 V11 V1.1.4 (0cOc9fa) DR:V1.0.1 (642848) First release
DMVPN:V1.0.1(42ccf3e)

Topology

POKE ,ﬂ\ / ﬁ\ CISCO_HUB
£ ((IEI)) Area0 @—

Base Station

LoopbackO0:
192.168.50.1/24

192.168.5.0/24 WAN:192.168.111.199/24 WAN:192,168.111.254/24
VIP:12.1.1.1/24 VIP:12.1.1.2/24

e The 6944 runs as a DMVPN spoke with an IP device, which can ping the DMVPN hub.

e The CISCO router runs as a DMVPN hub with a static public IP Address.

o A tunnel is established between the spoke and hub, ensurethe subnets can PING each other.
e Both the 6944 and CISCO run OSPF within a same Area0.

Configuration

CISCO Configuration
Step 1: The configure the CISCO router as shown below:

cisco2811#show running-config ip address 192.168.50.1 255.255.255.0
Building configuration... !

version 12.4 interface Tunnell

hostname cisco2811 ip address 12.1.1.2 255.255.255.0

ip address-pool local no ip redirects

no ipv6 cef ip nhrp authentication cisco

! ip nhrp map multicast dynamic
username cisco password 0 cisco ip nhrp network-id 3

! ip nhrp holdtime 120

crypto isakmp policy 10 ip nhrp redirect

encr 3des no ip split-horizon

hash md5 ip ospf network non-broadcast
authentication pre-share //Set to “non-broadcast” due to the limitation of
group 2 protocol

crypto isakmp key 6 cisco address 0.0.0.0 tunnel source 192.168.111.254

0.0.0.0 tunnel mode gre multipoint

! tunnel key 123456

crypto ipsec transform-set DMVPN esp-3des tunnel protection ipsec profile DMVPN-
esp-sha-hmac PROFILE

mode transport !
! interface FastEthernet0/0

crypto ipsec profile DMVPN-PROFILE ip address 192.168.111.254 255.255.255.0
set transform-set DMVPN ip nat outside
interface Loopback0 ip nat enable
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ip virtual-reassembly log-adjacency-changes

duplex full network 12.1.1.0 0.0.0.255 area 0
speed auto network 192.168.50.0 0.0.0.255 area 0
no mop enabled neighbor 12.1.1.2

! ip forward-protocol nd

interface FastEthernet0/1 no ip http server

ip address 192.168.6.3 255.255.255.0 no ip http secure-server

ip nat inside !

ip nat enable ip nat inside source list 10 interface

ip virtual-reassembly FastEthernet0/0 overload

duplex auto !

speed auto access-list 10 permit 192.168.6.0 0.0.0.255
! snmp-server community public RO
router ospf 1 cisco2811#

router-id 9.9.9.9

Spoke Configuration
Step 1: Go to VPN>DMVPN, enable DMVPN and configure DMVPN as shown below.

Status DMVPN
Enable
Hub Address 192.168.111.254

NHRP Mapping Address
NHRP Authentication Key

N

=1le]le 4
iilI
9
(©)

NHRP Holdtime

@

mGRE Settings
mMGRE Local Virtual IP [12.1.1.1
mMGRE Local Virtual Netmask ~ [255.255.255.0
mMGRE Tunnel key  [123456

IPSec Settings

Negotiation Mode

Local ID Type

IKE Encryption Algorithm
IKE Hash Algorithm

IKE Diffie-Hellman Group
ESP Encryption Algorithm
ESP Hash Algorithm

ESP Diffie-Hellman Group

EEYN ETTE
Step 2. Click Save>Apply.

Step 3. Go to Network>Route>OSPF, enable OSPF and configure OSPF as shown below.

Status Static Route RIP OSPF BGP
Enable ¢
Router D [1111 ]
Default Metric 1
Distance  |120
Enable Redistribute Kernel Routes Ld
Enable Redistribute Static Routes L4
Enable Redistribute Connected Routes =4
Log Leve
Index Description Network Area ®
2 192.168.5.0/24 0 FH®
1 12.1.1.0/24 0 = ®
Index Interface  Enable Passive  Cost @
EZE ETE

Step 4. Go to Network>Route>OSPF>Interface Settings, to specify the Interface Network Type as
“Non-Broadcast” as shown below
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Interfaces Settings
Index Interface  Enable Passive  Cost

Interface Settings

Interfaces Settings
Index 1

| Interface |dmvpntun ||

Enable Passive

Authentication Mode |Ncme v|
| Network Type | Non-Broadcast v |

Cost | 1 |

Priority | 1 |

Hello Interval |30 |
Retransmit Interval |5 |
Dead Interval | 120 |

Step 5.Check the Router has connected to the CISCO HUB. Go to VPN>DMVPN>Status to check
the connection status.

Unk Management

rol Interface

Network

Check the Routing Tables
Step 1: Check the Routing Table on the CISCO HUB for reference.

tshow ip route
C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSS!/ 1 type 1, N2 - OSPF NSSA external type 2
El - OSPF e 1, - OSPF external type
i IS, y, L1 - Is-IS level-1, L
ia - -IS qnte , 9 i e default, U - per
0 - ODR, P - periodic downloaded static route

n

Gateway of last resort is 192.168.111.1 to network 0.0.0.0

192.168.88.0/24 is directly connected, Loopback3
192.168.111.0/24 s dir [ , FastEthernet0/0
172.16.0.0/24 1is subnetted, 5 ets

16.1.0 s directly « [ . pbac

|
16. 5 d ctlv [ : obacl
. 2. 1. : Tunnell

Loopback100

directly ed, Tunnell

5¢ direct Cc cted. |

Statx Route L oser sor

Route Table Information

Inden Ot ratior Nt Gty Mete twface

0 92 464 11118 s
: Ovires
) r
g )
4 ST » e
Applications P 240 148 111 i
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Testing
Step 1: Enable a CMD Ping from the end device of the 6944 SPOKE to the subnet on the CISCO
HUB.

B® Administrator: Command Prompt

SPOKE.

Step 3: Test successful.
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16.3. ANO031 - Configuring DMVPN with BGP to a Cisco Router

Introduction
This document contains information explaining how to configure and use of DMVPN on a Case
Communications 6944 router running BGP

Software Compatibility
This applications requires the addition of Dynamic Routing software.

Release Date | Doc. Version | Firmware Version Software Version Change Description
7/12/2018 V1.1 Devel (baba6c2) or DR:V1.0.1 (642848) First release
newer DMVPN:V1.0.1(42ccf3e)
Topology

OKE a\\ / &\ CISCO_HUB
((IEI)) AS123 %_

Base Station

LoopbackO:
192.168.50.1/24

192.168.5.0/24 WAN:192.168.111.199/24 WAN:192,168.111.254/24
VIP: 12.1.1.1/24 VIP: 12.1.1.2/24

e The 6944 runs as a DMVPN spoke with an IP device, which can ping the DMVPN hub.

e The CISCO router runs as DMVPN hub and has a static public IP Address.

o A tunnel is established between the 6944 spoke and Cisco hub, the subnets can PING each other.
e Both the 6944 and CISCO Router run BGP within a same AS123.

Configuration

CISCO Configuration
Step 1: Configure the CISCO router as shown below:

cisco2811#show running-config ip address 192.168.50.1 255.255.255.0
Building configuration... !

version 12.4 interface Tunnell

hostname cisc02811 ip address 12.1.1.2 255.255.255.0

ip address-pool local no ip redirects

no ipv6 cef ip nhrp authentication cisco

! ip nhrp map multicast dynamic
username cisco password 0 cisco ip nhrp network-id 3

! ip nhrp holdtime 120

crypto isakmp policy 10 ip nhrp redirect

encr 3des no ip split-horizon

hash md5 tunnel source 192.168.111.254
authentication pre-share tunnel mode gre multipoint

group 2 tunnel key 123456

crypto isakmp key 6 cisco address 0.0.0.0 tunnel protection ipsec profile DMVPN-
0.0.0.0 PROFILE

| |

crypto ipsec transform-set DMVPN esp-3des interface FastEthernet0/0
esp-sha-hmac ip address 192.168.111.254 255.255.255.0
mode transport ip nat outside

! ip nat enable

crypto ipsec profile DMVPN-PROFILE ip virtual-reassembly

set transform-set DMVPN duplex full

interface Loopback0 speed auto
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no mop enabled network 192.168.50.0
! neighbor 12.1.1.1 remote-as 123
interface FastEthernet0/1 no auto-summary
ip address 192.168.6.3 255.255.255.0 ip forward-protocol nd
ip nat inside no ip http server
ip nat enable no ip http secure-server
ip virtual-reassembly !
duplex auto ip nat inside source list 10 interface
speed auto FastEthernet0/0 overload
| ]
router bgp 123 access-list 10 permit 192.168.6.0 0.0.0.255
no synchronization snmp-server community public RO
bgp router-id 2.2.2.2 cisco2811#

bgp log-neighbor-changes
Spoke Configuration

Step 1: Go to VPN>DMVPN, enable DMVPN and configure DMVPN as shown below

Status DMVPN

NHRP Settings
Enable

Hub Address 192.168.111.254

()

NHRP Mapping Address 12.1.1.2
NHRP Authentication Key

a LY
A
8

NHRP Holdtime 120

T
I
b
.
I
o
i
]
o
=

Q@

mGRE Local Virtual IP 12.1.1.1

mGRE Local Virtual Netmask
mGRE Tunnel key 123456

IPSec Settings

[ save M Apply |
as shown below

Negotiation Mode
IKE Encryption Algorithm
IKE Hash Algorithm
IKE Diffie-Hellman Group
Pre-shared Key
ESP Encryption Algorithm
ESP Hash Algorithm
ESP Diffie-Hellman Group
Step 2: Go to Network>Route>BGP, enable BGP and configure BGP
Status Static Route RIP OSPF BGP
Enable
AS Number 123
Router ID

Enable Redistribute Kernel Routes
Enable Redistribute Static Routes

Enable Redistribute Connected Routes

|“‘II‘
.

Log Level Debug

o)
®@®

Network Settings
Index Description Network

[x 192.168.5.0/24 ]

X
®e

Neighbors Settings
Index  Neighbor Address  Remote AS  Next Hop Self
[ 12.1.12 123 false |

Step 3: A Route has connected to the CISCO HUB. Go to VPN>DMVPN>Status to check the

connection
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Routing Tables
Step 1: Check the Routing Table on the CISCO HUB for reference.

1p route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF -inter area
1 - OSPF NSSA external type 1, 2 - OSPF NSSA external type 2
- OSPF external type 1, E2 - OSPF external type 2
- IS-IS, su - IS-IS summary, L1 - level-1, L2 - IS-IS level-
- IS-IS inter area, * - candidate default, U - per-user static route
P - periodic downloaded static route

Gateway of last resort is 192.168.111.1 to networ

s subnetted, 1 subnets

2.3 is directly connected, Tunnell

2.168.50.0/24 s directly connected, Lc

J 0.0.0.0/ [1/0] via 192.168.111.1
isco2811#

Status Static Route RIP OSPF L g

Route Table Information

Vb Ot nat o Netrmard latremry Metrc Irterface

24811000 o

Testing
Step 1: Send a Ping from the device on the 6944 SPOKE to the subnet of CISCO HUB.

C:\>\Users\Administrator>Ping 192.168.50.1

Pinging 192.168.50.1. with 32 bytes of data

Reply from 192.168.50.1 bytes=32 time=4ms TTL=254
Reply from 192.168.50.1 bytes=32 time= 4ms TTL=254
Reply from 192.168.50.1 bytes=32 time=4ms TTL=254
Reply from 192.168.50.1 bytes=32 time=4ms TTL=254

Ping statistics for 192.168.50.1

Packets: sent = 4, Received = 4, Lost=0 (0% loss)
Approximate round trip times in milli seconds
Minimum = 4ms, Maximum = 4ms, Average = 4ms

Step 2: Ping from the CISCO HUB to the device connected to the 6944 SPOKE.
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17 IP Pass through

Overview
IP Pass through mode, disables NAT and routing and passes the WAN IP address from the WAN

interface to the device connected on the local Interface. It is used instead of Network Address
Translation (NAT) in order to make the router "transparent™ in the communication process.

IP Passthrough

General Settings

Enable
Passthrough Host MAC | I ©)
Remote HTTPS Access Reserved ¢

Remote Telnet Access Reserved

Remote SSH Access Reserved

Network->IP Passthrough

e Enable
Check this box will enable IP Passthrough.

e Passthrough Host MAC
Enter the MAC of passthrough host to receive the WAN IP address.

e Remote HTTPS Access Reserved
Check this box to allow to remote access the router via https while enable IP Passthrough
mode.

¢ Remote Telnet Access Reserved
Check this box to allow to remote telnet to the router while enable IP Passthrough mode.

¢ Remote SSH Access Reserved
Check this box to allow to remote SSH to the router while enable IP Passthrough mode.
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18 Industrial Interface.

18.1. Industrial Interface Overview on the 6944

The Industrial page contains tabs for making configuration settings to the Serial RS232 and RS485,
Digital input and output. Select Serial & Digital 10 from the main navigation menu to navigate to this
page.

Serial Connection

Review the status of serial connection.

Status Connection

Serial Information

Enable Serial Type Transmission Method Protocol Connection Status
1 fase RSA85 Transparert TCP Chent Disconnected
2 £33 RS232 Transparert TCP Chent Disconnected

Serial->Status

e Enable - Displays status of current serial function.

e  Serial Type - Displays the serial type of COM port.

e Transmission Method - Displays the transmission method of this serial port.
e Protocol - Displays the protocol used by this serial port.

e Connection Status - Displays the connection status of this serial port.

Status Connection

Baud Rate Sop Bes
1 false COM1 115200 8 1 None @
2 fase coM2 115200 8 1 None ]

Serial->Connection

Enable - Displays status of current serial function.
e Port - Displays the serial type of COM port.
e Baud Rate - Displays the serial port baud rate.
e Data Bits - Displays the serial port Data Bits.
e  Stop Bits - Displays the serial port Stop Bits.
e Parity - Displays the serial port parity.

Connection Settings
Serial Connection Settings

Index

Enable
Port [comi
Baud Rate  [115200

Data Bits |8

Stop Bits | 1
Parity |Nnne

Transmission Settings
Transmission Method Transparent

MTU  [1024 |@

Protocol  [TcP Client v

Remote IP Address | |

Remote Port  [2000 |
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Serial->Connection Settings

¢ Baud Rate - Select the serial port baud rate. Supported values are 300, 600, 1200, 2400,
4800, 9600, 19200, 38400, 57600, or 115200.

e  Data Bits - Select the values from 7 or 8.
e  Stop Bits - Select the values from 1 or 2.
e  Parity - Select values from none, even, odd.

e Transmission Method - Select the transmission method for serial port. Optional for
“Transparent”, “Modbus RTU Gateway” and “Modbus ASCII Gateway”.

e MTU - Maximum Transmission Unit, maximum packet size allowed to be transmitted.
Should be left as default value of 1024 in most cases.

e Protocol - Select the mode for Serial IP communication. Supported modes are UDP, TCP
Server, or TCP Client.

¢ Remote IP Address - Enter the IP address of the remote server.
¢ Remote Port - Enter the port number of the remote server.

The screen titled Transmission Settings (shown below) displays different settings when you select
TCP Server on Protocol.

Transmission Settings

Transmission Method |Transparent v |
MTU  [1024 | @
Protocol |TCP Server v |

Local IP Address | |

Local Port | 2000 |

Serial->Connection Settings

e Local IP Address
Enter the IP Address of the local endpoint.

e Local Port
The port number assigned to the serial IP port on which communications will take place.
Below window displays different settings when you select UDP on Protocol.

Transmission Settings

Transmission Method ‘Transparem v
MTU ‘1{}24 | @)
Protocol ‘UDP v

Local IP Address ‘

|
Local Port ‘2000 |
|
|

Remote IP Address ‘

Remote Port ‘2000
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Local IP Address - Enter the IP Address of the local endpoint.

Local Port - The port number assigned to the serial IP port on which communications will
take place.

Remote IP Address - Enter the IP address of the remote server.

Remote Port - Enter the port number of the remote server.

Digital 10

This section allows you to set the Digital 10 parameters. The Digital input can be used for triggering
an alarm, and Digital output or could be used for controlling a slave device by digital signal.

You could review the status of Digital 10 as below.

Status Digital 10

Digital Input Information

Index Enable Logic Level Status
1 false High Alarm OFF
2 false High Alarm OFF
Index Enable Logic Level Status
1 false Low Alarm OFF
2 false Low Alarm OFF

Digital 10->Status

Enable - Displays status of current digital IO function.
Logic Level - Displays the electrical level of digital IO port.
Status - Displays the alarm status of digital 10 port.

Digital Input

Digital Input Settings

Index 1

Enable

Alarm ON Mode |Low '|

Alarm ON Content | |
Alarm OFF Content | |

Digital 10->Digital Input

Enable - Check this box to enable digital Input function.

Alarm ON Mode - Select the electrical level to trigger alarm. Option are “Low” and
GGHigh’7‘

Alarm ON Content - Specify the alarm on content to be sent out via SMS message

Alarm OFF Content - Specify the alarm off content to be sent out via SMS message.
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Digital Output
Digital Output Settings
Index 1

Enable
Alarm Source |Dig'|tal Input 1 v |
Alarm ON Action |H'|gh v |
Alarm OFF Action  [Low v

Digital 10->Digital Output

e Enable
Check this box to enable digital output function.

e Alarm Source
Select from “Digital Input1”, “Digital Input2” or “SMS”, Digital output triggers the related
action when there is alarm comes from Digital Input or SMS.

e Alarm ON Action
Select from “High”, “Low” or “Pulse”. High means high electrical level output. Low means
low electrical level output. Pulse will generate a square wave as specified in the pulse mode
parameters when triggered.

e Alarm OFF Action
Initiates when alarm disappeared. Select from “High”, “Low” or “Pulse”. High means high
electrical level output. Low means low electrical level output. Pulse will generate a square
wave as specified in the pulse mode parameters when triggered.

e  Pulse Width
This parameter is available when select “Pulse” as “Alarm ON Action/Alarm OFF Action”.
The selected digital output channel will generate a square wave as specified in the pulse
mode parameters.
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18.2. ANO004 Transparent Mode with TCP Client on RS232

Overview
This document contains information on how to configure and use RS232 Transparent Mode with a
TCP Client.
Software Version - This feature works with standard software
Release Date Doc. Version Firmware Version | Additional sw Change Description
3.8.2018 V11 V1.1.1.4 (OcOc09fa) Std Software First released

Testing Topology

G 6\\
(('E-)) @47

PC1 run serial 6944 Base Station PC2 as TCP Server
software TCP Client

e The 6944 runs as a TCP Client and connects to the Internet via its SIM card.

e PCl1 simulates as a serial device and runs serial software, such as Hercules. Hercules will send the
data to the TCP server side through 6944 in TCP transparent mode.

e PC2 runs as a TCP server getting its Public Static IP address from the Internet. PC2 enables TCP
software, such as TCPUDPDbg. TCPUDPDbg allowing it to receive the data from TCP Client side.

Configuration
RS232 Cable - Step 1: Please see the image below on how to make the RS232 cable:

- Serial Port & DIDO

1 - DO1 Router—>Device
2 DO2 Router—>Device
3 COM
4 Router<-->Device
5 B - - Router<-->Device
é D - Router<--Device
7 - Di2 - Router<--Device
8 GND
9 X - - — Router—>Device
10 RX - - - Router<--Device

: e

> Elie

RS232 3 mﬂ.—d/
s ERie— <
s mn.——//
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Configuration
RS232 Configuration
Stepl. Go to Link Industrial Interface>Serial>Connection>Index 2, Click the Edit button of
COM2.

Ove

Unk Managoment

Wl [rterface

Step 1: Enable the RS232 setting, select the Protocol as “TCP Client” and enter the Server IP address
and Server Port. Click Save > Apply.

Connection Settings

Serial Connection Settings
Index 2

Enable L4
Port [comz -]
Baud Rate  [115200 -]
Data Bits |8 v]
Stop Bits |1 ~]
Parity | None v |

Transmission Settings
Transmission Method

MTU

.
I
Protocol |TCP Client v |
|
|

Remote IP Address [ 113.65.230.194
Remote Port |2000

TCP Server Configuration
Step 1.Run the TCP Software “TCPUDPDbg” on server PC2, the 6944 will connect to the TCP

Server automatically.

Operate(Q) View(¥) Windows(W) Help(H) Language %
_) CreateConnn W8 CreateServer | 32 Q| = S | S DisconnAll | 3€ DeleteConn ¥ @ | & _
Properties 7 x #£ 192.168.111.199:48954 40
B Client Mode —
DestIP T
B Server Mods = Send [~ AtucSend Eve [100 s Send
£-38 Local(192.168.154.1):2000 — L] Ssad Max Fl{Send Fil ol iSend Eaexized ™ [TrTecr] [Gptien] ([nzesipHion
P 192,168.111.199:48954/ | Destfort: [F954
-
]
Type [rcF ~1
=
Eve |[° =
F
Eve [44514176 s
Rec StopShow | Clear | Save | Option| [T ShowHex
Count
Smd [~ Save(In Time) [ 1]
Reov [0
Clear

< >

Step 2: Go to Industrial Interface>Serial>Status>Serial Information>Index2, it will show the
connection status.
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Status  Connection

Serial Informatson

Idex  Erable Sora Type T arvmanon Mothod Protooo Corvecton st

fane A Trareparent TP Chare Ova crven Vet

. KR Tt 10w

Testing
Step 1: Run the serial software “Hercules” on PC1, send the data “hello world”.

<3

UDP Setup  Serial | TCP Client | TCP Server | UDP | Test Mode | About |
Received/Sent data

Serial port COM4 opened

hello world

Serial

COM4
115200

Data size

none

X Close
@co @R @DSkR @cCis [ DTR [ RIS
Send

“hello world I [ HEX  Send H I_U group

| ™ HEX Send www. HW-group.con

Hercules SETUP stility

| [~ HEX Send Version 3.2.6

Modem lines

Step 2: Test Result
Step 3: TCP Server side can receive the data “hello world”

Operate(Q) View(l) Windows(W) Help(H) Language x
) CresteConnn &) CreateServer | 12 Q| = 3 | S Disconnall | 3€ DeleteConn ¥ | @ | & 2
Properties R x £ 192.168.111.199:48954 s
B Client Mode
DestIP o0
B Server Mode I?lﬂ — Send I~ AtucSend Eve ms Send
- ¢ . = [~ Send Hex [~ Send Filel™ Send Received : :
5 388 Local(192.168.154.1):2000 e end Hex [ Send Filel™ Send Baceived [ g ] iOption| | Brosdlption
P> 192.168.111.199:48954
-
Twe [rr -]
=
Eva [0 =
=
Eva 451417 L
Rec StopShow | €1 Save | Optien| [~ Showlt
- wvol ear | Save | Dptien owHex
Smd I Seve(In Time) [ J
ello world
Reov |11
Clear
< >
- Send Speed(B/S): 0 Receive Speed(B/S): 0
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18.3. ANO005 RS485 Transparent Mode

Overview
This document contains information regarding the configuration of RS485 in Transparent Mode with

using a TCP Client on the 6944.

Software Version

Release Date Doc. Version | Firmware Version | Additional Software | Change Description
3.8.2018 V1.0.0 V1.1.4 (0cOc9fa) Std Software First released

Testing Topology
S “\\
g, I ® | &

PC1 run serial 6944 Base Station PC2 as TCP Server
software TCP Client

e The 6944 runs as a TCP Client and connect to the Internet with a SIM card.
e PC1 simulate as serial device and runs serial software, such as Hercules. Hercules will send the data

to the TCP server through the 6944 with TCP transparent mode.

e PC2 runs as a TCP server and connected to the Internet via a Public Static IP address. PC2 enable
TCP software, such as TCPUDPDbg. TCPUDPDbg allowing it to receive the data from TCP Client

side.
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Configuration
RS485 Cable - Stepl. Please follow below picture to make the RS485 cable:

. Serial Port & DIDO

n-n-m

DO1 Router—=Device
2 DO2 Router->Device
3 COM -
4 A - = Router<-->Device
& B - - Router<-->Device
7 2 DIl -- Router<-Device
7 Di2 - Router<-Device
8 GND -- - -- --
9 ™ - - - Router—>Device
10 RX - - - Router<--Device
6 m"0
(4l ooz | [
8 ®
S o KN ...
o [ERNe- p B oevice
Configuration
RS485 Configuration
Stepl. Go to Link Industrial Interface>Serial>Connection>Index 1, Click the Edit button of
COM1.

Status  Conmection

Serial Connection Settings

Index  Erable Port Baud Rate Outa Bas Saop Bas Party
1 e oM 115200 8 1 L
@

‘awe (e ] 11500 L} 1 Nore

Step 2: Enable the RS485 setting, select Protocol as “TCP Client” and enter the Server IP address and
Server Port. Click Save > Apply
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Connection Settings

Serial Connection Settings

Index ,1—|
Enable ¢
Port  [comi v
Baud Rate [ 115200 v
Data Bits 8 v
Stop Bits | 1 v |
Parity | None v |

Transmission Settings

Transmission Method

Remote IP Address

Transparent v

1024
|Tcpcmem

MTU

Protocol

[113.65.230.194 |
[2000 |

Remote Port

TCP Server Configuration

Stepl.Run TCP Software “TCPUDPDbg” on server PC2, the 6944 will connect to the TCP Server

automatically.

Operate(Q) View() Windows(W)

_I CreateConnn \: CreateServer

iy

Help(H) Language

D WX

5 55 DisconnAll 3% DeleteConn %% [T

= 8 -

Properties 7 x £ 192.168.111.199:48954 Jb=
B Client Mode e

DestIP 1
B Server Mode "I‘ — Send [T AtuoSend Eve |100 ns Send
538 Local(192.168.154.1):2000 ™ Send Hex [~ Send Filel” Send Recaived [ Clear | option|  Broadoption

b 192.168.111.199:48954

L Re: StopShow | Clear | Save | Option| [~ ShowHex

ount

sod [~ Save(In Time) [ I

Reov |0

Clear

< >

Step 2. Go to Industrial Interface>Serial>Status>Serial Information>Index1, to show the

connection status.

communications

Overview
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Testing

Stepl. Run the serial software as an example using the word ”Hercules” on PC1, send the data, for

example the word “study”.

% Hercules SETUP utility by HW-group.com - 1 X
UDP Setup Serial | TCP Client | TCP Server | UDP | TestMode | About |
qeceivedJSent data — Serial
Serial port COM4 opened Name
studyl m
Baud
IHSZEIEI vI
Data size
|3 vI
Parity
II’IOI’IE vI
Handshake
OFF -
Mode
Free >
[~ Modem lines
@co @R @oDsR @CTs [ DTR [ RTS
Send
Istud_l,l | [~ HEX Send H wm
I ™ HEX Send wwuw.HW-group.com
Hercules SETUP wtility
I [” HEX Send Version 3.2.6

Test Results

Stepl. Ensure the TCP Server side can receive the data “study”

Operate(Q) View(\) Windows(W) Help(H)
JCreatchnnn d CreateServer 3
ax

M Client Mode
3-M Server Mode
=-38 Local(192.168.154.1):200
P 192.168.111.199:489°

Language b
Qo = S | % DisconnAll | 3% DeleteConn ¥& | [@ 35
#5 192.168.111.199:48956 | 4p>
DestIP: [Send | I AtuoSend Eve [100 = [T 2
192. 168. 111. 199 ' ;
[~ Send Hex [~ Send Filel™ Send Received . .
DestPort: [49956 Clear | Option|  Broaddption |
7 LocalPort
focc—
Type ITCP -
T At
Eve [0 H
F AutoSen
Eve [44514176 L3
Reo StopShow | Clear | Save | Option| [~ Showtex
Count .
Sand [—U [ Save(In Time) I J
s tudy
Recv o
Clear

Send Speed(B/S): 0
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19. Digital 1 / O Ports

19.1. Digital Input Port
Typical Application Diagram

DI ELECTRICAL CHARACTERISTICS
1 ' 1. Galvanic isolation;
2. Over-Voltage Protection: 36 VDC
2 ‘ 3. Over-Current Protection: 100mA per channel @ 25°C

Dry Contact Typical Application
Switch ON(Short to V-): DI Logic LOW
Switch OFF(Open): DI Logic HIGH

w

Switchl / Switch2

W o1 |
: Ele
3 MIIQ

+ e
Ejie

19.2. Digital Output
Typical Application Diagram

(6]

DO ELECTRICAL CHARACTERISTICS

1. Galvanic isolation;

2. Over-Voltage Protection: 36 VDC

3. Over-Current Protection: 50mA per channel @ 25°C

Wet Contact Typical Application
DO Logic LOW: Switch ON(Led ON)
DO Logic HIGH: Switch OFF(Led OFF)
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20 MODBUS
20.1 MODBUS Slave
Overview

This document contains information regarding the configuration and use of the Modbus Slave
Application within the 6944.

Software Compatibility

Release Date Doc. Version Firmware Version Change Description
18.7.2019 V12.1 V1.1.0 (ADcaac4) First release
Topology

%

& 5
= = - s
‘Miodbus TCP_ . N

Modbus Master

The 6944 router runs as Modbus Slave with a static public IP address with a SIM card.
The Modbus Master connects to the 6944 router (Modbus Slave) via a TCP connection.
The Modbus Master reads the status of the Digital 10 and controls the DO.

Note: For this Application the 6944 will run the software titled “Modbus Poll” to simulate a Modbus
Master

Digital Input - Output Register Table

Index Item Function Address (Decimal) Qty Values
1 Digital Input 1 02 Input Status 13800 1 00 — Low
01 - High
2 Digital Input 2 02 Input Status 13801 1 00 - Low
01 - High
3 Digital Output 1 01 Coil Status 13802 2 00 - Low
01 — High
02 - Pulse
4 Digital Output 2 01 Coil Status 13804 2 00 - Low
01 - High
02 - Pulse
5 DO1 Pulse Width 03 Holding 13806 1 Default:500(ms)
Registers range:1~1000
6 DO2 Pulse Width 03 Holding 13807 1 Default:500(ms)
Registers range:1~1000

Section 20 Page 1



Ga S e (SW Section Twenty 6944 Manual
communications ( MODBUS Rev 2.8
Example Read Di Status
Master Transaction Protocol Data Slave Id Function Address Quantity
ID ID Length Code
Tx 01.90 00.00 00.06 01 02 35E8 00.01
Slave Transaction Protocol Data Slave Id Function Byte Value
ID ID Length Code Length
Rx 01.90 00.00 00.04 01 02 01 01
Example Read Do Status
Master Transaction Protocol Data Slave Id Function Address Quantity
ID ID Length Code
TX 04.81 00.00 00.06 01 01 35EA 00.02
Slave Transaction Protocol Data Slave Id Function Byte Value
ID ID Length Code Length
Rx 04.81 00.00 00.04 01 01 01 02
Example: Control Do-Output Pulse
Master | Transaction | Protocol Data | Slave | Function | Address | Quantity | Byte Value
1D ID Length id Code Length
TX 07.29 00.00 00.08 01 OF 35EA 00.02 01 02
Slave | Transaction | Protocol Data | Slave | Function | Address | Quantity
ID ID Length Id Code
Rx 07.29 00.00 00.06 01 OF 35EA 00.02

Cellular 6944 Series, Cellular / Ethernet / Wi-Fi / Serial / DI/O
Example: Modify the width of the output pulse—500ms (The current output pulse to modify the width

Master | Transaction | Protocol ID Data Slave Function Address Value
1D Length Id Code
TX 07.2C 00.00 00.06 01 06 35EE 01F4
Slave Transaction | Protocol ID Data Slave Function Address Value
ID Length Id Code
Rx 07.2C 00.00 00.06 01 06 35EE 01F4
Configuration
6944 Configuration

Step 1 Go to Application

Srebus

n Gerencad Sattings
ace oy

Mocna Save

Step 2 Click Save > Apply
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Testing
Read Digital Input Status

Run the software “MODBUS Poll” to connect to the 6944 (MODBUS Slave) as shown below (Path

Connection > Connect)
o

DEES x|~ =1 w622 m T

Chi @ d
[Tx = 145 Ear < 0210 = 1: F = 02: SR = 1080ms
No Connedion
: n_ 13300 i
o —
!4 Cornmenon Satup x
J o
4 —
4 Canont
L bt et
l: JAN Dest sy
3 UDua s 2000 vl
Nowe Man D by 5 wbomman Poke
\ o L. Ire) et
Howots Servm
F Adscs Pt Cormect Trseod
[ [EAERRRE] L g.un ]
(Path: Setup> Read/ Write Definition)
w
DBBQX "‘_'! a1 .:5 n; .15 ‘;':z .23‘ w ;\?
B L-AR-&
=16 Ear =010 = 1:F » 62 SA » 1000ms
 —
1
; .3‘: Read/whirg r\,'.«l;,1v ~
bl S —
1o Fuwton  (2FesdDecwte rgus [1) —
& Adder 1300
:: Cuartsy |1 oy
i :‘l‘::rlhllm 5 ResdWoe Orce
it
@1 Om Om Oy HsMosCoha
[t m Cek
Doply Sored v IR Addacons (Base 1]
Send the command to read the status of DI 1
(Path: Functions>Test Centre)
n
D‘B\ﬂé!"x‘v{_m;, " I VOS 05"1'5 16-2?23 101 -? N7
=1 Clicies

Tx=1343: Err=0:1D = 1 F = 02: SR = 1000ms

Akn‘ 13800

Enter hex number separated by . " or space

[0 soo0m 005 e sescom |

Open bt Saveint hddtobnt
| CaddCheck @ CARC OLRC Copy
Rt el |

The reply Value is “00”, DOI status is “Low”. Test successfully.
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Read Digital Output Status

Set the Function Code to “01”, Address 13802 and the quantity is set to “2”.

Path: Setup>Read / Write Definition
Control Digital Output

Go to Functions>15: WriteMultiple Coils, to change the DO state from “0” to “1”.s

-

‘Modbus TCP

Topology

=

o
./’\./

Modbus Master

1. The 6944 router runs as a Modbus Slave with a static public IP address with a SIM card.
2. Modbus Master connects to the 6944 router (Modbus Slave) via a TCP connection.
3. The Modbus Master reads the status of Digital IO and control DO.

Note: For this Application the 6944 will run the software titled “Modbus Poll” to simulate a Modbus

Master
Digital 1/0 Register Table
Index Item Function Address (Decimal) Qty Values
1 Digital Input 1 02 Input Status 13800 1 00 — Low
01 - High
2 Digital Input 2 02 Input Status 13801 1 00 - Low
01 - High
3 Digital Output 1 01 Coil Status 13802 2 00 - Low
01 — High
02 - Pulse
4 Digital Output 2 01 Coil Status 13804 2 00 - Low
01 — High
02 - Pulse
5 DO1 Pulse 03 Holding 13806 1 Default:500(ms)
Width Registers range:1~1000
6 DO2 Pulse 03 Holding 13807 Default:500(ms)
Width Registers range:1~1000
Example Read Di Status
Master Transaction Protocol Data Slave Id Function Address Quantity
ID 1D Length Code
TX 01.90 00.00 00.06 01 02 35E8 00.01
Slave Transaction Protocol Data Slave Id Function Byte Value
ID ID Length Code Length
Rx 01.90 00.00 00.04 01 02 01 01
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Example Read Do Status
Master Transaction Protocol Data Slave Id Function Address Quantity
ID ID Length Code
TX 04.81 00.00 00.06 01 01 35EA 00.02
Slave Transaction Protocol Data Slave Id Function Byte Value
ID ID Length Code Length
Rx 04.81 00.00 00.04 01 01 01 02
Example: Control Do-Output Pulse
Master | Transaction | Protocol Data | Slave | Function | Address | Quantity | Byte Value
ID ID Length Id Code Length
Tx 07.29 00.00 00.08 01 OF 35EA 00.02 01 02
Slave | Transaction | Protocol Data | Slave | Function | Address | Quantity
ID ID Length Id Code
Rx 07.29 00.00 00.06 01 OF 35EA 00.02

Cellular 6944 Series, Cellular / Ethernet / Wi-Fi / Serial / DI/O

Example: Modify the width of the output pulse—500ms (The current output pulse to modify the width

Master | Transaction | Protocol ID Data Slave Id Function Address Value
ID Length Code

TX 07.2C 00.00 00.06 01 06 35EE 01F4

Slave | Transaction | Protocol Data Slave Id Function Address Value
ID ID Length Code

RX 07.2C 00.00 00.06 01 06 35EE 01F4

Configuration

6944 Configuration

Step 1. Go to Application>Modbus Slave, enable the Modbus Slave feature as shown below:

Step2. Click Save > Apply
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Read Digital Input Status

Step 1. Run the software “MODBUS Poll” to connect to the 6944 (MODBUS Slave) as shown below
(Path Connection > Connect)

Fie Lot somecton  Se " Medoo Mg
DedSd8 x|~ Bl IsE13622 e

Bm, = -Q_I-ﬂ
X« 145 Err =010 < 1: [ = 02: SA = 1080ms

No Connedion

B

tug  Functions  Dugle ‘e 4

fé :
1
2 | Cormrenon Sutup X
)
oo =]
4 ©
= ) Sowi Pod
: :
- Cavnd
L b 1 Vi
7 RTYU e |
JRE Dest
8 Nespores Tewond
3 U Dotn b 2000 e
Nove Pan D by Sutomman Poke
! [0
1 5o vl Adaaryedd
Rewwds Sorvm
| pd Pt ey SOt Timecad
12168111 199 1 ]{‘{m ol

(Path: Setup> Read/ Write Definition)
w

fde = FOOVeCtion ety NTIge Jnpts v Mo el

Dd& X = = 05 06 1516 22 23| wi | o N2
| [ TSl k-3
X =16 Em =010 = 1: F ~ B2 SA ~ 1000ms

= —

Faad/Wvino Dofiedion < |

lhlwfo.;i':.:n

B | B .
30‘ Funchion  (C Fread Ouecste brews [~ Corced
17 Addherz | 13300
3| i [T Aacly
{1 Scan e | 1000 -
S Fmact®asste € ratins Resd\woe Oree
N
;T; O= O Owe I¥ideAlerCoane
= x - - ) addess m Tt
Cugly St v CIRC addacon: (Bace 1|

Step 2. Send the command to read the status of DI 1

(Path: Functions>Test Centre)
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w
e Edit Comnection Setup Functions Dwplay View Window Help
DEE& x| = - 05 06 15 16 22 23 [100| ® N?
710 IERICREE

Tx=1343: Err = 0:1D = 1: F = 02: SR = 1000ms
Am{ 13800

1 Entet hex number separated by " " or space
[[or 000 w006 1 2 e8| ™
Open it Save it A 1o kst Send (3

0 o [~lo e Wi ol

| ClAddCheck. @ CRC OLAC Copy

ES Fe 41 OF BN 08 98 WG BT A7 3% B4 OR 41
Bol-nxidi M1 80 48 08 04 K1 42 0} 0L

The reply Value is “00”, DO1 status is “Low”. Then the test is successful.

Read Digital Output Status
1. Set the Function Code to “01”, Address 13802 and the quantity is set to “2”.
Path: Setup>Read / Write Definition

Control Digital Output
Go to Functions>15: Write Multiple Coils, to change the DO state from “0”to “1”.s

L]
Do x = » AARANEZDwWEY
1)
fus M08 Eor e 00+ 1 0 = 00 S5+ 2000w
= Ty
(.
2 % Sty Mg Coa X
Test Successful ’ 3 -
; : et | L. e
s Alas ™= L
- Qe
[ lome
. [

DFE@X ™ 8 e uzamwmee
(7l

“u-m:m-o.w-u;r-n;m-m-

T ] e
0
|
Test Successful : D
s -
: ot || 7 )
[l M [0 Covd
"; { Ouay |7 opeit X
1 O
)

' Litpare oo

¥

=
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20.2 MODBUS Master

Introduction

This section of the manual relates to the software for the MODBUS Master on the 6944 router. It
requires the 6944 to be running the MODBUS Master software, which is version V.1.0.0 written in

Feb 2020

Software Compatibility

Updates between document versions are cumulative. Therefore, the latest document will include all
the contents from the previous versions.

Release Date

Doc. Version

Firmware Version

Change Description

2020/02/18 V1.0.0

V1.2.0(e958360)

MODBUS Master

Topology

Modbus Slave

[(FL)

FTP Connection

MQTT C tion 1
Modbus Master @ ennection 1

E FTP Server

————) E TCP Server
-
- MQTT
Broker

The 6944 Router runs as Modbus Master and can connect to MODBUS Slave via Ethernet,
RS232 or RS485 interface.

The 6944 router polls the MODBUS data from the MODBUS slave and sends to the remote
management center via TCP, FTP or MQTT protocol.

The 6944 as Modbus Master and writes to the register values or coil to Modbus Slave.

Note: For this Application Note, we will set the Connection Type as “TCP” as an example, which
means that the 6944(Modbus Master) will connect to the Modbus Slave and read the value via the

Ethernet port. This also works with the Serial Port (RS232/RS485).

Transport via TCP

Configuration of Modbus Slave

Here we use “Modbus Slave” software to simulate the end device (Modbus Slave device), and the
TCP Port: 502, Slave ID: 1, Function Code: 03-Holding-Register, as shown in the image below:

3
File Edit Connection Setup Display View Window H
bed& m alew
e | = |[=]
ID=1:F=03 Connection Setup X
No connection
Connection - _
Alias 00000 (O SeiialPot | @ TCPAP QOUDPAP =
0
£ — Mods Cancel
1 0 S RTU ASCI
2 0 115200 Baud Flow Contial
DSR CTS
B B et it Sk
. 0 RTS Toggle 1 [ms] RTS disable delay
— None Parity e
5 0 r —————
; o 1 Stap Bit Port 502 [Jlgnore Unit ID
7 0
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3
File Edit Connection Setup Display View Window Help
DEEH& T |= ? N
Slave Definition x
; s [= =
ID=1:F=03 SlaveD: |1 | 0K
Function: 03 Holding Register (4x] ~ Corcel
Alias 00000 Address: [0 Lo
o 0 Quantity:
1 0 View
Rows .
Hide Alias Columns
2 o @10 O20 Os0 O o
l_3 [CPLE Addresses [Base 1)
4 0 Display: ' Signed v
=] 0 Error Simulation
6| 0 [C]Skip response [ Insert CRCARC emor
. [Mok when using TCPAP)
7 0
— o 0 [ms] Response Delay [] Retum exception 06. Busy o
a

Configuration of the Modbus Poll

Step 1 Go to Application>Modbus Master>Modbus Poll, add a “Connection List” and specify
the “Connection Type” as “TCP”, specify the “TCP Setting” to connect to the Modbus Slave,

like below:

Connection List

Index 1

Enable [+
Description
Scan Rate 100 @
Reconnect Interval |60 @
Response Timeout | 1000 @
Delay Between Polls [0 ] ®

[Connection Type Trce ]

Enable Show Status 4

Enable Verbose Log [+

TCP Settings
Server Address 192.168.111.44
Server Pt

Index Enable Description Slave ID Function Code Reqgister Address ®

[ s B oo |

—~—— IP Address of
Modbus Slave

Step 2 Click Save>Apply.
Step 3 Enable “Channel List”, and specify the Slave ID as “1”.

Step 4 Select Function Code as “03-Holding -Register”, Register Address to “3”, then it will poll

the value from register address 3 of the Modbus Slave:
Step 5 Click Save>Save>Apply.

(Note: This is a secondary list, it needs to be double clicked to save)

Step 6 Go to Application>Modbus Master>Status to check the router has read the value from

Modbus Slave successfully.
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Channel Settings
Channel List

Index |1

Enable

Description

Slave ID

Function Code | 03-Holding-Register v

Register Address

oo e

Plus

J!

|

Subtract
Divisor
Multiplier

Shift Right Bits
Number Of Bits

I

Keep Decimal Places

Overview Status Modbus Poll  Modbus Alarm  Modbus Write

Link Management
Industrial Interface Index  Descrigtion  Connection Index  Type SavelD  Register Address  Function Code Status Value
1 test1 1 P 1 3 3 read successed 21

ort

Configuring Modbus Transport

Step 1 Go to Application>Modbus Transport>Modbus Transport, enable “Connection List”, and
specify the TCP server IP address and port to send the data to the remote TCP server.

Step 2 The Data Format can be defined accordingly or left as default.

Step 3 Enable the “Modbus Channel”, and the Modbus Master will select the value to send to the remote

TCP server from Modbus Slave.

Connection Settings

Connection List

Index 1

Enable |«

Description |TCP Setting]

Protocol | TCP-Client v

Server Address | 14.215.177.39

Server Port  [2000

Reconnect Interval |60

Connection Timeout |30

Enable Verbose Log ¢

Transport Data Settings

Data Location |NULL '| @

| Data Format | $SERIAL_NUMBER, $DATE 35 | I@

Line Break ¢

Modbus Channel
Index Enable Connection Index  Filter Items  Channel Index Slave ID Register Address @

B e
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Channel Settings

Modbus Channel
Index 1

Enable ¢
Connection Index |1 '| @
(2) Filter Items ~ [Slave ID v
Slave ID |1 | @
=

MELUTINICLL v yai ID'U ]

SR

Connection Timeout |30 |
Enable Verbose Log

Transport Data Settings

Data Location  [NULL | @

Data Format |$SER1AL_NUMBER,$DATE,$S| ®

Line Break o

Modbus Channel
Index Enable Connection Index  Filter Items  Channel Index Slave ID Register Address ()

Save Close

Step 4 Click Save>Save>Apply.

Step 5 Go to Application>Modbus Transport>Status, the 6944(Modbus Mater) has connected to
the remote server successfully via the TCP protocol.

Status Modbus Transport X.509 Certificate

Connection Status
Index Enable Description Protocol Status Uptime
1 true TCP Setting TCP Client Connected 00:02:35

The remote TCP Server received the data successfully.
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—} CreateConnn & CreateServer i B Q| e S 5 DisconnAll | 3% DeleteConn 38 [@ & _

Properties B X |5 192168.111.199:54324 | Jbeg
M Client Mode

DestIP: 100
- m Server Mode Send [7 AtuoSend Eve ms Send

192 168.111. 199
B- 38 Local(192.168.247.1):2000 [ Send Hex | Send File] Send Received Clear | Uptionl Broadlption

. 54324
P> 192.168.111.199:54324| || DestFort:

=

2000
Type [TCP I

Rec StopShow | Clear | Save | Option| ™ ShowHex
[~ Save(In Time) [ _|

19015124330001, 2020-02-18 16:31:15, 1, 3, 21
Recy  [62622 19015124330001, 2020-02-18 16:31:15,1, 3,21
19015124330001, 2020-02-18 16:31:186, 1, 3, 21

Claar 19015124330001, 2020-02-18 16:31:186, 1, 3, 21
19015124330001, 2020-02-18 16:31:16, 1, 3,21
19015124330001, 2020-02-18 16:31:16, 1, 3, 21
19015124330001, 2020-02-18 16:31 16, 1, 3, 21
19015124330001, 2020-02-18 16:31:17,1, 3, 21
1,3,21
1,321
1,321

190165124330001, 2020-02-18 16:31:17,
19015124330001, 2020-02-15 16:31:17,
19015124330001, 2020-02-15 16:31:17,

Transport via FTP
Please refer to the section on “Configuring the Modbus Slave” and Configuring the Modbus Poll” to
finish the configuration.

Step 1 Go to Application>Modbus Transport>Modbus Transport, enable “Connection List”, and
specify the FTP server IP address, port, username and password to send the data to remote FTP server.

Step 2 The File Name and Data Format could be defined accordingly or set it as default.

Connection Settings

LAMINECUIon sy

Index 1

Enable |#

Description | FTP Setting

<

Protocol | FTP

Server Address | 14.215.177.39

Server Port |21

Username | admin

Password | adminftp

Connection Timeout | 30
Try To Send | 3
Enable Verbose Log ¢
Data Location |NULL '| @
Add CSV File Title ¢

@
@

| File Name |$5ERIAL_NUME\ER_$DATE.CS| @l

Upload Interval |30 | @

| Data Format | SSERIAL_NUMBER,SDATE,$ | @l

EN KN

Step 3 Enable “Modbus Channel”, and the Modbus Master will select the value to send to the remote
FTP server from Modbus Slave.
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Channel Settings

Modbus Channel
Index ll—\
Enable [#
Connection Index | 1 v | @
9 Filter Ttems |5Iave D v |
Slave ID | 1 | @
~sove |
Try To Send [3 ] @

Enable Verbose Log

Transport Data Settings

Data Location  [NULL | @
Add CSV File Title
File Name  [$SERIAL_NUMBER_$DATE.cs|] @
Upload Interval | 30 | @ Q)
Data Format  [$SERIAL_NUMBER,SDATE$s| @

Modbus Channel

Index Enable Connection Index  Filter Items  Channel Index Slave ID Register Address @

Save Close

Step 4 Click Save>Save>Apply.

Step 5 Go to Application>Modbus Transport>Status, the 6944(Modbus Mater) has connected to the
remote server successfully via the FTP protocol.

Status Modbus Transport  X.509 Certificate

Connection Status

Index Enable Description Protocol Status Uptime
1 true FTP Setting FTP Sent Successfully

Remote FTP Server received the CSV file successfully.

> FTP SERVER FOLDER v
BIR =R EE Eic) FI
@ 19015124330001_2020-02-18_16-57-50.csv 2020/2/18 16:57 Microsoft Excel ... 1KB
@ 19015124330001_2020-02-18_16-58-21.csv 2020/2/18 16:58 Microsoft Excel ... 1KB
@ 19015124330001_2020-02-18_16-58-52.csv 2020/2/18 16:58 Microsoft Excel ... 1KB
@ 12015124330001_2020-02-18_16-59-23.csv 2020/2/18 16:59 Microsoft Excel ... 1 KB
@ 19015124330001_2020-02-18 16-59-55.csv 2020/2/18 16:59 Microsoft Excel ... 1KB
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Transport via MOTT

Please refer to the “Configuration for the Modbus Slave” and “Configuration of the Modbus Poll” to
complete the configuration

Step 1 Go to Application>Modbus Transport>Modbus Transport, enable “Connection List”, and
specify the MQTT Broker IP address, port, username and password to Publish the Topic with Modbus
data to remote MQTT Broker.

Step 2 The Data Format can be defined or left as default.

Connection Settings
naple

Description [MQTT setting |
Protocol  [mMQTT |
Server Address  [192.168.111.93 |
Server Port  [1883 |
Enable S5L
Username [ mo_test |
Password [testi23456 |
Client ID | | @
Subscribe Topic | | @
Keepalive | 60 | @
Reconnect Interval | 60 | @
| @

Connection Timeout | 30

Enable LWT
Enable Werbose Log +

Transport Data Settings

Data Location NULL -] @
| Data Format |$5ERIAL7NUMBER,SDATE,$SJ @

[ Sove | Close

Step 3 Enable “Modbus Channel”, define the “Topic” to publish to MQTT Broker with Modbus

data.

Index Enable Connection Index  Filter Ttems  Channel Index Slave ID Register Address &)

Channel Settings

Modbus Channel

Index
Enable 1’

Publish Topic |test |
Connection Index | 1 v | @

e" Filter Items |Slave ID v |
Slave ID | 1 | @

[ sove

Connection Timeout IB(] ] @

Enable LWwT [}
Enable Verbose Log (v

Transport Data Settings

Data Location | NULL v |

Data Format  |$SERIAL_NUMBER,$DATE,$S |

Line Break 9)

Modbus Channel

Save Close

Step 4 Click Save>Save>Apply.
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Step 5 Go to Application>Modbus Transport>Status, The 6944(Modbus Mater) had connected

to the remote MQTT broker successfully.

Status Modbus Transport X.509 Certificate

Connection Status

Enable Protocol Status

MQTT

Index Description

MQTT Setting

Uptime

1 true Connected 00:23:04

Step 6 Run the MQTT Client (MQTT Subscriber), to subscribe the topic just published to MQTT
broker with MODBUS data. Then you should be able to retrieve the MODBUS data successfully.

Step 7 Test Successful

DedS X = - %S %N Tw
-
oy
P
T~ X Emr=E 0~ 1 F =9 SR - 2000m
-y W
e (===
| y A Murre
LA
Aale o Corem
el
Lt
e
-3
2 o ol & < = ] -— - - -
- o>t - & 80 — 5 ¥ - 53 55 - Seee—
— T e
= e
C—=) -
= = — [} | e
= — == ot
S
e
D o bl &  >< | T = S s 05 15 o -
= = 1 =y ==
N MAL9I Cer ®:ID - 3: F — ®1: S - Z2000ms=
:ax:\zaao
: | m—-
> S —1p - EENEa—
= AdSecs a 3 ===
= Asarsin ——— =3
= =
= g —

Control Digital Output
Go to Functions>15: Write Multiple Coils, to change the DO state from “0”to “1”.s
Test Successful
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20.3 MODBUS to DNP3
This document contains information regarding the configuration and use of Modbus to DNP3
software on the 6944.

Software versions

Release Date Doc. Version Firmware Version Additional software Change Description
2020/07/17 V1.0.0 V1.1.4(0c0c9fa) Please contact Case | First released

Testing Topology

(D)

TCP Connection

Serial Device Modbus to DNP3

(Modbus Slave) (Converter) DNP3 Master

e A 6944 Router runs as a Modbus to DNP3 converter, it acts as a Modbus Master and DNP3
Outstation.

e Aserial device supports Modbus protocol and acts as a Modbus Slave. It connects to the 6944 router
via its serial port or Ethernet port.

o The 6944 router polls the Modbus data from the end device (Modbus Slave), then sends the data to
the remote DNP3 Master.

Configuration

Confiquring the 6944

Step 1 Go to Applications>Modbus To DNP3>Modbus Master, specify the serial settings to make
the router connect to the Modbus Slave via RS232 interface:

Overview Status Modbus Master DNP3 Outstation

Link Management Connecti Connection Settings

Index
Enable ¥
Descipon [ |
Scan Rate 1000
———
» Modbus To DNP3 -
VPN
0

Reconnect Interval
Response Timeout | 1000

. Delay Between Palls
Maintenance Y

Connection Type | RS232 v |

Enable Show Status ¥/
Enable Verbose Log
Serial Settings
Baud Rate
Parity
Data Bits
Stop Bits

Index Enable Descrintion Slave ID Function Code Reqister Address

Step 2 Go to Applications>Modbus To DNP3>Modbus Master>Channel List, specify the Modbus
Master settings and the DNP3 data type:
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Status ol ’ oIclEWs
K B Connection Settings
Link Management Connectiq o ion List ~
ial Interface S Index |1 bkl ®
1 502
Enable # z®

Description
Scan Rate @ @
Reconnect Interval 60—‘ @
Response Timeout 1000 ®
Delay Between Polls |0 @
Connection Type RS232 M

Enable Show Status &
Enable Verbose Log
party [Mone 1]

Data Bits 8 v
Stop Bits 1 v

Channel List

Index Enable Description Slave ID Function Code Register Address

Channel Settings
Enable

Description |

Slave ID | 1

Function Code | 03-Holding-Register v
Register Address | 0o
Data type  [Uintie v

.

Data Endian |AB

Subtract | 0

Divisor | 1

Multiplier | 1

Shift Right Bits [0

Number Of Bits | 16

CRCRONCRCHCRO

|
|
|
|
|
|
Plus | 0 |
|
|
|
|
|
|

Keep Decimal Places | (o]

DNP3 Outstation Settings
Data Type Counter Input -

Class | 2 - |

Step 3 Go to Applications>Modbus To DNP3>DNP3 Outstation, specify the DNP3 outstation
settings as shown below:

Enable Timestamp L

Overview Status Modbus Master DNP3 Outstation

Link Management
Industrial Interface Enable |+
Network Llocal IP  [0.0.0.0 |

Applications Local Port | 20000 ]

DDNS Link Address  [1024
=i Master Link Address [ 1

Schedule Reboot - =
> Modbus To DNP3 Estiiz el i

-
Data Location | FLASH | @
SendInterval [0 | @
Numberof Sent [so00 | @
Server Accept Mode  |CloseNew <]
Keepalive Timeout [0 | @

Enable Verbose Log

Maintenance

[ soe I nvov

Step 4 Click Save>Apply.
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Configuration of MODBUS Slave

Step 1 Set Slave ID as “1”; Function Code as “03”, and the value “88” on Register “0”:

23 Modbus Slave - Mbslave1

File Edit Connection Setup Display View Window

DFEE M 2a|?N

Help

e

[a]=]=

ID=1:F=03 |

g

2

| w | po | -
b o o o o

Step 2 Check that the 6944 has polled and retrieved data from the Modbus Slave successfully:

Overview Status  Modbus Master DNP3 Outstation

B e

Industrial Interface
Network

Applications
DDNS
sMs

Enable  True

DNP3 Qutstation Status ~ Opening

Address _Function Code _ DNP3 Ty
Counter Input

DNP3 Class _ DNP3 Index  Status  Value
0 88

Olass 2

read suce...

Schedule Reboot

» Modbus To DNP3

Testing

Use the DNP3 Simulator “OpenDNP3” to do the testing.

Step 1 Run DNP3 simulator and enter the IP Address and Port to make it connect to the 6944 (DNP3

Outstation):

@ simulator

5 Add | g File

Initialized DNP3 plugin

Server Serial

\ TCP Client TCP

20000

192.168.5. 1] Host

S| Port

Settings

h 1
Wetrio Value creme

1000 =

10000

4| Max Retry (ms)

Alias [A Brrer  [ALink

Tin Retry (ns) [ Warning [ Link Hex
[A Infe [ Transpert
[Jbebuz [ Application

Step 2 Right Click “channel”, and Add Master:
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‘ Simulator

O Add

fig File

17:02:24.234 Initialized DNP3 plugin

Add Outstation

Remove

Step 3 Specify the address on the DNP3 Master, to make it match the settings on the 6944 (DNP3

6 Simulator
© Add i File
W chamnel Add Master
Link  Master
1 2| seuree
1024 2| | destination
[ send confirmed user data
Metric Value
bytes rx 0
bytes tx o
orc errors o
open count 1]
aum close ]
open fail count 0 :
Link frames rx 0 Logeing
Link frames tx 0 Mias
bad link fra.. 0

Step 4 Right Click “Master” and open it:

6 Simulator

© Add g File

=N

17:19:12.935 -LL->

17:19:12.938 <-LL- Function: PRI
5 64 0A 44 0

[CONFIRMED USER DATA Dest: 1024 Source:

1 0 4FE
6 3c C 04 06 FD

UNCONFIRMED USER DATA Dest: 1 Source: 10
00 00 04 67

Step 5 Select the data type as “Counter”, then you can see the data has been sent to the DNP3 Master
from the 6944(DNP3 OQutstation) successfully:

B DNP2 Master (master)

Counter ~ | | Index Value Flags Timestamp (UTC)
= F % 0x01 — ONLINE 2020/7/17 09:19:12.000 (sym. .. ]
8 | Type Period

@
)

2

S

2

Il

&

3

1=

Step 6 Test successful.
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ANO53 IEC 101 to IEC 104

This document contains information regarding the configuration and use of IEC101 to IEC104.

Software Compatibility

Release Date

Doc. Version

Firmware Version

Additional Software

Change Description

2020/07/17 V1.0.0 V1.1.4(0c0c9fa) (e9bbefe) First released
Topology
Serial
>
fltzrglolaes\lf;i : IEC101 to IEC104 IEC104 Mastar

(converter)

e The 6944 Router runs as an IEC101 to IEC104 converter.

e A serial device supports the IEC101 protocol and acts as slave connected to the 6944 router via a
serial port.

o The IEC104 master connects to the 6944 router via TCP and requests data from the slave. After that,
the slave will send the data to the master as requested.

Configuration
Configuring the 6944

Step 1 Go to Applications>IEC101 To IEC104>Connection, specify the IEC101 configuration, like
below:

B2l 1EC101 To IEC104 Connection Settings
Index

Enable ¥
1 Description ’—‘ = ®
Enable Verbose Log  (#
COMType |[RS22 -]
Baud Rate | 9600 v
Parity [Nome v
Cyclic Interval I 1000 1 @
Number Of Retries |3 ‘ ®
Link Address 1 ]
Link Address Length E
Cause Of Transmission Length E
Common Address Length
Information Object Address Length =
TN ETE
Step 2 Go to Applications>IEC101 To IEC104>Connection, specify the IEC104 configuration, as

shown below:
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Local IP  {0.0.0.0 |
Local Port \24047‘

Ti Timeout |15 ‘ @

T2 Timeout |10 | ®

T3 Timeout |20 ] ®

kK [12 ] @

w8 | @
Cause Of Transmission Length |2 v ‘
Common Address Length |2 v ‘

Information Object Address Length |3 v ‘
El KN

Step 3 Click Save>Apply.

Confiquring an IEC101 Simulator

Step 1 Specify the serial settings on the IEC101 simulator, and make it the same as the 6944
router serial settings:

Select Com Port =
Datarate
Word Size
Py
Stop Bits

Step 2 Specify the simulator works as the Slave Station:

Step 3 Specify the IEC101 Serial Port settings on the IEC101 simulator, to make it the same as the
6944 as shown above.

Step 4 Save and start to connect.

Configuring an IEC104 Simulator

Step 1 Enable the IEC104 simulator and configure it as a Master Station:

Step 2 Specify the settings on the IEC104 simulator, to make all the settings the same as the 6944
IEC104 setting, then connect to the 6944 via a TCP connection:

Step 3 Save and start to connect IEC104 Master to IEC101 Slave:

Overview Status Connection

IEC101 To IEC104 Status

Index Enable COM Type  IEC101 Connection Status Client IP Client Port  IEC104 Connection Status
[ 1 true RS232 Connected 192.168.111.19 50548 Connected

Link Management

Schedule Reboot
» IECI0] To IEC104

Step 4 Connected successfully

Testing

IEC104 Master requests data from the IEC101 Slave
IEC104 Master receives data from the IEC101 Slave
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21. AT Commands
21.1. AT Over IP

Overview
This document contains information regarding configuring the 6944 to run AT Over IP

Software Compatibility

Release Date | Doc. Version | Firmware Version | Additional Software Change Description

4.7.2019 V1.1 V1.1.4 (0c0c091fa) AT over IP First release
1.0.1 (42ccf3e)

Topology

Y I

.m SMS ™
E ((IE')) o>

ETH
AT Command
————

TCP Client TCP Server Cellular

e The 6944 runs as a TCP Server and connects to the Internet via its SIM card.
e The PC runs as a TCP Client and connects to the 6944 via an Ethernet cable.
e The PC sends an AT Command to control the module on the 6944 to take some action.

Note: This application note will show how to use the AT Command via a TCP connection to control
the module to send PDU mode SMS message

Configuration

6944 Configuration

Step 1 Go to Application>AT Over IP, enable AT Over IP feature like below:

Overview Status AT Over IP

Link Management General Settings

Industrial Interface Enable ¥
Local Port 5636

Step 2 Click Save>Apply.
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Send the message “TEST” to the mobile phone under PDU mode as an example message.

yy AT Commands and Content that needs to be sent one by one to the router.
a. attcmgf=0\r
b. attcmgs=17\r
c. 0001000BA15119852081F0000004D4E2940A

d la

Note: “\r” selects the keyboard “Enter”; Option “c” for the content to be sent under PDU mode,
Option “d” is the end code to be sent with HEX.

Step 1 Run SSCOM software as a TCP client and connect the 6944 router (TCP Server), as shown

below.

R SSCOM V5.12 Serial/Net data debugger Author - o X
PORT COM Settings Display Send Data Multi Strings Tools Help repay_author PCB_proofing

ClearDat wFile Send¥ile| Stop Cl-nSo-Jp Engish ft'ofnr-hd ur :]

Coalan [TCPCLi ant v MExShow  SuveData |7 ReceivedloFile [~ Send®X [~ SendZvery{1000 as/Tis[™ AddCrLE
Reaot{19216851 5635 HI™ Show Time and Packe 20 ms lo[’_htﬂ Add Verify: [Nooe -
Doe[ 121681010 <] 777 Dizcoes

SEND

Step 2 Send the AT command “at+cmgf=0\r" to make sure it’s under PDU mode.

PR SSCOM V5.12 Serisl/Net data debugger Author - (m] X
PORT COM Settings Display Send_Data Multi Strings Tools Help repay_suthor PCB_proofing

’u vongt=0 l

ClearDatal Openrile Send¥ile| Step |ClearSend ¥ Engith SweConfid mxr | —|

Coal¥un [TCPCYi ent =] MExSher  Suvebata |7 ReceivedTeFile [~ Send@X [ Sendfvery {1000 ss/Tin[~ AdXrLE
Reaot|19216851 %% { [~ Shov Tine and Packe 20 ms Wo[l Bytes Add Verify:[Nome -
Local{1521681010 ~ ;.._:A_._j

SEND

Step 3 Send the AT command “at+cmgs=17\r” to start to sending the content.
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PORT COM Settings Display Send Data Multi Strings Tools Help repay_author PCB_proofing

'u *ongf*0

Cleardatal Opearile|[ Sendfile| Stop |ClearSend ¥ Englth Swvucontid mr | —|
Coalfun [TCTCi ent v MxShor _Surabata |7 ReceivedTofile [~ SendEX [~ Sendlvery 1000 sw/Tin[~ AddCrLE I
Renot|19216851 6% .4 [ Show Tine and Facke 0vorTine [0 ma No[T Bytes Add Verify:[None >

1

Local|121681010 w] 777 Dise

]

Step 4 Send the content.

R SSCOM V5.12 Serial/Net data debugger Author
PORT COM Settings Display Send Data Multi Strings Tools Help repay_author PCB_proofing
ateengf=0

14
000100084151 19852081 FOOOO004 IME2MOA l

Clon'ltﬂ _M!:JI wil.lMClQUSQI!p Enghsh Snvofesﬁdgj;l
| Coalhun [TCPCLi ent ) Kexshor  Suvadata |7 ReceivedTelile ™ Send@X [~ SendZvary{1000 ws/Tis[~ MdrLE
Renot[12216851 (663 C.ooocd [ Show Time and Packe OrorTine [0 me l.[l_m..mv.as,iNm -]

Local{192168 1010 _.];7.‘.‘ Ree 1000BA151 19952081 FOOO000A DA E2940A
Step 5 Send the ending code “1a” in HEX if you get the reply “OK” it means the SMS has been
successfully sent.

R SSCOM V5,12 Serial/Net data debuggerAuthor - o x
PORT COM_Settings Display _Send_Data Multi_Strings _Tools Help _repay_suthor PCB_proofing
at *omgfO

vongu=1?
S et 6119652081 FOOCOO04DAEZI40A

ClearBatal Openrile|l Send¥ile| Stop |ClewrSend ¥ Englth SuuCeafid EXT —|
Contium [TCIC1 i ent =] ™ MExShew _Savabats | BeceivedTerile Sendlvery {1000 ax/Tim[ £

Remet|192 16851 =3 4 Show Time and Facke ]20 e ;-i; Pytes Add Verify [Nome
e s qb

Step 6 Test successful, the mobile phone has received the SMS message.
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S vl

132 6514 3432>

TEST

O A
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21.2. AT Over Telnet

Overview

This document contains information regarding the configuration and use of AT over Telnet.

Software Compatibility

Release Date

Doc. Version Firmware Version Additional Software

Change Description

18.7.2019

V1.1

VI.1.4 () 1.0.1 (42ccf3e)

First release

Testing Topology

PC

Telnet Connection

@ AT Command
——

e The 6944 connects to the Internet via its SIM card.

o The PC connect to the 6944 via an ethernet cable using the Telnet protocol.

e The PC sends an AT Command to control the module in the 6944 to undertake an action.
Note: This application note will show how to use the AT Command to control module to send a text
mode SMS message.

Configuration

Step 1 Go to Application>AT Over Telnet, enable AT Over Telnet feature like below:

Maintenance

Status

AT Over Telnet

Enable &

Local Port (5639

Step 2 Click Save>Apply.

Testing

As a test send the content “TEST” to the mobile phone in text mode. We have shown the AT

Command required to be sent to the 6944 router, with one command at a time.

at+cmgf=1

at+cmgs="15915802180”

>TEST
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Note: After entering the content “TEST”, please press the keyboard “Ctrl+z” to send the SMS.

Step 1 Run the “putty” software and telnet to the router, enter the AT command to trigger the 6944

module to send the SMS

as shown below:

192.168.5.1 - PuTTY
At

ERROR

At

OK

At+cmgf=1

OK

At+cmgs= 078875277882
>TEST

+CMGS: 237

OK

Step 2 The Mobile phone receives the SMS with content “TEST””:

Step 3 Test successfully.

will < 6:07

< ‘o

130 4808 5981

TEST

& O
« OO
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21.3. AT Over COM
Overview
This document contains information regarding the configuration and use of AT Over Com

Software Compatibility

Release Date Doc. Version Firmware Version Additional Software Change Description

18.7.2019 V1.1 V1.1.4 (0c0c9fa) 1.0.1 (42ccf3e) First release

Testing Topology

a‘\\ sM ; ;.
@ RS232/R5485 ((lE')) ]

" 6944 Cetiular

e The 6944 connects to the Internet via its SIM card.
e A PC connects to the 6944 via its serial port (RS232 or RS485).
e The PC sends an AT Command to control the 6944 to produce an action.

Note: This application note will show how to send the AT Command via RS232 interface to control
the 6944 module to send an SMS message.

Configuration

6944 Configuration

Step 1 Go to Application>AT Over COM, enable AT Over COM as shown below

Overview Status AT Over COM

Lk Maragemert

Industrial Interface Enable |+

COM type  |RS232 -
Baud Rate 115200 = -|

Data Bits |8
Stop Bits |1
Parity  [Mone

Modbus Slave

VPN

Maintenance

Step 2 Click Save>Apply.
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Testing
Step 1 Send the content “HELLO” to the mobile phone using text mode to test.

Below is the AT Command and content need to be sent one by one to the router.
a) at+cmgf=1\r

b) at+cmgs=15915802180\r

c) HELLO

d) la

9

Note: “\r” means the keyboard “Enter”’; Option “c” is the content 10 be sent under text mode; Option
“d” is the end code to be sent with HEX.
Step 2 Run SSCOM software and connect the 6944 router via its serial port, as shown below:

R SSCOM V5.12 Serial/Net data debugger - (s ] X
PORT COM Settings Display Send Data Multi Strings Tools Help repay_ author PCB_proofing

ClearDatal OpesFile[ Sedfile] Stop|ClearSend ¥ Engith Swricontid m1 | —|
v] 7 MXShor  Swvelata |7 ReceivedTofile |7 Sead®X [ SendZvery{1000 »s/Tin[" AJXrLE
[~ Show Tine and Packe 20 me Nofl Bytes Add Verify:[Nooe -

@ Clesecen| More Setti
¥ ATS ¥ DTR BaudRat{115200

Sk

Step 3 Send the AT command “at+cmgf=1\r" in TEXT mode

‘ R SSCOM V5,12 Serial/Net data debugger,Author - a] X
| PORT COM Settings Display Send Dsta Multi Strings Tools Help repay_ suthor PCB_proofing

ClearBatal Opestildlf Sandtile| Step |ClewrSend ¥ Engith SweCenfid ot | =|
Conliun |CO4 | ™ XShow  Sevabats | BeceivedTe¥ile [~ Send@X [~ SendEvery{1000 »s/Tin[~ AdCrLE
. CleseCon ¢ More Settingt [~ Show Tine and Packe 20 m lo[rbylu Add Verify: [None -

¥ ATS ¥ DA Bandkat!{115200 v| ptécact™ilr

(e
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Step 4 Send the AT command “at+cmgs=15915802180\r” to start to send the content to the
designated phone number.

R SSCOM V5,12 Serial/Net data debugger, Author: - () > 4
PORT COM Settings Display Send Data Multi Strings Tools Help repay author PCB_proofing

ateongfe]

NS+ 15915802180

Clnﬂlclﬂ M“ SMilol Stop lClnuS--‘p Enghsh SuoC»ﬁd 1444 I;l
| Coaliun [COM4 2] MxShor _Surabata | ReceivedToFile [~ SendX [~ Sendfvary 1000 sa/Tin[~ AddrLf
. CloloCnIG More Setti I~ Show Tine and Pocke OrerTis E- h[‘_»tn A Verify [Nm -:]

¥ ATS 7 OTR Busdiat| 115200 -I[n-e-n-tsoxsmm'ﬁ

=1

Step 5 Send the message “HELLO”.

R SSCOM v5.12 Serial/Net data debugger, - 0 X
PORT COM Settings Display Send Data Multi Strings Tools Help repay author PCB proofing

attomgi=l
LoOGS=" 16916802180
P KELLD |

£
Clcul!ld M'.“ S“ﬂc] Sh}lCltuSo.‘p Enghth SnnConﬁd m]:]
Conliun |0 2] 7 xsher Swradats |7 BeceivedTeFile [ Sead@®X [~ Sendlvery[1000 ss/Tial™ AddceLf

& cl."c..lc Hore Soniﬁ [~ Show Tine and Packe 0vor7ins [Tn lo['_l/tol Add V«i‘y.lNW _']
NS200

¥ RTS ¥ DTR Baudiat

=

Step 6 Send the ending code “la” with HEX. The reply “OK” means the SMS was sent successfully.
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A SSCOM V5.12 Serial/Net data debugger

PORT COM Settings Display Send Data Multi Strings Tools Help repay author PCB_proofing
ateomgt=l

~ONGS="16915802180"
MILLO

Clonlnd gznlih" SendFile| Stop |ClearSend ¥ Engish SouConﬁd T |;l
Conlun [COM4 =7 Mxsher  Suvabata [T ReceivedToFile Sendlvery 1000 s/Tin[~ 4131

@ Oosccun| G Moo Souiﬁ [~ Show Tine and Packe OrerTine |20 ms Wo]! Bytes Add Verify:[None ~]
115200 v

M RTS ¥ DTR Besdiat

T

Step 7 When the test is successful, the mobile phone will receive the SMS message.

wll 2 - 6:07 @ v U 85% W 4
130 4808 5981 >
TEST

O M A) @
+ OO -
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22. SMS Commands

SMS allows a user to send an SMS to monitor or control the 6944 router or get the operational status of the
router. Using a Text or SMS allows the network manager to use the CLI to control the 6944

SMS Gateway  Notification
Enable ¥
Authentication Type  [Password '
Index  Description Phone Number ®

Application->SMS

e Enable - Select this box to enable SMS feature.

e Authentication Type - Specify the authentication mode for SMS, optional for “None” and
“Password”.

e Description - Enter the description of the Phone Book

e Phone Number - Enter the special phone number and only allow this phone number to send an
SMS to the 6944 router
The SMS Gateway sends SMS messages by using a valid syntax from the serial device or ethernet
device.

Phone Number Settings

Allow Phone Book

Index | 1

|
Description | |
|

Phone Number |

fndex: |[E—
Description [ ]
Phone Number [ ]

Startup Notify

Reboot Notify

NTP Update Notify

LAN Port Status Notify

WAN Port Status Notify
WWAN Port Status Notify
Active Link Status Notify
Digital Input Status Notify
Digital Output Status Notify
IPSec Connection Status Notify

Openvpn Connection Status Notify

T T

Using SMS to control the Digital Input / Output
We can send the SMS message to control the Digital Output ON or OFF. Please kindly check below SMS commanc

admin$admin$docti$DO 1/2 ON
admin$admin$doctI$DO 1/2 OFF

"1" means Digital Output 1
"2" means Digital Output 2

Section 22 Page 1
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Application->SMS>Gateway
¢ Enable - Check the box will enable SMS gateway.

¢ Authentication Type - Specify the authentication mode for SMS, optional
e for “None” and “Password”.

¢ SMS Source - Specify SMS source to receive valid syntax, optional for “Serial Port” and “HTTP(S)
GET/POST”.

e Serial Port - Select the serial port from COM1 or COM2.

¢ Baud Rate - Select the serial port baud rate. Supported values are 300, 600, 1200, 2400, 4800, 9600, 19200,
38400, 57600, or 115200.

¢ Data Bits - Select the values from 7 or 8.
« Stop Bits - Select the values from 1 or 2.

« Parity - Select values from none, even, odd.
SMS Notification feature allow to send SMS notification to the pre-setting phone humber when some
of router status changed.

Notification Channel Settings
Index | 1 |

Description [ I

Phone Number [ I

Startup Notify

Reboot Notify

NTP Update Notify

LAN Port Status Notify

WAN Port Status Notify
WWAN Port Status Notify
Active Link Status Notify
Digital Input Status Notify
Digital Output Status Notify
IPSec Connection Status Notify
Openvpn Connection Status Notify

EE EE

Section 22 Page 2



G a S e ((SW Section Twenty - Two 6944 Manual

communications SMS Commands Rev 2.8

Application->SMS>Notification

e Index - Display the index of the notification channel, maximum is 10.

e Description - Add the description for notification channel.

e Phone Number - Pre-setting phone number to receive the notification

e  Startup Notify - Send SMS notification to the pre-setting phone number when system
startup.

e Reboot Notify - Send SMS notification to the pre-setting phone number when system
reboot.

e NTP Update Notify - Send SMS notification to the pre-setting phone number when NTP
update successfully.

e LAN Port Status Notify - Send SMS notification to the pre-setting phone number when
LAN port status changed.

e WAN Port Status Notify - Send SMS notification to the pre-setting phone number when
WAN port status changed.

e WWAN Port Status Notify - Send SMS notification to the pre-setting phone number when
WWAN port status changed.

e Active Link Status Notify - Send SMS notification to the pre-setting phone number when
active link status changed.

e Digital Input Status Notify - Send SMS notification to the pre-setting phone number when
DI status changed.

e Digital Output Status Notify - Send SMS notification to the pre-setting phone number
when DO status changed.

e [PSec Connection Status Notify - Send SMS notification to the pre-setting phone number
when IPSec connection status changed.

e OpenVPN Connection Status Notify - Send SMS notification to the pre-setting phone
number when OpenVPN Connection Status changed.

Schedule Reboot
Schedule reboot allows the user to define a time for 6944 router reboot itself.

Schedule Reboot

General Settings

Enable

Application->Schedule Reboot

e Enable - Select this box to enable schedule reboot feature.
e Time to Reboot - Enter the time of each day to reboot device. Format: HH (00-23): MM (00-59).

¢ Day to Reboot - Enter the day of each month to reboot device. 0 means every day.

Sending SMS commands to control the 6944

It’s possible to monitor and send commands to the 6944 Router using an SMS / text messages.
To do this it’s necessary to send commands using the CLI on the 6944 (Command Line Interface).
Go to the Applications SMS. By default the SMS Control Function is enabled.
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’X Login: admin
Reboot Logout
communications

Overview SMS Gateway  Notification

Link Management General Settings

Industrial Interface Enable
Network Authentication Type
Applications Allow Phone Book

DDNS Index Description Phone Number ®

» SMS 1 Test 07777777777 @ ®
Schedule Reboot
Modbus Slave

VPN

Maintenance

Under General Settings are the following options:

User Name and Password: Forces the manager to enter a user name and password (recommended)

User Name and Password: None — allows the manager to connect without using a user name and
password.

Allow Phone Book: This option only allows the 6944 to send and receive SMS messages from numbers in
its internal directory.

SMS Commands

Authentication Type: Password

1. Admin$admin$enable$version // send an SMS to check the firmware version

o The first “admin’ means the router username,
o The second “admin” means the router password;
o “Enable” means to send the CLI Command used in “enable mode”.
o “version” is the CLI command under enable mode
2. Admin$admin$config$set syslog level info //send SMS to set router syslog to info level
o The first “admin’ means the router username,
o The second “admin” means the router password;
o “Config” means to send the CLI Command of “‘config mode”.
o “set syslog level info” is the CLI command under config mode

We also can send SMS with multiple CLI Commands, like below:

1. admin$admin$enable$version;show active link //
e Send SMS to check firmware version and link information together.

2. admin$adminSconfig$set syslog location ram;set syslog level info //
e Send SMS to set syslog location and syslog level.

3. admin$adminS$enableS$reboot
e This option reboots the 6944

Authentication Type: None (i.e. only using the 6944 telephone directory for security)

1. enable$version
2. config$set syslog level info

3. enable$version;show active_link
4. config$set syslog location ram;set syslog level info
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22.1. SMS Control
Go to the Applications SMS. By default the SMS Control Function is enabled.

(\ Login: admin
Reboot Logout
communications -

Overview SMS Gateway Notification

Link Management General Settings

Industrial Interface Enable
Network Authentication Type
Applications Allow Phone Book

DDNS Index Description Phone Number (O]
» SMS 1 Test 07777777777 #®

Schedule Reboot

Modbus Slave

VPN

Maintenance

Under General Settings you have the following options:
User Name and Password: Force the manager to enter a user name and password (recommended)

User Name and Password: None — allows the manager to connect without using a user name and
password.

Allow Phone Book: This option only allows the 6944 to send and receive SMS messages from numbers in
its internal directory.

SMS Commands
Authentication Type: Password

1. admin$admin$enable$version // send an SMS to check the firmware version

o The first “admin’ means the router username,
o The second “admin’ means the router password;
o “enable” means to send the CLI Command used in “enable mode”.
o “version” is the CLI command under enable mode
2. admin$admin$config$set syslog level info //send SMS to set router syslog to info level

o The first “admin’ means the router username,

o The second “admin” means the router password;

o “config” means to send the CLI Command of “config mode”.

o “set syslog level info” is the CLI command under config mode
We also can send SMS with multiple CLI Commands, as shown below

admin$admin$enable$version;show active_link //

e send SMS to check firmware version and link information together.
admin$admin$config$set syslog location ram;set syslog level info //
o send SMS to set syslog location and syslog level.
admin$admin$enable$Sreboot

e This option reboots the 6944
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Authentication Type: None (i.e. only using the 6944 telephone directory for security)
1. enable$version

2. config$set syslog level info
3. enable$version;show active_link
4. config$set syslog location ram;set syslog level info

CLI Command

29

Step 1: Telnet to the router to check the CLI command under “enable mode” or “config mode”.
6944.router login: admin

> < Enable Mode (You are now in enable mode)

>

< Config

confight < You’re now in configuration mode

config#

Step 2 When you have connected to the router using telnet, it pops up with the character

G‘>”
9

This means that the router is now in “enable mode” and you can then go into configure mode
Step 3 Using the CLI Command enter “config”, then the router will go into “config mode”
Step 4 Enter the “?” or keyboard “Tab”, then we can see the command options using the CLI as shown

below

>

config Change to the configuration mode

exit Exit this CLI Session

help Display and Overview of the options available using CLI syntax
ping Send a Ping to a device

reboot Reboot the 6944 router

show Show the running configuration or running status
telnet Telnet to a client

traceroute Traceroute

upgrade Upgrade the firmware

version Display the 6944’s current version of software

Step 5 For example to reboot the 6944 enter (admin$admin$enable$reboot)

0K

OK ox

0K

OK

0K devel (b8a491d)

active_link

“typeT TWWANIY,
"ip™:"10.139.71.202",
"netmask~:~255.256.255.252",
255 ~gateway"-"10.139.71.201",
~dns1-:~120.80.80.80",

R el L

devel (b8a491d)
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22.2 SMS Gateway

eee
e
- RS232/RS485

e The 6944 connects to Internet via its SIM card.
The PC connects to the 6944 via a serial port (RS232 or RS485).
e The PC sends the special command via its serial port to the 6944 and triggers the 6944 to send the SMS
to the receiver.
Note: This Application Note will show the example when the router receives the special command from the
RS232 Port. This can also work on the RS485 Port.

6944 Configuration
Step 1 Go to Application>SMS>Gateway, enable SMS Gateway feature like below:

Overview SMS Gateway Notification
Industrial Interface Enable (¢
Network Authentication Type Password

Applications SMS Source Serial Port

DDNS Serial Port Settings
» SMS Serial Port comz -

Schedule Reboot
Baud Rate 115200

II

SNMP Data Bits
DMPC Stop Bits
VPN Parity

Maintenance

Step 2: Click Save>Apply.

Testing
Send a message (in our example it is “hello”) to the mobile phone.

Here are the commands that needs to be sent to the router via RS232 Port.

a) sms_send&admin&admin&15915802180& Text_To_Send

b) 1a //itis the ending code and need to be sent with “HEX”
Here is the explanation of the command “a’’:

sms_send&username&password &phone number&SMS content

Step 1 Run the SSCOM software and connect the 6944 router via serial port, as below:
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PR SSTOM V512 SerialNet data debrogger Author

PORT COM Settings Display Send Dsta Multi Strings Tools Melp

repay_suthor M8 _procfing
|

n.-.-cﬂ _uﬂ_oji Seadtile| Srep |Clasnsend ¥ Evghin :.-d‘-‘hd =T I.:J
Conlin [COME VER-SERIAL CH30 =) e Seradate |17 Becsivedlalile [~ SandOX [ SendBoery |1000 en/Tinl™ addirLE

- c""‘-ic Bave Setts - "{‘—-Mﬂ A Veri by Piore ;]

I ATS T DIA Dendland 115200
e |

Step 2 Send the SMS with the content “hello” to a receiver phone number for example. 15915802180”.

Step 3 Send the ending code “1a” with “HEX":

B SSCOM VA 12 Sevialifees data detrugges,

PORT  COM Semings Display  Send Dete MUl Siings Tuels el repey sthue  BCR prwafing

® el Wars Senni
- ATE T BTR Besdiend 1 200

Step 4. If the test is successful, the mobile phone will receive the SMS message.

EEER T o o —

*30 asos sos -
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22.3 SMS Notification

Overview
This document contains information regarding configuring the SMS Notification from the 6944 to a mobile
device.

Software Version
Updates between document versions are cumulative. Therefore, the latest document will include all
the content of previous versions.

Release Date Doc. Version | Firmware Version | Additional Software | Change Description
3.9.2020 V1.1 V1.1.4 Std Software First release
Topology

A

Cellular C}

S "
& - SN[
6944 Router

o The 6944 router connects to the Internet successfully via its SIM card.

e An engineer sends the SMS to the router with a Special SMS Command to control the 6944 router restart
or configure the 6944 router.

Note:

Special SMS Command means the router CLI Command. The engineer will send SMS message with the

CLI Command to control or monitor the router.
6944 Router Configuration

Step 1. Go to Applications>SMS, SMS control (the function) is enabled by default.

Authentication Type:
Password: SMS command with router username and password
None: SMS command without router username and password

Allow Phone Book:
The router only receives the SMS message from phone numbers listed in the phone book
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SMS Command

Authentication Type: Password

1. admin$admin$enable$version // send SMS to check the firmware version

2

The first “admin” means the router username, the second “admin’ means the router password, “‘enable
means to send the CLI Command of “enable mode”. “Version” is the CLI command under enable mode

2. admin$admin$config$set syslog level info //send SMS to set router syslog to info level

The first “admin” means the router username, the second “admin’ means the router password, “config”
means to send the CLI Command of “config mode”. “Set syslog level info” is the CLI command under
config mode

We also can send SMS with multiple CLI Commands, like below:

1. admin$admin$enable$version;show active_link //send SMS to check firmware version and link
information together.

2. admin$admin$config$set syslog location ram;set syslog level info // send SMS to set syslog location
and syslog level.

Authentication Type: None

1. enable$version

2. config$set syslog level info

3. enable$version;show active_link

4. config$set syslog location ram;set syslog level info
CLI Command

Step 1 Telnet to the router to check the CLI command under “enable mode” or “config mode”.

casecomms r«¢

When you have connected to the router using telnet the following prompt appears “>”, this means that the
router is in “enable mode”

When you enter the CLI command “config”, then the router will go into “config mode”

Step 2 Enter the “?” or keyboard “Tab”, then we can see CLI commands as shown below:
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Testing

Step 1: Below test result for reference.

< e W < vy
+44 7887 527808 +44 7887 527808
OK OK
OK OK
OK OK
OK OK
OK OK

devel (b8a491d)
OK

devel (b8a491d)

devel (b8a491d)

active_link

{
devel (b8a491d) “type":"WWAN1",
"ip":"10.139.71.202",
“netmask":*255.256.255.252",
"gateway":"10.139.71.201",
“dns1%:*120.80.80.80",

Daiimt s AN HAAADW. NN, € 00 OO

A ) (O I A)
*+: OO -~ & *+ OO0 -~ B
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23. SNMP
23.1. Testing Topology

SNMP
Monitor Routes SNMP Notification

Control Router

Rec tfication
((sz‘ System Status
= ; g Cellular Status
Cwe
6244

WAN Status

Manager PC

Criteria of the SNMP test
e The 6944 Manager PC can access the 6944 router using SNMP Protocol.

e The Manager PC can obtain the 6944 operational status, and control the 6944 router and receive
SNMP notifications from 6944 router.

Note: For this Application Note, the Intranet was used to test the SNMP instead of the Cellular WAN.
The 6944 Manager PC is connected to the LAN port of 6944. The IP address of Manager PC is set to:
192.168.5.19/ 24. The IP address of 6944 LAN port is: 192.168.5.1 / 24.

Software Compatibility

Release Date | Doc. Version | Firmware Version | Additional Software Change Description
4.3.2020 V1.0 V1.14 V1.1.3(e335ec6) First release

Configuration

Configuration of the 6944 Router
Step 1 Go to Applications>SNMP>SNMP, enable SNMP and set the configuration as below:

Step 2 Click Save>Apply.

Step 3 Go to Applications>SNMP>VACM, Set the configuration in “View Settings” to default. For
“USM Users Settings”, please configure the page as shown below:
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Step 4 Click ‘Save > Apply’

Step 5. Go to “Applications>SNMP>Trap”, enable SNMP Trap configuration, and the “Notification
Host” should be the IP address of the PC running the SNMP management tool, as shown below.

Step 6. Then set the “LAN Notify” as an example, when the LAN Port status is changed, the SNMP
management tool will receive the event alarm.

Go to “Applications>SNMP>Trap>Events Settings”, configuration as shown below.

Step 8 Click Save>Apply
23.2. Configuring an SNMP Management Tool

Step 1 - If you don’t have an SNMP Management system (such as CaseView) it is possible to use
other software such as “MG MIB Browser” as a management tool.

Once installed on your PC you should see the following screen

Command Line Utilities
Document Files

9 MIB Browser Help

$E MIB Browser User Manual

7% MI8 Browser : Note: After unzipping the “MG MibBrowser”
#2 MIB Builder Help 4 k - t " ll th l int “« Y Zd
B e ) package, install a// the files into an “unzip” folder.

9 MIB Compiler Help
74 MIB Compiler

.‘) MIB Explorer Help

ﬂ MIB Explorer

#» Quick Start Guide

n Uninstall MIB Browser
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Step 2 Open MibBrowser and run the MIB Compiler as shown below:

) e
Quey |me | Png |
[ T —T |
tioe. g \ ~
Hf,;.';’: s !
Pty &8 MG-SOFT MIB Compiler - a *
|[SIEN Compie / - —
Step 3 Compile the MIB files “SNMP-ROOT.mib”, ’SNMP-TRAP.mib” and “SNMP-
VALUES.mib” one by one:
ol MG-SOFT MIB Compiler — m] x

File Edit View Modules Tools Window Help

|le@d@ @|loragnn QRGP 8 S

lx

13.6.1.2.1.3.

. 136.1.2.1.1]

13.6.1.21.2

. 1361213,

13.6.1.2.1.3.
13.6.1.2.1.3°

13612017
13.6.1.2.0.0¢
13.6.1.2.1.0¢
13.6.0.2.0.0.
1361204

. 136.0213.
e 1361213

1361200

. 1361215

13.6.1.2.1.2¢
13612104
136.1.2.1.0.

- 1361200,
. 13602000,
. 1360210,
. 1361212

13.6.1.2.1.3.

. 13612030

13.6.0.2.1.2

? &

=l - @ v B

Date modified
SNMP-ROOT mib 37472020 8:24 AN
| SNMP-TRAP.mib 3/4/2020 9:24 AM
| SNMP-VALUES.mib 3/4/2020 9:24 AM

< I >
Fiename: | Open I

Fles of type: [ MIB Source Fies (mib." smi.miz.- sm2.-my 7| Concel |

2 [Compiled: 91 [Selected: 0

Step 3 : Save the Compiled File as default path, as shown below:

q R e LW T W,

File

i

|

P F A e T e

MM mmn am

-

<

o] MG-SOFT MIB Compiler - MIB Group1 = o
File Edit View Modules Tools Window Help

seu@nnninn @ERaF eesx|24a]|
=F]

1 0OTIZ-R...

1 DOT12-IF..

< I >
“ :I\ MIB Hodnlae,‘ ME;

Name N Date modified ~

| 2PPC-MIB.smidb 8/14/2002 10:45 AM

& APPLETALK-MIB.smidb 6/14/2002 10:45 AM

] APPLICATION-MIB.smidb 6/14/2002 1045 AM

] APPN-DLUR-MIB sy 6/14/2002 1045 AM

] APPN-MIB st E/14/2002 1045 AM o
1361215 < I >
1361212 v

4] :I\. Compile /

Ready

Modules: 0 |Selected: 0
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Step 5: After saving the compiled file, refresh the MIB Module:

File Edit View SNMP Acion Tools Windew Help

o[ |4 @ [ | o 3 P 2 ]
Que Ping |

oo T e

[T T e —

Al[E] 4]

8 Mgcbios | 8 G rums |

Modkis dertly
ST

QI APPLETALK IR
& APPLICATION HIB
6 APPH DLUR MIB
o] PPN M
QIATH M

a baPaMiE

Step 6: Then check the MIB files and load them:

T TR e e T e e
o] [0 8]®) 3 |1 | O e ]9

Quey MB |Ping |
Losted MIB modies

kdl-)

Mocute deraty Fioat 01D Hodes | Sae Fan

A[; |El d|v]
"

MIB Mgddes | M8 Groues |

Wind

sl 0| 2[8]0]1 |0 E|w/B0|®(@|q|

Quy MB |Prg |
Loosed MIB mode:
Nodes | See P
MBAW Rater ROOT 13614155251 2 B C\Pog: HEEJMG SOF o
MBNWAode TRAP  1361415251500060 | 22 51940 C\Program Fikes pEEJIMG-SOFTWMIE Browser\MIB\SMIDB\MIB-NW-ROUTER TRAP smich
MIBAW Roer VALUES 13614155251 5001 T 241150 C\PoganFies ol LES imcb

Alt| gl 8]

The MIB Files have been loaded
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Step 7: Enter the IP address of 6944 router the management tool to the 6944
File Edit View SNMP Action Tools Window Help

o080 i |1 E|alE| % B4

[T | ping |
Remote SNMP agent Split

MIB tree
SR ]
ke

Step 8: Enter the SNMPv3, parameters such Name and the Authentication and so on, as shown below:

Fle Edit View tion Tools Window Help
202|801 |0 Ela /& g v @) 7|
Guey | Mg | Prg |
Remote SNMP agert Sgit
1216851 <] B 1 Verical
MIB tree. =
@ MIB Tiee
&0
SNMP pretocol verson
" SNMPv1 © SNMPv2c
General Get-Bulk settings SNMPv2 Security Parameters. X
- ; ¥ Use Gk e
Secuyusername  |[romo
[ Context name. [
I = st
I~ Contest engne 1D |1t
Tmeou ][5 fﬂmﬂ - shupguerlil -
Retransmits [4 :m — = Change Password.
Potrumber [161 > henticaton And Piig b
# I Danotlocaize
[E0="] o T 1
ox Cancel ‘ [ v
o
Query resuts S
3 n
: « .
Step 9: Click “Yes To All”:
File Edit View SNMP Action Tocls Window Help
R OREEEEEEE e
Queyy |MB | Ping |
Bomoe SHIMP agen Seit
7 <] B 1 veniea
E &3 MEB Tiee -
03 ecit
&@ o
Query resuls =
Wekeorme t MG-SOFT HIE Bromser Profossonsl SHMP3 Edion

emote sddess 19216851 port 161 bansport: IPAUDP.

e a0 247 | ot BoROA mevent IPIDP Search compiled MIB modules 1a resolve OID X
Pratocal versior: SNMPV3 =
Request 010 1.361.6315.1.1.4.0 cannot be resclved thioush loaded MIB moduies.

set prlile name: momo

ontext name: (zetcrlengh) Select [Yes] 1o-seaich and load MIB that can resolve the DID.

mmmm. lrewienathl Select [o] ki resatvng this OID
Sect Select [No To Al] o skip tesobving 01D nthe currert wak.

mm oo D (jengh) Select [Yes To Al to resolve ol 01D in the cusrent wak.

Ausheniication pralccok HMAC MDS

n

Piwacy polocor CBL DES

Seciy evel uthericaton and ivacy
ccurymode! U

e

epleTma (o)

Irnruml Yeo | _ Mo MoToAl
L ——

Synchronize:
SHMP 3 gt toshed om enche sgen
S ecuriy engine I

a1 ull
(Conlet engie 0 30 00,1 68,80 7C 13 04,07 5 5E. 10F8 (hex)
S ccurky uses neme: momo
5oy eronelD: 8000 170007 130407 5 E 107D )
|Authersicafion protocok HMAC MD!
Pivacy protocet CBC DES
Securly level Authenlication And Piivacy
Secunty model: USM
i
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Step 10: We should now see the menu on the 6944 router:

File Edit View SNMP Action Tools Window Help

PR OREE N ECECE
Quew |MiB | Ping |
Femots SHMP agent

2le]

Splt
326851 - E I~ Veresl
MIB tiee —
& i MIE Tre
=3 ke
Er= L
=%
(2] intemet
G123 momt
-2 pivate
B0 erterpeises

(] navigatewon
]

] oveniew

=13 nk_managerient
-1 ndastisl_deiface
@21 network

] applcations

-2 snnph

23.3. Testing SNMP
Monitor the Running Status Of The Router

Here we check the “system time” and check the “firmware version” as an example

Step 1: Go to the “system-time” and Right Click, then click “Walk™:

File Edit View SNMP Action Tools Window Help

ol 10| D[ K@ i | 71| & || | | %] 09| |

2e
Quey |MB | Fng | |
Remote SNMP agent Sot
15216851 ] B I Verica
MiB e =
ERST »
B2 dod
501 intenet
7 deectony
@2 mgnt
21 ewpermental
2 2 pivale
- enterprises
B ] navigaewor
20 ot
-2 roules
&0 ovaview
0 s_overrmm
500 +astem
& spstemmodel
tem-ptine
T alemeam | pContact
& satenimn
@ systemcem Fim Prompt For OID...
B system-seia 5 Multiple Varisble Bindings...
- = active_ink
(] fnk_management & Expand
-0 ndustial_intedface. 2 Collapse
-3 netwark
52 apelicalions oo Get
B ven 8 Get Next
-] maintenance 8 Get Bulk
1 snmgh2 ~» Set.. [read-only] h
Guew eslts — —~
HMP QUERY & A
1: systemviime.0 foctet siing] 21200304 092330 (3230 3230201 1 Infe il
NMP QUERY FINISHED e
Copy OID
4 Toggle Bockmark
B properties...
0ID 1.36.14.1.55251.500.1.2.0.3 LN
Step 2: Get the System Time of the router:
B bee. -
=TT ~
5 dod
B[] ntemet
C drectay
5 £ momt
(2 perimental
2 0 pivdle
=1 enterprises
5 3 navigstewars
& (2 rwroutes
- router
5 overvien
(3 & averview
00 5_system
W syseninodel
@+ re
B syatem hemel_version
@ system-seiial_nurber
i # s_actve_ink.
(2 link_management
150 industial inteface
(] retwark.
W (2 applcations
& wn
-] maintenance
B (2 seepv2 v
Qoesy reslts -
NP QU T
1: cyotemime 0 octs! 'Im'-?ﬁ 323020.30 33 20,30 34.2030.39 34 32 33 34 1330 (hesd]
SNMP QUERY FINISHE
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Controlling the 6944 Router
To demonstrate control of the router as an example change the Telnet Port of the 6944 router,

then Save, then Apply.
Step 1:Go to the “Telnet” Option, Right Click, then Click “Set”:

Quey Mg | Prg |
Fiemcte SNMP agert St

19216851 =1 51| veriea
MIB bee _
-3 ccit =
=@ ko
= o
5@ ded o} Contact
5 et (] Walk
o drectary #a Prompt For OID..
3 B E'mmtd % Multiple Variable Bindings...
& @ pivse T Expand
5y enterpices
-3 navigalewors T Collapse
5 (20 mviouter = Get
¥ H'“‘“’ = Get Next
overview
o D ik monsgement | TiGctBull
&) industrial_inteface ™
] retwork
11 ssplications
80 ven
£ ) maintsnsnce
B system
B3 c_system
&0 c_yog
0 ¢_webseivi
i . L
;2 o
BHID o_secunty
4 (2 seerp2 )

Step 2: Set the Telnet port to 24.

Quey |ME | Ping |

Flemate SNMP agent Spit
[EAC — -
M vee _
B ccit -
a-@ ko
S0
-3 dod —
B3 infemet Set - telnet-port.0 % |
(] deectoy =
- momt J
(20 ewpetimental
B ] piivate = E
£ erterprises
(1 ravigatenors =
B 22 rewroute
B router
18- ovenview | 3 % @

-3 frk_management
8- ndustnal_eitace

Citegeriz  C Timeticks ' Courterfd
© Ulnege’? IPaddess Dpsque

€ Counted2 0D € Nsapadds
C Gauged? @ Octets © Bis

@D@ @ SNMPI  Success.

Query resuts

NMP QUERY
1: teknet port 0 octs
NMP QUER

Step 3: After setting, the Port it needs to be saved. Go to “Save Operation” and save it:

Qe |mie | Ping |
Femole SHMF agert Spit
19216051 =] B vestcal
MIB e =
S MB Tres
- ccit

& o
B3] dod
B2 intemet

B private
(] enterprises
-2 navigatewor:
B0 mwveoutes

; Prompt For OID...
15 (7 ink_mansget g wultiple Variable Bindings...
- industral_infg —————
- retwork |7 Expand
(20 applicalions B3 Collapse
@ v
& (1) maivenance| 78 Get
- [ g2 2 Get Next

Guery resubs

#A Find
Copy OID

& Toggle Bookmark
B Properties...
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Quew |Mg | Prg |

Hemote SNMP agent. Spit
[13218851 ] B verca
0B e -
=gl MIB Tree
w3 echt
53 ko
50309
= dod
= [ internet E]J
& et ki =
q Flengle SHMP ageri
& 23 mont 1
& spaimenna 152 145 1 ey
= 21 pivats
B[] erferises el
Vahue to Set
B v
status_update Syntan Select Value Fopperation.0 x
P
-4 nolficalion @ itegeiz O T
B0 overview C Uieger®. 1P E‘Jd\aaﬂm erahon 0K
5 51 o ot [ Lz 0D Corce
-] network Gauge2 i
] applcabons DDD @ SNHPYI
-3 ven
(- mantenance
1 5 a2
13 A 1 tL)
. .
Step 4: Now select “Apply”:
Quey | Mg | Png |
Remole SNMP agert St
15216851 =] B verieal
MIB iee >
= MIB Tree
& ceit
&3 o
=S Qo
= L1 dod
& (3 itemet
(2 diectoy
% mamt
0 eowiments
S0 pivate
5 £ enterpises
5 £ navigatework
= moute

- router
S operstion
& stous_update x
4 rotlicabon
& (2 overview

C ez 17 o NE| ““ﬂ'iﬂ'“ o
4 [ Ik _mansgement WErn (800

- industial_inteface C o ocwts| | [P - Cancel

% (3 etk
& soplcations @00 |@ NP

03 ven
& () mantenance
& (2] smpv2

Step 5: Log in to the router and the Tenet Port had been changed to “24”:

Overview General Accounts Syslog Web Server Telnet SSH Security

Industrial Interface Telnet Port |24

=

Network

Step 6: The test is successful, now put Telnet port back to 23.
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For this SNMP Trap test we use UDP port 163, as shown below

2lo|

Benole SN
[1s216e57 ¢ Toolbar
~ Status Line
B nee -
& o2
E\B_uee L2
54 MIB Tree
-] ccit MIB Brawser Preferences X
B0
B Gened | MB | Query Resuls | Fomatiing | Table View Tiap Ainger
ERSLC Trap finge console
=] internet r W Veily lartup
] dieclay % Popup on SHMP nolicaion I Fler vesdialion bop
&1 ngnt
:]I expermentsl ¥ Beep on SNMP netification ¥ Map SNMPY1 raps through entamiise
B 2 pivale SHMPY securiy parameters
(2 entrpises Userproflename:  Nouser picfie selected Edlser.
[ navigatewors
53 e o el |
£ router Secuity Engre D:  B0.00.05.23.01.COABF7.01 (hex)
& ] overview Engre Boots: H
& ] Irk_management
a "“"*‘"f-"**m I [Tt 53 I -
L] retwod 162 [Delaul] IPAIDP Urknown
# j spplcations 530 Defa B aaangit Not Instaled [
3wn 5 FADF - Resdp B
[ ] martenance i‘
] smp2
Delait o
Add User and click “OK”:
Qe [ | Peg |
Remote SNMP agert Spit
19216851 2] e_pj ™ Vedical
MiB tes =
5 o M Tres
5 0 ceit MIB Browser Pref
=
=10 Geretal| MIB | Guery Rlesuks | Fomsting | Tabis Visw Trap Ringer | | SNMPa security Parameters x
2@ Iﬂj Trap fnger cancale —— T
S 2 mnet r -] serprofiename [ mamo
o dncy  Pooup r ISmmusam [
(L experimentsl ¥ Beep on SNMP notfication ¥ Map SHMPv1 traps thiough enlerprise b i e T
& C pivate SNHPY3 seculy parametess )
= ] eniepises User profie name. Mo user profil selected I~ ConextongnelD [
B Eé‘;‘i’;ﬂ Security lsvet o securty Deive e I~ SNMP pott rumber  [1657 -
L o Secuity Engine D:  B000.05 2301 COABFT 01 ] Dsevive | puertcaionpotocl [ACNDS v _Change Password.. |
(1] overview poone oo u Privacy piotocol CBCDES ¥
1 (3 link_management
e 8 s s = e I = Dt Toc ki Auterdican and Prvacy kevs
L 620etadtl  PADP  Unknown e kop exchey
1] seelcations 6000 (Defaul] 1% Transpast Mot Instaled S e
a1 wn 183 PADP  Ready [ o N
-3 maintsnance
a1 (2 snmpiz
ok Carcel
Delouk o Carcel o |t |

Open the SNMP Trap Ringer Console:
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Beriole SHMP agent Spit
13216851 =] B I vetea

M e

5 ) MB Tree

- oot
ST
=R= L]

23 sz

] SNMP Trap Ringer Console

B0 dd 8] ##| ™ docert | imetontm | Pae

10 SNMP notifications received.

Remove the Ethernet Cable from LAN port of the router, then receive the LAN Notification on
SNMP Management tool:

Fle Edi SNMP Action Tools ¥ B
ol 2| 8@ § | 7| |3 || @] |
Quey |Mie | Fng |
Bemole SHMP agent Spat
1921685 1 ) g I~ Verjcal
MIB tree. -
=l MIB Tres
- ot
B T SNMP Trap Ringer Cansole ES
=00 0ig
50 ded E‘g‘rgmxw I Insetonto || [ Pause a
S @ btmret £ 4 1 srvphodues 1.1 5.1 nobiicaton received hom: 192 1685.1 ol 2020/3/4 110317
] deeetory 47 2 overtlan nofiicalion received fior 1921605 1 3 2000/2/4 110318
&3 mgnt 3
2 soumenal © Time stan: 0 doys 00k 00m 3% 27th
=0 Agen addresz: 192 168.5.1 Pask 51296 Transport IP/UDP Protocol: SNMP3 Notification
523 enterpiises =) Manager address 152 168 247 1 Port 163 Transport IPAUDP
= ‘—““W"“: 816 Seculy paameters
B mesout £ (] Bindings [3)
B roter. @ Bindng 81 sysUnTime.0 ™ fimeficks) 0 dave 00h00m:28 27th
# e 3 Biodng M2 srgModkdes 11,410 ] vanidan
& rrsnager - y
1 3 il acs A Bindng #3: evertion 0 ™ foctets) [202003:04 11:02.53] bl down 58,3230 32.30.20.30.33.20,30.3 2031, 3134, 30.33.34.35.33 50.20 6
- network.
&1 spphcations.
&3 von
g1 23 martenance
55 w2
< >
|3 SNMP notifications received.

Test successful.
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24. TR069 management platform

TCP Cennecfion

6944 Router

TRO? Management Platform

e The 6944 router connects to the TR069 management platform.

e The 6944 management platform can do the monitoring or control the router. For example, control
the router restart, reset the router to factory default setting, upgrade the
firmware/APPs/configuration, syslog upload, NTP configured, check the cellular, active link and
NTP status.

Note: This Application Note TR069 has been tested with the “XACS” TR069 management platform.

Configuration
Configuration TR069 on the 6944

Step 1 Go to Applications>TRO069, specify the settings to make the router connect to TR069
management platform:

Overview TROG69

Link Management Local Settings

Industrial Interface Enable ¥

Network Local Port | 7547

Applications Authentication
DDNS Username [ I
Reboot

VPN

Maintenance

URL | http://192.168.111.19/acs

Username

Enable Periodic ¥
Periodic Interval 1800
Http 100 Continue Enable

Manufacturer Info
Manufacturer ’W‘

Manufacturer OUI FFFFFE

=N

Note: During the test without authentication on both the 6944 (CPE) and the TR069 Management
Platform (XACS), there is no need to set the username and password.

Step 2 Login to the XACS, on the homepage we can see the router has connected to the platform
successfully:

- WELCOME -

Resource  Configwation Upgrade | Security | System About @ Welcome:admin Role:Super Admin |_Logout
cfml e[ en | Hanatactor | model | ritoontact | astContact | Softversion | Mardversion | ______Operatin ___|
192.168.111.199 1912512433003  Mavigateworx  NRSOD-S4G  2012-07-20 14:02:19  2012-07-20 14:36:44 114 (0c0cofa)  1.0.0 Detail | [ DataModel |  Delets | ( Test
Total: 1 ccclaan

Delste = Apply Tempiate In Batch

Control and Monitoring the 6944
Reboot
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Login to the platform and go to Resource>Test>Reboot, the router will reboot when click the
“Reboot” button:

e B

= Pt ot | i ot sftVrion | ordVorio openi
v EEERLS 192.168.111.199 1912512433003  MNovigateworx  NRSOO-S4G  2012-07-20 14:02:19  2012-07-2015:06:44  1.14(0chcSfa)  1.0.0 Detail || DataModel | | Delete || Test
Total: 1 <<<l>>>

L4 Category View
Delete || Apply Template In Batch

Resource |Configuration Upgrade | Secuity | System About @ Welcome:admin Role:Super Admin |_Lagout

Navigatework CPE SN:19125124330003, URL:htep://192. 168.111.199:7547/
Global View

A CPE

ACSESSEIP: 192.188.2471

SMACS IP || GetRPCMethods - FactoryReset | [ AR

> Catagory View
BE L

Upload Log

LA A4

Upload Config

REE
Choose One v || W#5I® || ERHImEN

Ef R

Bl 1% | Choose File | No file chosen FiR

Factory Reset

Login to the platform and go to Resource>Test>FactoryReset, the router will reset when click the
“Factory Reset” button:

Resource  Configuration| Upgrade | Security System About B Welcome:admin Role:Super Admin |_Logout |
B (0] p | o e | i | Fitomos

YA Gloti o Vi 192168111199  19125124330003  Navigatewon:  NRS00-54G  2012-07-20 14:02:19  2012-07-2015:06:44  1.1.4(0c0c9fa)  1.0.0

Total: 1

»  Category View

Delete | Apply Template In Batch

e e e o e YT —————

2 CPE SN:191. ) URL:hitp://192.168.111,199: 7547/
¥ Gobal View

ACSEFEIP: 182 188247 1
AICPE SEACS IP | | GetRPCMethods || Reboot WRRE

»  Category View

HELf

Upload Log

EELE

Upload Config

REEE
Choose One v || BEII% || REHSARR

B iR
Elff ¥ | Choose File |No file chosen #iR

Syslog Upload

Login to the platform and go to Resource>Test>Upload Log, the router’s syslog will display on the
TRO69 management platform:

Resource Configuration Upgrade  Secuity | System  About 8 Welcome:admin Role:Super Adrin _Logout.

B 1 v || e | o

Gobal View IRIBIL1  IISIMTONG  Naigewors RSO NPNIGOES  NRUADISGH 11400 100 Deal | e Dt | Tes.

Total: 1 <>

Category View
Delete || Apply Template In Baich
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Resource  Configwation  Upgrade | Security System About B Welcome:admin Role:Super Admin |_Logo!

Navigatewon: CPE SN:10125124330003, URL: http://192.168.111.199.7547/

ACSHREHEIP: 102 16811119 v
AICPE Z15IACS IP | GetRPCMethods || Rebost || FactoryResst || fiIRE
> Category View
B LM

Jul 20 15:41:27 user.debug cwmp{5021];: url: hep://192.168.111.70/acs

Jul 20 15:41:27 nawigatewonx user.debug cwmp{5D21]: ssl_verdy: SSL certificate validation disabled.

Jul 20 15:41:27 navigakewonx user.debug cwmp{5021]; -~ HTTP CLIENT CONFIGURATION ---

Jul 20 15:41:27 nawgateworx user.notice cwmp(5021): configured acs url hitp://192.168.111.70/acs

Jul 20 15:41:27 navigateworx user.debug cwmp|5021]: external script init

Jul 20 15:41:27 nawigateworx user.notice cwmp{S021]: extemal: execute inform parameter

Jul 20 15:41:29 navigateworx user.notice wmp(S021]: send Inform

Jul 20 15:41:29 navigateworx user.debug cwmp{S021]: +++ SEND HTTP REQUEST +++ <anl wersion="1.0" encoding="UTF-&" standalane="nc"?> <soap._ lope xmins:soap_env="http:

nlns:soap_enc=""http:/{schemas.xnlsoap. orofsaap/encodmgl” xmin

Jul 20 15:41:29 navigateworx user.debug cwmp{S021]: — SEND HTTP REQUEST —

Jul 20 15:41:29 nawgatewons user.debug cowmp S ++ RECEIVED HTTP RESPONSE +4++ <SOAP-ENV.Envelope xinlns:SOAR-ENV="http://sch I " wevls::

ENC="https/, ’ s . P10 el esd="hitp

Jul 20 15:41:28 nawigatewons userdebig owmp{5021]; - RECEIVED HTTR RESPONSE —

Jul 20 15:41:29 nawigatewonx user.notice cwmpl5021]: receive InformResponse from the ACS

nd empry message 1o the ACS

++ SEND EMPTY HTTP REQUEST +++

+++ RECEIVED HTTP RESPONSE +++ <SOAP-ENV-Envelope xmins:S0AP-ENV="htp: /e " wlns: SOAP-
- g -org:owmp-1-0° xmins xsd="http:

Jul 20 15:41:28 nawigatswon: user.notice Cwmp[021

Jul 20 15:41:29 nawgatewon user.debug cwmp{5021

Jul 20 15:41:29 navigatewon user.debug cwmp{5021
“hitps/, xanisoap. oding/”

Config Upload
Login to the platform and go to Resource>Test>Upload Config, the router’s config will display on
the TR069 management platform:

Resource _ Configuration | Upgrade | Security B Welcome:admin Role:Super Admin |_Logout

System

19125124330003  Navigateworx  NRS00-54G  2012-07-20 14:02:19 2012-07-20 15:06:44 1.14(0c0c9fa)  1.0.0

v

192.166.111.199 DataModel

Total: 1 <<<l>>>

»

Delete || Apply Template In Batch

Resource  Configuration| Upgrade | Security | System About © wel Super Admin | Logo

Navigateworx CPE SN:19125124330003, URL:hitp://192.168.111.199:7547/

ACSEHRIP: 16216811118 v

ZMACS 1P | GetRPCMethods || Reboot || FactoryReset | RIIRES

» Category View

BELE

Upload Log

mELER

Upload Config

i

s
“default_policy""sccept”
}

ise",
“remote”:"0,0.0.0M07,
host™™

“ssh_access”: alss”

13

Config Update

From the TR069 management platform, we can update the 6944 router. Follow the steps below and
we can upload a configuration to the platform, or we can put the config file to the “uploads”
installation folder, then go to Resource>Test>Config Reset, to download the configuration to the
router:

Resowce Configuration Upgrade | Securty | System About 8 Welcome:admin Role:Super Admin | Logout

1912514330003 Navigateworx  NRSOO-S4G  2012-07-20 14:02:19 2012-07-20 15:06:44 1.14(0chc%a)  1.0.0 Detail || DataModel

¥ Global View

192.168.111.199

Total: 1 <>

P Category View ————
Delete | Apply Template In Batch

Resource | Configuration  Upgrade Security System About B Wecome:admin Role:Super Admin _Logo

Navigatewon: CPE SN:19125124330003, URL:http://192.168.111.195:7547(

v Global View

ACSHEE@IP: 102168 11119 12
SEACS 1P | GetRPChlethads || Reboot || FactoryReset | | R3CIRIE
b Category View

BEL#

Upload Log

EE e

Upload Config

REHR

Jzorzor20 0rnn » | St [ EnzERE |
{

Yt
"default_policy” "accept”
)
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Firmware/APP Upgrade
Login to the platform and go to Resource>Test>Firmware Upgrade, choose the firmware or APP
file and upgrade to the router:

Resource _ Configuration|_Upgrade | Socurity | System | About

] O RN T I T Ty [Ty ey

el 192168111199 19125124330003  Navigatewon:  NRSUG-SAG  2012-0/-20 14:02:19 2012-0/-20 15:06:44 114(0cUcofa) 100

1 Welcome:admin Role:Super Admin [_Logout

Total: 1 <<<I>>>

> Category View

Delete | Apply Template In Batch

Resowce | Configwation Upgrade | Security | System About 8 Welcome:admin Role:Super Admin|_Logout
Navigatewon: CPE SN:19125124330003, URL:hitp://192.168.111,199:7547/

ACSRSEP: 192168 11119 .

ZLRACS 1P | ((GetRPCMethods || Reboot | | FacteryReset | [ R HIE

¥ Global View

B Category View

BELE

Upload Log

- N

Upload Config

31
Choose One v || H#5I% || RNFZmEE

- B

[t [ choosa Fie o i chosen A4 |

NTP Operation
Login to the platform and go to Resource>DataModel>.Time, we can configure NTP parameters and
check the NTP status. Check the local time:

Resowce  Configuration. Upgrade | Security System About B Welcome:admin Role:Super Admin | Logout

TROGE » |ovpand Coliose Name CurrentlocalTime Version 10

‘Y GlobalView [ .LANDevicellumberOfEtries
) .WANDeviceNumberQfEntries

[ .Capabilities. Length 2147483647 Writable NO

Sy Q0 Devicelnio. Description The current date and time in the CPEEE local time zone.

# [ DeviceConfiy

®- (. ManagementServer, Path IntemetGatewayDevice. Time. CurreniLocalTime

* | Minvelue -9223372036854775808 MaxValue 9223372036854775807

563 Time.
-‘J Enable Tyoe toeTme v Opergtion GelParameterValues ¥

\
U Status Value Tnstance
1) HTeservert

Do T T
[ nTPServer3 Result
[ NTPSarverd IntemetGatewayDevice. Time.CurrentocalTime D020-07-20T16:37-30
[ NTPServers

LocalTimeZone:

1) LocalTimeZonehame
[ DayfightSavingsUsed
1) DaylightSavingsStart
[ DaylightSavingsEnd

Check the time zone:

Resource _ Configuration  Upgrade Security System ne:admin Role:Super Admin | Logout

B 17058 * | Expand Cotapse Name  LocalTimeZone Version 10
v ) LANDeviceNumberOfEntries -

) ROt MinValue  -0223372036854775808 Maxvalue 9223372036854775807

e length 6 Writable YES
$ local time zone offset from UTC, kgnoring daylight savings time adjustments, in the form: +hhzmm -hhzmm For example, this will ahways be *-08:00" for
¥ o Description California, *+00:00" or "~00:00" for the United Kingdom, and *+01:00" for France. This parameter is OBSOLETED because the Information that t represents is fully
® () ManagementServer covered by LocalTimeZoneName.
T 1 E’“;:t‘” Path IntemetGatewayDevice Time LocalTimeZone

8 e Type stning . Operation

) NTPServert

) NTPServer2 Value Instance

() NTPServer3
0 NTPServers
0 NTPServers Result

i,
) LocalTimeZone
TOCAT e ZoneNaT e

Specify the NTP serverl address:

Value
InternetGatewayDevice. Time.LocalTimeZone

Resource | Configuration. _Upgrade | Securty __ System | About @ wek

ne:adimin Role:Super Admin |_Logout
I Y mose - | Expand Collapse Name NTPServer1 Version 1.0
LANDeviceNumberOfEntr -
VA etohal iew ~ Sapia MinValue 9223372036854775808 Maxvalue 9223372036854775807
J -WANDeviceNumberOfEntries
SLaE & (3 Capabiltes Length 6 Writable YES
=1 Category Vaw ® @ Devicelnfo. Description First NTP timeserver. Either a host name o IP address.
#- (22 DeviceConfio
- . ManagementServe Path InternetGatewayDevice Time NTPServert
- £3 Time. = = = =z
[ Enable Ype vy v Operation

Value Instance

Result
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Specify the time zone:

- — : 7 Name LocalTimeZone Version
* | Minvalue  -9223372036854775808 Maxvalue
Length 6 Writable

covered by LocalTimeZoneName.

Path IntemetGatewayDevice Time.LocalTimeZone
Type string . Operation
Value +8:00) Instance

Active Link and Cellular Status

1.0

9223372036854775807

YES

Result Response Result: 1 - The Object creation has been validated and committed, but not yet applied; Instance Number :

The local time zone offset from UTC, ignoring daylight savings time adjustments, in the form: +hh:mm -hh:mm For example, this will always be *-08:00" for
Description California, *+00:00" or "-00:00" for the United Kingdom, and "+01:00" for France. This parameter is OBSOLETED because the information that it represents is fully

From the TR069 management platform we can check the active link and cellular status.

Step 1 Login to the platform and go to Configuration>Create new template, to create the template

for active link and cellular:

Resmrcn.[Contopuotion]_ipgrade | Sty |[_raon _||_sboss

Templates

B Welcome:admin Role:Super Admin | Logout

e T S T S

Delele

Create new template

Name
Description

Step 2 After that, add the template parameters for active link and cellular:

B Welcome:admin Role:Super Admin |_Logout

e | | I R S
ActiveLink Active Link Status ity
Cellular Cellular Info Delete [ Modify
Step 3 Template Parameters for ActiveLink:
Name Activelink
Description Active Link Status
Apply

Termplate Parameter

InternetGatewayDevice ActiveLink LinkType
InternetGatewayDevice.ActiveLink.IP
InternetGatewayDevice. ActiveLink. Netmask
InternetGatewayDevice ActiveLink Gateway
InternetGatewayDevice ActiveLink PrimaryDNSSearver

e Activel| yDNSServer

Delete

WAN

1
1
1
1

=] e | e [ vee
string

I—
ST I
I a v

Add

Name Type Value
InternetGatewayDevice.ActiveLink.LinkType string WAN
InternetGatewayDevice.ActiveLink.IP string 1
InternetGatewayDevice.ActiveLink.Netmask string 1
InternetGatewayDevice.ActiveLink.Gateway string 1
InternetGatewayDevice.ActiveLink.PrimaryDNSServer string 1
InternetGatewayDevice.ActiveLink.SecondaryDNSServer string 1

Step 4 Template Parameters for Cellular:

Section 24 — Page 5
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Description Cllular Info

Tarvclate Parametsr

TnternetGotewayDevice Cellular.1.C50Q
InternetGatewayDevice Callular. 1. IMEL
InternetGatewayDevice. Cellular. 1. Registration
InternetGatewayDevice Callular. 1 Operator
TntermettatewayDevice. Cellular. 1. NetwokType
InkernettateweyDevice Cellular. LPLMNLD
InternetGatewayDevice Cellular.1 LocalAreaCede
InternetGatenayDevice Callular.1.CalllD
InternetGatewayDevice Cellular. 1 IMST
IntermetGetewayDevice Cellular. 1 TXBytes

InernetGatewayDevice Cellular. 1. RXBytes.

string

string

o
1
1
1
1
1
1
1
1
1
1
1

Delete

A Parameter

P [

I ———
| | Add

Name ‘ Type Value
InternetGatewayDevice.Cellular.1.CSQ int 1
InternetGatewayDevice.Cellular.1.IMEI string 1
InternetGatewayDevice.Cellular.1.Registration string 1
InternetGatewayDevice.Cellular.1.Operator string 1
InternetGatewayDevice.Cellular.1.NetwokType int 1
InternetGatewayDevice.Cellular.1.PLMNID int 1
InternetGatewayDevice.Cellular.1.LocalAreaCode int 1
InternetGatewayDevice.Cellular.1.CellID int 1
InternetGatewayDevice.Cellular.1.IMSI string 1
InternetGatewayDevice.Cellular.1. TXBytes string 1
InternetGatewayDevice.Cellular.1.RXBytes string 1
InternetGatewayDevice.Cellular.1.ModemFirmwareVersion string 1

Step 5 After creating the template, go to Resource>DataModel, click any one of the templates, and
copy the Template Parameters to the “Path”
Step 6 Click “OK” then we can get the related value. Here we see the “IP address” as an example:

v

Resource  Configuration  Upgrade | Seourty | System About B Welcome:admin Role:Super Admin | Logout
: m Expand Collapse Name DeviceSummery Version 11
MinValue -9223372036854775808 MaxValue 9223372036854775807
Length 1024 Wiitable NO
Description As defined in [3].
Path IntemetGatewayDevice AciiveLink IP
Type string v Operation
Value Instance

Result
InternetGatewayDevice. ActiveLink. [P

[192.168.111.199)
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25. Maintenance

When newer versions of the 6944, firmware become available, the user can manually update the unit

by uploading a software package to the unit.

NOTE: The unit needs to be manually rebooted once the upload completes, thus taking the 6944 out
of service for approximately 1 minute. Unless otherwise stated, the user is not expected to take any

special precautions.

CAUTION: It is important to have a stable power source and ensure that power to the 6944 is not

interrupted during a firmware upgrade.

25.1. Upgrade via Uboot

Step 1. Connected to the router with console cable, then reboot the router, when “booting” to “07,

please hit any key on the keyboard to make the router go into u-boot mode.

khkkkhhkhkkhkhkhhkhkkhhkkhhkhhkhkhhkihkhkkhkhkhhkhkihkhkhhkihhkhhkhhhkhhkhhhkihkhkhhkihkikixkx

6944 U-Boot 1.0.0.
Build id: 2018 — 08 — 20

AEAKAKAKAKAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA A A AA A Ahhhhiik

Board: 6944 Standard

CPU: MIPS 74KC

RAM: 64MD DDR1 16-Bit CL3-3-3-8

FLASH: 16MB Winbon w25Q128

MAC: 00:03:7F:09:08:AD (Fixed)

Clocks: CPU / RAM/AMB/ SPI/REF
550/400/200/25/25Mhz

Hit any key to stop booting 0

Step 2 Run the command “printenv” to check the info and setup the server IP on the PC accordingly.

Step 3 Set a correct IP address on your PC:

Section 25 — Page 1

Rev 2.8




Casen

Section Twenty-Five 6944 Manual
Maintenance Rev 2.8
Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 192 .168 . 111 . 101 |
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: | 192 . 168 . 111 . 1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 192 . 168 . 111 . 1 |

Alternate DNS server: | . . . |

[ ] validate settings upon exit ARl

Step 4 Put the firmware and TFTP software in the same folder, and rename the firmware as
“firmware.bin”, then run the TFTP software.

UBOOT UPGRADE v D
N Si
LI Name |“?f§ Tftpd32 Lly Ph. Jounin - O X e
[T firmware.hin 5,696 KB
» - . — '
. (A3 tftpd32.exe Current Directory | C:\Users\administrator\Desktop\UBLC | Browse 20 ke
Server interfaces |;;1 Software L ﬂ Show Dir
o+
Ttp Server | Thtp Client | DHCP server | Spslog server | DNS server | 4|
* peer file | start time | progress
ire v
< >
About I Settings Help
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Step 5 Run the command “run ufw” to start the firmware upgrade.

Step 6 Check firmware upgraded successfully

25.2. Scheduled Reboot

Run the command “reset” to reboot the router.
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